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RECORD  OF  TRIAL2 

(and  accompanying  papers) 

of 


MANNING,  Bradley  E. 

(Name:  Last,  First,  Middle  Initial) 
Headquarters  and 
Headquarters  Company, 

United  States  Army  Garrison 

(Unit/Command  Name) 


(Social  Security  Number) 


U .  S .  Army 
(Branch  of  Service) 


By 


PFC/E-3 

(Rank) 


Fort  Myer,  VA  22211 
(Station  or  Ship) 


GENERAL  COURT-MARTIAL 


Convened  by  _ Commander _ 

(Title  of  Convening  Authority) 

UNITED  STATES  ARMY  MILITARY  DISTRICT  OF  WASHINGTON 
(Unit/Command  of  Convening  Authority) 

T ried  at 


Fort  Meade,  MD  on  see  below 

(Place  or  Places  of  Trial)  (Date  or  Dates  of  Trial) 


Date  or  Dates  of  Trial: 

23  February  2012,  15-16  March  2012,  24-26  April  2012,  6-8  June  2012,  25  June  2012, 

16-19  July  2012,  28-30  August  2012,  2  October  2012,  12  October  2012,  17-18  October  2012, 

7- 8  November  2012,  27  November  -  2  December  2012,  5-7  December  2012,  10-11  December  2012, 

8- 9  January  2013,  16  January  2013,  26  February  -  1  March  2013,  8  March  2013, 

10  April  2013,  7-8  May  2013,  21  May  2013,  3-5  June  2013,  10-12  June  2013,  17-18  June  2013, 
25-28  June  2013,  1-2  July  2013,  8-10  July  2013,  15  July  2013,  18-19  July  2013, 

25-26  July  2013,  28  July  -  2  August  2013,  5-9  August  2013,  12-14  August  2013, 

16  August  2013,  and  19-21  August  2013. 


1  Insert  "verbatim"  or  "summarized"  as  appropriate.  (This  form  will  be  used  by  the  Army  and  Navy  for  verbatim  records  of  trial  only.) 

2  See  inside  back  cover  for  instructions  as  to  preparation  and  arrangement. 
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Specification  16  of  Charge  II 
(May  2010) 

11-13  May  2010 

-  Extracts  the  email  addresses  and  personal 
information  of  more  than  74,000  servicemembers 
in  Iraq 

Names,  ranks,  positions  of  everyone  in  the 
United  States  Forces-lraq  Global  Address  List 

More  than  2000  pages  of  printed  material  in 
two  files 


Jeffrey  L  MSgt  821  ETS  BTT 

Joe  M  1SG  A  3rd.  STB  First  Sergeant 

Joshua  L  SPC  HHC  1-27  IN  Rifleman 

Quant e  CTR  MRAP  BALAD 

Robert  G  SSG  3-13th  FA 

Lugh,  Lawrence  R  SPC  HNF-I  TF  ODIN  Imagery  analyst 
.rk,  Andrew  LTC  MNF-I  JRCC-TIKRIT  Contracting  Chief 
inn,  Natasja  CPT  702  BSB  HHC  S6  OIC 
; f  Scott  J  CIV  USAAA  Auditor 
!,  Seth  A  SGT  86TH  CSH 
ii,  Adeyinka  CIV  AMC-MRAP  Mechanic 
Syrena  N  SGT  B  Co  404th  ASB  TI 
f,  David  J  SPC  USA  MND-C  B  Co  G2  INTEL  ANALYST 
l,  Michael  T  SGT  50th  Chemical  Co. 
i,  Emmanuel  O  SGT  A  CO  1-14  IN  BN,  Supply  SGT 
lo,  Raymond  T  GEN  MNF-I  CMD  GRP  (Commanding  General) 
>,  Awikam  I 

>,  Johnson  CIV  MNF-I  1  AD  Translator 
>,  Lilyana  W  CIV  MSC  95  MP  BN  Linguist 
>,  Margaret  K  CIV  JIDC  Linguist 
>,  Nadia  CIV  MNF-I  10l3t  ABN  DIV  Linguist 
>,  William  Z  CIV  JIDC  Linguist 
>o,  Mary  K  CTR  MNFI  CJ9  STRATCOMM 
L,  Kjetil  R.  GSE13  L3  ISD  HST  573  IM  LD 
Benjamin  SGT  16  ENG  BDE  Network  System  Analyst 
Brandon  L  2LT  MNC-I  D/2-44  ADA  Pit  Leader 
Brandon  L  2LT  MND-C  2-44  Platoon  Leader 
Brion  M  SPC  STH  MED  LOG  USA 

Cardonna  E  SFC  Iraq,  57  SIG  BN,  ELM  Platoon  Sgt 
Christopher  TSgt  886TH 
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Specification  16  of  Charge  II 
(May  2010) 

•  Two  files  were  moved  to  his  personal 
computer 

-  One  file  had  email  addresses;  the  other  file  had 
names,  ranks,  and  positions  that  corresponded 

•  Testimony  on  value 

-  Mr.  Lewis 

—  CW4  Rouillard 

•  Spearphishing  (targeted  emails) 


Specification  4  of  Charge  ill 


•  Court  will  hear  testimony  from  information 
assurance  expert,  who  will  discuss  the 
provisions  of  the  regulation  and  appropriate 
uses  of  Government  information  systems 


Giving  Intelligence  to  the  Enemy 


Article  104 

Giving  Intelligence  to  the  Enemy 

•  Evidence  will  show  that  he  knew  the  nature  of 

© 

WikiLeaks  as  an  organization 

—  Repeated  searches  for  WikiLeaks  on  SIPRNET 

•  Evidence  will  show  that  he  knew  the  enemy 
would  access  the  information 

•  The  End  Result  © 

-  Usama  bin  Laden  asks  for,  and  receives,  CIDNE- 
Afghanistan  reports 
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(U)  Key  Judgments 

Wikileaks.org  represents  a  potential  force  protection,  counterintelligence, 

OPSEC,  and  INFOSEC  threat  to  the  US  Army. 

•  (OflNF)  Recent  unauthorized  release  of  DoD  sensitive  and  classified  documents  provide 
FISS,  foreign  terrorist  groups,  insurgents,  and  other  foreign  adversaries  with  potentially 
actionable  information  for  targeting  US  forces. 

•  (S//MI5)  The  possibility  that  current  employees  or  moles  within  DoD  or  elsewhere  in  the 
US  government  are  providing  sensitive  or  classified  information  to  Wikileaks.org  cannot 

SECRET//NOFORN 
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Article  104 

Giving  Intelligence  to  the  Enemy 

•  Evidence  will  show  that  he  knew  the  nature  of 
WikiLeaks  as  an  organization 

—  Repeated  searches  for  WikiLeaks  on  SIPRNET 

•  Evidence  will  show  that  he  knew  the  enemy 
would  access  the  information 

•  The  End  Result 

-  Usama  bin  Laden  asks  for,  and  receives,  CIDNE- 
Afghanistan  reports 


"if  you  had  unprecedented  access  to 
classified  networks  14  hours  a  day  7 
days  a  week  for  8+  months,  what 
would  you  do?" 

-  "bradass87" 

21  May  2010 
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Coalition  letter  regarding  media  access  to  the  Bradley  Manning  trial 

FREEDOM 

=  OF  THE  PRESS  as 

FOUNDATION 


June  3,  2013 

Col.  Denise  Lind 
Chief  Judge,  1st  Judicial  Circuit 
US  Army  Military  District  of  Washington 
Office  of  the  Staff  Judge  Advocate 
103  Third  Avenue  S.W.,  Suite  100 
Ft.  McNair,  DC  20319 

Maj.  Gen.  Michael  S.  Linnington 
US  Army  Military  District  of  Washington 
Office  of  the  Staff  Judge  Advocate 
103  Third  Ave.  S.W.,  Suite  100 
Ft.  McNair,  DC  20319 

To  the  Honorable  Colonel  Denise  Lind  and  Maj.  Gen.  Michael  S.  Linnington, 

We,  the  undersigned  news  organizations,  respectfully  request  the  Military  District  of 
Washington  (MDW)  media  desk  issue  two  press  passes  to  allow  professional  court 
stenographers  access  to  the  media  room  so  they  can  transcribe  the  public  portions  of  the 
court  martial  of  Bradley  Manning. 

Over  350  news  organizations  requested  credentials  to  cover  the  court  martial.  On 
Thursday,  the  MDW  media  desk  issued  credentials  to  just  70  news  organizations,  leaving 
more  than  280  of  our  colleagues  unable  to  cover  the  trial  and  serve  the  public  interest. 

Public  and  press  access  to  court  proceedings  is  a  hallmark  of  democracy  in  the  United 
States.  In  an  unusual  move,  the  government  has  not  provided  the  press  with  copies  of 
transcripts  or  court  rulings  of  the  pre-trial  portions  of  the  Manning  case,  and  we  are 
concerned  that  this  lack  of  access  to  the  court  proceedings  will  continue  during  the 
upcoming  trial. 

In  an  attempt  to  serve  the  public’s  right  to  know,  more  than  1 ,000  citizens  have  donated 
more  than  $58,000  to  Freedom  of  the  Press  Foundation  to  fund  stenographers  to  sit  in  the 
media  room  to  transcribe  the  unclassified  portions  of  the  trial.  These  transcripts  will  be 
identified  as  “unofficial,”  and  will  be  available  to  both  the  press  and  general  public. 

The  stenographers  would  serve  a  similar  function  as  a  pool  sketch  artist,  allowing  the 
public  a  window  into  a  trial  of  newsworthy  significance. 
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Coalition  letter  regarding  media  access  to  the  Bradley  Manning  trial 


Three  media  organizations — Forbes,  the  Guardian,  and  the  Verge — each  applied  for  an 
extra  slot  for  media  credentials  so  that  a  court  stenographer  could  attend  along  with  their 
reporters.  The  applications  for  additional  slots  were  denied. 

Broadcasting  the  trial  in  an  appropriately-sized  overflow  theater  would  allow  every 
organization  that  applied  for  a  press  pass  to  cover  the  proceedings.  At  the  minimum,  we 
urge  you  to  issue  two  additional  press  passes  in  order  to  allow  the  court  stenographers  to 
attend. 

If  they  are  denied,  over  280  of  our  colleagues  who  applied  for  credentials  will  not  be  able 
to  report  on  the  trial,  and  the  public,  which  is  closely  watching  this  case,  will  be  less  able 
to  understand  the  process  and  decisions  made  by  this  court. 


Sincerely, 

Freedom  of  the  Press  Foundation 
Atlantic  Media,  Inc. 

Belo  Corporation 
Bloomberg  News 
Boing  Boing 
Courthouse  News 
Forbes  Inc. 

Fox  News  Network  LLC 
The  Guardian 
The  Huffington  Post 
Los  Angeles  Times 
The  McClatchy  Company 
The  New  Yorker 
NPR,  Inc. 

The  Online  News  Association 
POLITICO  LLC 

Reporters  Committee  for  Freedom  of  the  Press 

The  Verge 

Wired 
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UNITED  STATES  OF  AMERICA  ) 

) 

v.  )  Witness  List  Order 

)  and  Proposed  Stipulations 

Manning,  Bradley  E.  )  Prosecution  Witnesses 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  )  5  June  2013 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  ) 


The  United  States  hereby  submits  the  following  order  for  the  remaining  witnesses  the 
United  States  intends  to  call  in  die  above-captioned  court-martial.  “(_)”  is  placed  next  to  each 
witness  for  whom  the  United  States  is  willing  to  stipulate.  This  space  is  provided  for  the  defense 
to  mark  an  “X”  for  each  witness  it  is  willing  to  stipulate. 


1. 

Mr.  Buchanan  QQ 

32. 

SA  Mander  M 

2. 

SA  Shaver 

33. 

SA  Shaver 

3. 

Mr.  Madaras 

34. 

Ms.  Strobl  QQ 

4.  ■ 

SA  Mander 

35. 

Mr.  Allen 

5. 

Ms.  Glenn 

36. 

SA  Shaver 

6. 

Mr.  Artale  (X) 

37. 

Mr.  Johnson,  Mark 

7. 

Mr.  Chamberlin  QQ 

38. 

CW5  Larue 

8. 

SA  Shaver 

39. 

Ms.  Scott  Q{) 

9. 

SA  Mander 

40. 

Mr.  Weaver 

10. 

Mr.  Hosburgh 

41. 

Mr.  Schasteen  C£) 

11. 

Mr.  Hoskins  (£) 

42. 

Mr.  Milliman 

12. 

Mr.  Nehring  fy) 

43. 

SA  Shaver 

13. 

Mr.  Moser 

44. 

Mr.  Weaver 

14. 

SA  Wilber  00 

45. 

Ms.  White  ($ 

15. 

SA  Grant 

46. 

Mr.Kitz 

16. 

Mr.  Fung  QQ 

47. 

CPT  Cherepko 

17. 

Mr.  Withers 

48.’ 

Mr.  Benthal  (£) 

18. 

Mr.  McManus  (X) 

49. 

Mr.  Milliman 

19. 

Mr.  Goldman  (ft) 

50. 

Mr.  Motes 

20. 

Mr.  McPhaul  (ft) 

51. 

SA  Shaver 

21. 

Ms.  Song  Q0 

52. 

RDML  Woods 

22. 

Mr.  Hwang  (ft) 

53. 

Dr.  Johnson,  Glenn 

23. 

Mr.  Primrose  (Y) 

54. 

Mr.  Wisecarver 

24. 

Mr.  Ralston  (£) 

55. 

Ms.  Thain  QQ 

25. 

SA  Shaver 

56. 

AMB  Pearce  (ft 

26. 

SA  Mander 

57. 

AMB  Seche  (£§ 

27. 

Mr.  Hosldns  (/) 

58. 

AMB  Yamamoto 

28. 

Mr.  Nehring 

59. 

Mr.  Yun  & 

29. 

Mr.  Bora 

60. 

Mr.  Feeley  (X)  -  A\or^i> 

30. 

Mr.  Hoeffel  $ 

61. 

Mr.  Moore  (X) 

31. 

Ms.  Van  Alstyne 

62. 

AMB  Yavonovitch  QQ 

APPELLATE  EXHIBIT  kH- 
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63.  Mr.  Pittman 

64.  Mr.  Murphy  ($ 

65.  SA  Rock  (^) 

66.  SA  Ellis  tO 

67.  Mr.  Janelc^O 

68.  Mr.  Mundy  ($ 

69.  SA  Bettencourt  $£) 

70.  SA  Shaver 

71.  Dr.  Collins 

72.  Mi-.  Downey  QQ 

73.  SA  Shaver 

74.  Mr.  VanKleek 

75.  SA  Grant  QO 

76.  SA  Wilbur  ($ 

77.  SA  Shaver 

78.  Mr.  Moser 

79.  Mr.  Hoskins  00 

80.  Mr.  Nehring  Q() 

81.  VADM  Harward  (fi 


82.  #23 

83.  #63 

84.  #107  ^0 

85.  SPC  Defrank 

86.  SGT  Padgett 

87.  SPC  Bales 

88.  SGT  Sadtler 

89.  Mr.  Adkins 

90.  CPTLim 

91.  COL  Miller 

92.  CPT  Freeburg 

93.  SSG  Bigelow 

94.  SPC  Marshall 

95.  SA  Williamson 

96.  CW4  Nixon 

97.  CW4  Rouillard 

98.  Mr.  Lewis 

99.  SA  Mander 

100.  CDR  Aboul-Enein 


This  list  only  accounts  for  the  witnesses  from  the  Government’s  witness  list  which  the  United 
States  presently  intends  to  call.  Based  on  the  evidence  presented,  the  United  States  reserves  the 
right  to  augment  this  list  with  witnesses  previously  disclosed  on  the  Government’s  witness  list. 
Additionally,  the  order  listed  above  could  change  based  on  the  presentation  of  evidence  and 
testimony.  /  a' 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  David  Coombs, 
Civilian  Defense  Counsel,  via  electronic  mail  on  5  June  2013. 


ASHDENFEIN 
MAJ,  JA 
Trial  Counsel 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES 


)  RULING:  REQUEST  FOR 


v. 


MANNING,  Bradley  E.,  PFC 


Headquarters  and  Headquarters  Company, 
U.S.  Army  Garrison,  Joint  Base  Myer- 
Henderson  Hall,  Fort  Myer,  VA  22211 


U.S.  Army, 


)  PUBLIC  ACCESS;  OR,  IN  THE 
)  ALTERNATIVE,  MOTION  TO 
)  INTERVENE  TO  VINDICATE 
)  RIGHT  TO  PUBLIC  ACCESS 

) 


)  DATED:  10  June  2013 

) 


On  3  June  2013,  the  Court  has  received  AE  558,  a  proposed  motion  to  intervene  under 
RCM  806(a)  (b)  and  (c)  by  three  individuals  who  are  not  parties  to  the  trial.  Neither  the 
Government  nor  the  Defense  have  moved  to  file  AE  558  as  a  motion  with  the  Court. 


Findings 


1 .  The  proceedings  have  been  open  to  the  public  since  the  start  of  the  trial.  The  Court  has  made 
particularized  findings  as  required  by  RCM  806(b)(2)  with  respect  to  those  portions  of  the  trial 
that  must  be  closed  to  protect  classified  national  security  information  (AE  550). 

2.  Neither  the  Court  nor  anyone  acting  pursuant  to  an  order  of  the  Court  has  specifically 
excluded  any  person  from  observing  the  proceedings  either  in-court  or  in  a  designated  overflow 
area. 

3.  Reasonable  policies  and  procedures  for  media  registration  and  credentialing  have  been 
established  and  published  by  the  Military  District  of  Washington  as  set  forth  in  AE  561. 

4.  RCM  806(c)  prohibits  photography  and  broadcasting  to  include  video  and  audio  recording, 
the  taking  of  photographs,  and  radio,  and  televised  broadcasting  of  the  trial. 

5.  The  two  parties  to  this  trial  are  the  United  States  and  PFC  Manning.  Unless  authorized  by  the 
rules  for  courts-martial  or  in  special  circumstances  recognized  by  the  Court  of  Appeals  for  the 
Armed  Forces,  only  the  parties  to  the  trial  have  standing  to  file  motions  to  be  considered  by  the 
Court.  ABC  Inc.  v.  Powell,  47  M.J.  363  (C.A.A.F.  1997). 

Ruling:  The  Court  declines  to  consider  AE  558  as  it  is  from  3  individuals  who  are  not  parties  to 
the  trial  and  who,  under  the  circumstances,  lack  standing  to  file  a  motion  with  the  Court. 


COL,  JA 


Chief  Judge,  1st  Judicial  Circuit 


APPELLATE  EL.-EElT 
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UNITED  STATES  OF  AMERICA  ) 

) 

v.  ) 

) 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  ) 


Witness  List  Order 
and  Proposed  PEs 
Prosecution  Witnesses 

11  June  2013 


The  United  States  hereby  submits  the  following  order  for  the  remaining  witnesses  the 
United  States  intends  to  call  in  the  above-captioned  court-martial.  is  placed  next  to  each 
witness  to  whom  the  United  States  is  willing  to  stipulate.  This  space  is  provided  for  the  defense 
to  mark  an  “X”  for  each  witness  it  is  willing  to  stipulate.  An  denotes  the  Government’s 
requirement  to  send  the  agreed  upon  stipulation  to  the  equity  holder  for  classification  and/or 
clearance  by  the  senior  United  States  Government  official.  The  Prosecution  Exhibit  (PE) 
number  is  next  to  each  stipulation  fully  executed  and  already  admitted  as  a  PE. 


1.  Mr.  Artale -PE  70 

2.  Mr.  Chamberlin  -  PE  7 1 

3.  Mr.  Hosburgh 

4.  SA  Mander 

5.  Mr.  Hoskins -PE  111a  /PE  111b 

6.  Mr.  Nehring  -PE  1 12 

7.  SA  Grant -PE  106 

8.  SA  Wilber  -PE  72 

9.  Mr.  Moser 

10.  Mr.  Fung -PE  73 

1 1 .  Mr.  Withers  -PE  74 

12.  Mr.  McManus  -PE  75 

13.  SA  Shaver 

14.  SA  Mander 

15.  Mr.  Bora -PE  115 

16.  Mr.  Hoeffel  -PE  1 16 

17.  Ms.  Van  Alstyne  -PE  1 13 

18.  SA  Mander -PE  78 

19.  SA  Shaver 

20.  Ms.  Strobl  -&)* 

21.  Mr.  Allen  -(&* 

22.  SA  Shaver 

23.  Mr.  Johnson,  Mark 

24.  CW5  Larue-PE  117 

25.  Ms.  Scott -PE  119 

26.  SA  Shaver 

27.  SA  Shaver 

28.  Mr.  Weaver 


29.  Mr.  Schasteen  -PE  80 

30.  Mr.  Kitz 

31.  Ms.  White -PE  107 

32.  CPT  Cherepko 

33.  Mr.  Benthal  -($ 

34.  Mr.  Milliman 

35.  Mr.  Motes  -(£) 

36.  SA  Shaver 

37.  RDML  Woods  -(25 

38.  Dr.  Johnson,  Glenn-(X)* 

39.  Mr.  Wisecarver-(k9* 

40.  Ms.  Thain 

41.  AMB  Pearce  -(X)* 

42.  AMB  Seche  -(/)* 

43.  AMB  Yamamoto  -(25* 

44.  Mr.  Yun  -(<)* 

45.  Mr.  Feeley  -(/)* 

46.  Mr.  Moore  -(k)* 

47.  AMB  Yavonovitch  -(29* 

48.  Mr.  Pittman  -(29* 

49.  Mr.  Murphy  -(>9* 

50.  SA  Rock  -(2§* 

51.  SA  Ellis -PE  77 

52.  Mr.  Janek  -(29* 

53.  Mr.  Mundy  -(^* 

54.  SA  Bettencourt  -PE  76 

55.  SA  Shaver 

56.  Dr.  Collins  -(£) 
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57. 

Mr.  Downey  -0 

70. 

Mr.  Adkins 

58. 

SA  Shaver 

71. 

CPT  Lim 

59. 

SA  Shaver 

72. 

COL  Miller 

60. 

Mr.  Moser 

73. 

CPT  Freeburg 

61. 

VADM  Harward  -0 

74. 

SSG  Bigelow 

62. 

Mr.  Travieso  -PE  1 1 8a  /  PE  118b 

75. 

SPC  Marshall 

63. 

#23* 

76. 

SA  Williamson 

64. 

#63* 

77. 

CW4  Nixon 

65. 

#107  -0* 

78. 

CW4  Rouillard 

66. 

SPC  Deffank 

79. 

Mr.  Lewis 

67. 

SGT  Padgett 

80. 

SA  Mander 

68. 

SPC  Bales 

81. 

CDR  Aboul-Enein 

69. 

SGT  Sadtler 

This  list  only  accounts  for  the  witnesses  from  the  Government’s  witness  list  which  the 
United  States  presently  intends  to  call.  Based  on  the  evidence  presented,  the  United  States 
reserves  the  right  to  augment  this  list  with  witnesses  previously  disclosed  on  the  Government’s 
witness  list.  Additionally,  the  order  listed  above  could  change  based  on  the  presentation  of 
evidence  and  testimony. 


ASHDEN  FEIN 
MAJ,  JA 
Trial  Counsel 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  David 
Coombs,  Civilian  Defense  Counsel,  on  1 1  June  2013. 


ASHDEN  FEIN 
MAJ,  JA 
Trial  Counsel 
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v. 


UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

) 

) 

) 

) 

) 

) 

) 

) 


Government  Targeted  Brief 
on  Admissibility  of 
Internet  Documents 


15  June  2013 


FACTS 


The  accused  is  charged  with  giving  intelligence  to  the  enemy,  in  violation  of  Article  1 04, 
Uniform  Code  of  Military  Justice  (hereinafter  “Article  1 04”  and  “UCMJ,”  respectively).  The 
accused  is  also  charged  with  causing  intelligence  to  be  “wrongfully  and  wantonly”  published  in 
violation  of  Article  1 34,  UCMJ,  eight  specifications  alleging  misconduct  in  violation  of  1 8 
U.S.C.  §  793(e),  five  specifications  alleging  misconduct  in  violation  of  18  U.S.C.  §  641 ,  two 
specifications  alleging  misconduct  in  violation  of  18  U.S.C.  §  1030(a)(1),  and  five  specifications 
alleging  misconduct  in  violation  of  Article  92  of  the  UCMJ.  See  Charge  Sheet. 

The  accused  pleaded  guilty  by  exceptions  and  substitutions  to  Specifications  2,  3, 5, 7, 9, 
10, 13, 14  and  15  of  Charge  II.  See  Appellate  Exhibit  CDLXIV.  The  accused  did  not  plead 
guilty  inter  alia,  to  Specifications  4, 6,  8, 1 1, 12,  and  16  of  Charge  II.  See  id. 

On  1 0  June  201 3,  the  Court  asked  the  parties  to  brief  the  following  issues:  (1)  the 
requirements  to  authenticate  tweets  and  the  Internet  Archive  result,  (2)  the  admissibility  of  the 
tweets  and  Internet  Archive  result  with  respect  to  hearsay,  and  (3)  the  relevance  of  the  tweets  and 
Internet  Archive  result. 


BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 


At  trial,  the  United  States  “bears  the  burden  of  establishing  an  adequate  foundation  for 
admission  of  evidence  against  an  accused.”  United  States  v.  Lubich ,  72  M.J.  170, 173  (C.A.A.F. 
2013)  (citing  United  States  v.  Maxwell ,38  M.J.  148, 150  (C.M.A.  1993).  The  United  States  may 
meet  its  burden  of  proof  with  direct  or  circumstantial  evidence.  Id.  (citing  United  States  v. 
Freeman ,  65  M.J.  451, 453  (C.A.A.F.  2008). 


WITNESSES/EVIDENCE 


The  United  States  respectfully  requests  that  the  Court  consider  the  Enclosures  referenced 
herein.  The  United  States  submits  Enclosure  1,  Enclosure  2,  and  Enclosure  3  to  support 
authentication.  See  Military  Rule  of  Evidence  (hereinafter  “MRE”)  104(a).  The  United  States 
does  not  presently  intend  to  submit  Enclosure  1 ,  Enclosure  2,  nor  Enclosure  3  as  evidence  for  the 
trial.  The  United  States  will  move  to  introduce  Enclosure  4  as  evidence. 
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LEGAL  AUTHORITY  AND  ARGUMENT 


I.  AUTHENTICATION 

Authentication  is  governed  by  the  lax  standards  set  out  in  MRE  104(b)  and  901(a). 

David  A.  Schlueter,  et  al. ,  Military  Evidentiary  Foundations  §  4-10[2]  131  (4th  ed.  2010).  A 
proper  foundation  guarantees  that  the  fact  finder  could  find  that  particular  evidence  is  what  it 
purports  to  be.  United  States  v.  Schnable  58  M.  J.  643,  653  (N-M.  Ct.  Crim.  App.  2003). 
Authentication  requires  a  preliminary  determination  whether  sufficient  proof  exists  for  a 
reasonable  fact  finder  to  determine  authenticity.  Lubich,  72  M.J.  at  174  (citing  United  States  v. 
Sliker,  751  F.2d  477  (2d  Cir.  1984)).  For  digital  data,  the  fact  that  it  is  possible  to  alter  the  data 
only  goes  to  the  weight  of  the  evidence  and  not  its  admissibility.  United  States  v.  Hock  Chee 
Koo,  770  F.Supp2d  1 1 15, 1 122-23  (D.  Or.  2011)  (citing  United  States  v.  Bonallo ,  858  F.2d 
1427, 1436  (9th  Cir.  1988);  United  States  v.  Smfavian ,  435  F.Supp.2d  36,  39-40  (D.D.C.  2006). 
The  fact  that  digital  data  may  be  altered  does  not  preclude  authentication.  Id. 

In  the  instant  matter,  the  United  States  sets  forth  the  basis  of  the  admissibility  of  the  three 
Prosecution  Exhibits  (hereinafter  “PE”)  for  Identification  listed  herein.  The  United  States  offers 
PE  3 1  for  Identification  (hereinafter  “email  tweet”)  as  a  tweet  from  the  WikiLeaks  Twitter 
account  on  7  May  201 0.1  The  United  States  offers  PE  32  for  ID  as  another  tweet  from  the 
WikiLeaks  account  (hereinafter  “video  tweet”)  on  8  January  2010.  The  United  States  offers  PE 
1 09  for  ID  as  a  portion  of  the  WikiLeaks  website  as  captured  by  the  Internet  Archive  (hereinafter 
“Most  Wanted  List”)  on  5  November  2009  at  06:13:30. 

A.  Tweets  Authentic  Based  on  Internal  Characteristics 

MRE  901(b)(4)  permits  authentication  based  on  the  evidence’s  “appearance,  contents, 
substance,  internal  patterns,  or  other  distinctive  characteristics,  taken  in  conjunction  with  the 
circumstances.”  In  parti cular,  the  content  of  the  information  can  authenticate  the  tweet.  See 
Lubich,  72  M.  J.  at  175.  Both  the  email  tweet  (PE  31  for  Identification)  and  video  tweet  (PE  32 
for  Identification)  display  distinct  characteristics  attributable  to  WikiLeaks.  First,  the  tweets 
prominently  feature  the  WikiLeaks  logo.  See  Special  Agent  Mander  testimony,  10  June  2013 
(describing  WikiLeaks  logo  on  the  twitter  page).  Second,  the  tweets  feature  WikiLeaks’  name  as 
the  account  name  “wikileaks”  used  on  Twitter.  See  id.  (stating  that  the  handle  of  the  Twitter 
account  is  “wikileaks”)  Similarly,  the  uniform  resource  locator  (hereinafter  “URL”)  for  the 
WikiLeaks  Twitter  page  is  http://www.twitter.coin/wikileaks.  See  id.  Third,  the  content  of  the 
tweets  relates  to  information  compromised  by  the  accused.  See  id.  (discussing  the  content  of  the 
email  tweet  (PE  3 1  for  Identification)).  Content  known  by  the  author  constitutes  a  proper  basis 
for  authentication.  See  United  States  v.  Siddiqui,  235  F.  3d  1318,  1322-23  (1 1th  Cir.  2000) 
(determining  emails  were  properly  authenticated  because,  among  other  factors,  they  contained 
information  known  to  the  defendant);  see  also  Linkv.  Mercedes-Benz  of  N.  Am.,  Inc.,  788  F.2d 


1  A  “tweet”  is  a  message  no  longer  than  140  characters  posted  on  tire  website  Twtter.com  (hereinafter  “Twitter”). 
Twitter  New  User  FAQ,  available  at  https://support.twitter.eom/articles/13920-new-user-faqs#  (last  visited  15  June 
2013).  Twitter  is  an  online  social  networking  service  that  enables  its  users  to  send  and  read  tweets.  Id.  By  default, 
tweets  are  public,  which  allows  anyone,  with  or  without  a  Twitter  account,  to  view  all  tweets  from  the  public 
account.  See  id. 
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918, 927  (3d  Cir.1986)  (holding  documents  properly  authenticated  by  direct  testimony  qt  the 
contents  of  the  documents  themselves)  (emphasis  added).  Fourth,  the  Twitter  page  for 
WikiLeaks  possesses  over  1 ,800,000  followers.  See  Twitter  Account  labeled  “WikiLeaks,” 
available  at  https ://twitter.  com/wikileaks  (last  visited  1 5  June  2013).  Here,  Twitter  users  have 
overwhelmingly  authenticated  the  WikiLeaks  Twitter  page.  Fifth,  the  WikiLeaks  web  site  linked 
to  the  twitter.com/wikileaks  web  site  as  recently  as  4  June  2013.  See  Enclosure  1 .  Finally,  the 
tweets  still  exist  on  twitter.com  and  are  accessible  to  anyone  on  the  Internet.  See  Special  Agent 
Mander  testimony,  10  June  2013  (stating  the  Twitter  is  available  to  the  general  public  and  that  he 
reviewed  the  Twitter  feed  of  the  WikiLeaks  account  recently). 

The  email  tweet  (PE  3 1  for  Identification)  remains  available  on  Twitter.com  with  the 
same  date  of  7  May  2010.  See  id.  The  video  tweet  (PE  32  for  Identification)  remains  available 
onTwitter.com  with  the  same  date  of  8  January  2010.  See  id.  Outside  sources  referred  to  the 
WikiLeaks  tweets  in  2010.  See,  e.g.  Enclosure  2.  These  sources  are  proper  authority  for 
considering  the  authenticity  of  the  tweets.  See  United  States  v.  Bourjaily,  483  U.S.  171,175 
(1987)  (holding  Federal  Rule  of  Evidence  104  permits  a  Court  to  consider  any  evidence 
regarding  admissibility);  MRE  1 04  (stating  that  the  military  judge  is  not  bound  by  the  rules  of 
evidence,  except  those  with  respect  to  privileges,  in  making  determinations  regarding  the 
admissibility  of  evidence).  The  contents  of  the  tweets  and  the  tweets’  distinctive  characteristics 
authenticate  the  tweets  as  being  from  WikiLeaks.  Furthermore,  extrinsic  evidence  supports  the 
proposition  that  the  dates  included  on  the  tweets  are  accurate  and  therefore  authentic.  Thus,  the 
email  tweet  (PE  3 1  for  Identification)  and  video  tweet  (PE  32  for  Identification)  are  authentic. 

B.  Internet  Archive  Results  Are  Authentic 

1.  Internet  Archive  Results  Are  Self-Authenticating  with  Affidavit 

Self-authenticating  evidence  does  not  require  “[ejxtrinsic  evidence  of  authenticity  as  a 
condition  precedent  to  admissibility.”  MRE  902.  “Certified  domestic  records  of  regularly 
conducted  activity”  fall  qualify  as  self-authenticating  evidence.  MRE  902(1 1).  Pursuant  to 
MRE  902(1 1),  extrinsic  evidence  of  authenticity  as  a  condition  precedent  to  admissibility  is  not 
required  with  respect  to  certified  domestic  records  of  a  regularly  conducted  activity  when: 

The  original  or  a  duplicate  of  a  domestic  record  of  regularly 
conducted  activity  that  would  be  admissible  under  Mil.  R.  Evid. 

803(6)  if  accompanied  by  a  written  declaration  of  its  custodian  or 
other  qualified  person,  in  a  manner  complying  with  any  Act  of 
Congress  or  rule  prescribed  by  the  Supreme  Court  pursuant  to 
statutory  authority,  certifying  that  the  record  (A)  was  made  at  or 
near  the  time  of  the  occurrence  of  the  matters  set  forth  by,  or  from 
information  transmitted  by,  a  person  with  knowledge  of  those 
matters;  (B)  was  kept  in  the  course  of  the  regularly  conducted 
activity;  and  (C)  was  made  by  the  regularly  conducted  activity  as  a 
regular  practice. 
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MRE  902(1 1).  The  sworn  attestation  states  that  the  records  accurately  reflect  the  files  as 
captured  on  the  date  detailed  in  the  URL.  See  Enclosure  4.  The  attestation  affirms  that  the 
“records  were  captured  by  the  Internet  Archive  or  received  from  third  party  donor's  in  the  course 
of  regularly  conducted  activity  by  the  Internet  Archive.”  See  Enclosure  4.  The  attestation  affirms 
that  capturing  the  records  comprised  “regularly  conducted  activity  by  the  Internet  Archive.”  See 
Enclosure  4.  Because  the  records  are  stored,  the  act  of  capturing  the  record  constitutes  regularly 
making  the  record.  See  Enclosure  4.  On  13  June  2013,  the  United  States  provided  the  Defense  a 
copy  of  Enclosure  4  and  notice  of  the  United  State’s  intent  to  file  Enclosure  4.  See  Enclosure  5. 
Therefore,  the  attestation  satisfies  the  requirements  of  regularly  conducted  business  activities 
under  MRE  803(6)  and  is  self-authenticating  under  MRE  902(1 1). 

2.  Internet  Archive  Results  Are  Authentic  in  Accordance  with  Defense ‘s  Cited 

Precedent 

MRE  901(b)(1)  permits  authentication  based  on  personal  knowledge.  See  MRE 
901(b)(1).  The  sworn  attestation  states  that  the  records  accurately  reflect  the  files  as  captured  on 
the  date  detailed  in  the  URL.  See  Enclosure  4.  Moreover,  the  sworn  attestation  is  based  on 
personal  knowledge  of  an  automated  process.  See  id.  The  Internet  Archive  URL  is 
automatically  assigned  at  the  capture  of  the  web  site  by  the  Internet  Archive.  See  id;  Enclosure 
3.  Where  the  electronic  records  are  merely  stored  in  a  computer,  there  is  no  “computer-specific” 
authentication  issue.  Lubich ,  72  M.  J.  at  174  (citing  5  Weinstein  &  Margaret  A.  Berger, 
Weinstein's  Federal  Evidence  §  900.06[3],  at  900-68  (Joseph  M.  McLaughlin  ed.,  2d  ed.  2003)). 
The  Internet  Archive  does  not  process  web  sites;  it  stores  them.  See  Enclosure  3  (stating  that  the 
Internet  Archive  is  a  digital  library).  Special  Agent  Mander  testified  regarding  the  process  by 
which  he  personally  searched  for  the  file.  Because  the  United  States  has  now  presented  a  sworn 
attestation  confirming  the  accuracy  of  Special  Agent  Mander’s  results  and,  along  with  the  sworn 
testimony  of  the  process  by  which  the  stored  results  were  retrieved,  any  doubts  about  the  process 
of  storing  the  results  on  the  Internet  Archive  relate  to  the  weight  of  the  evidence,  not  its 
admissibility.  See  Lubich,  72  M.J.  at  175  (determining  accuracy  of  printout  affects  weight,  not 
admissibility,  after  prima  facie  showing  of  authenticity);  see  also  United  States  v.  Johnson,  68 
F.3d  899, 903  (5th  Cir.  1995)  (noting  that,  after  prima  facie  showing  of  authenticity,  gaps  in 
chain  of  evidence  go  to  weight,  not  admissibility). 

The  authority  presented  by  the  Defense  holds  that  an  affidavit  verifying  the  accuracy  of 
the  results  from  the  Internet  Archive  by  an  Internet  Archive  representative  with  personal 
knowledge  of  its  contents  satisfies  the  requirement  for  authentication.  See  St.  Luke’s  Cataract 
and  Laser  Institute,  P.A.  v.  Sanderson,  2006  WL  1320242  (M.D.  Fla.  2006);  Telewizja  Polska 
USA,  Inc.  v.  EchoStar  Satellite  Corp.,  2004  WL  2367740  (N.D.  Ill.  2004);  see  also  United  States 
v.  Bansal,  663  F.3d  634  (3d  Cir.  2011)  (holding  testimony  of  a  witness  with  personal  knowledge 
sufficient  to  authenticate  Internet  Archive  results).  The  records  custodian  attests  that  the  records 
were  duly  maintained;  the  record  custodian  rarely  has  personal  knowledge  of  their  actual 
contents.  See  United  States  v.  Gladwin,  34  C.M.R.  208, 214  (C.M.A.  1 964)  (noting  that  only  in 
rare  instances  would  a  records  custodian  be  able  to  assist  the  fact  finder  in  determining  the 
accuracy  of  stored  records).  Additionally,  the  Telewizja  precedent  cited  by  the  Defense  notes 
that  the  Internet  Archive  was  a  relatively  new  source  for  archiving  websites  in  2004.  In  2013, 
the  reliability  of  the  Internet  Archive  has  been  established  and  tested.  Cf  Deborah  R.  Eltgroth, 
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Best  Evidence  and  the  Wayback  Machine:  Toward  a  Workable  Authentication  Standard  for 
Archived  Internet  Evidence,  78  Fordham.  L.  Rev.  181, 188-190  (2009)  (describing  history  of 
courts  relaxing  the  burden  for  authenticating  photographs  as  the  technology  became  more 
widespread).  Recently,  courts  have  relied  on  the  results  from  the  Internet  Archive  as  accurate 
representations  of  the  website  as  it  existed  on  the  date  listed  in  the  Internet  Archive.  See,  e.g., 
Arteaga  v.  U.S.,1\\  F.3d 828 (7th  Cir.  2013);  Santos exrel.  Beato  v.  U.S.  559 F.3d  189  (3d  Cir. 
2009).  Accordingly,  the  Internet  Archive  results  are  also  authentic  under  MRE  901(b)(9).  See 
Lubicli,  72  M.J.  at  175. 

Moreover,  the  Internet  Archive  is  an  electronic  library.  A  witness  with  direct  knowledge 
of  the  process  by  which  the  library  compiles  the  results  is  not  required.  See  Lubich,  72  M .  J.  at 
174-75  (rejecting  defense  arguments  that  direct  testimony  was  required  as  to  the  process  utilized 
to  collect  the  data).  Thus,  after  a  prima  facie  showing  of  authenticity,  any  contrary  evidence 
presented  by  the  Defense  goes  to  the  weight  of  the  Most  Wanted  List  (PE  109  for  Identification), 
not  its  authenticity.  See  id.  at  175  (citing  United  States  v.  Tank,  200  F.3d  627,  630  (9th  Cir. 
2000)).  The  Defense  may  present  contrary  evidence,  if  any,  during  its  case-in-chief  to  rebut  any 
weight  given  to  the  Government’s  evidence.  See  United  States  v.  Thomas,  33  M.J.  1067, 1068 
(A.C.M.  R.  1991)  (“Of  course,  the  appellant  was  free  to  dispute  the  authenticity  of  individual 
documents  or  present  evidence  that  the  person  who  signed  the  attesting  certificate  was  not  the 
custodian  of  the  documents  attached  to  it.”),  rev  ‘d  on  other  grounds.  United  States  v.  Thomas,  36 
M.J.  378  (C.M.A.  1992). 

However,  in  accordance  with  the  precedent  presented  by  the  Defense,  the  United  States 
encloses  a  notarized  and  sworn  affidavit  stating  that  the  results  from  the  Internet  Archive  are 
accurate  depictions  of  the  WikiLeaks  website  on  5  November  2009.  See  Enclosure  4.  The 
affidavit  explains  that  the  Internet  archive  digitally  stores  websites  on  specific  dates  and  makes 
the  websites  as  they  exist  on  the  stated  dates  searchable  to  any  Internet  user.  See  id.  The 
Internet  Archive  explains  on  its  website  the  date  format  as: 

The  Internet  Archive  assigns  a  URL  on  its  site  to  the  archived  files 
in  the  format  http://web.archive.org/web/ITear  in  yyyy]  [Month  in 
mm][Day  in  dd][Time  code  in  hh:mm:ss]/[ Archived  URL].  Thus, 
the  Internet  Archive  URL 

http  y/ web.  archive.org/web/ 1 99701 26045828/http://www.archive.  o 
rg /  would  be  the  URL  for  the  record  of  the  Internet  Archive  home 
page  HTML  file  (http://www.  aichive.org/)  archived  on  January  26, 

1997  at  4:58  a.m.  and  28  seconds  (1997/01/26  at  04:58:28) 

Internet  Archive  Standard  Affidavit,  available  at  http://archive.org/legal/affidavit.php  (last 
visited  15  June  2013);  Enclosure  3.  Accordingly,  the  Most  Wanted  List’s  (PE  109  for 
Identification)  relevant  URL  of  “20091 105061330”  corresponds  to  a  date  of  5  November  2009  at 
06:13:30. 

Additionally,  in  chat  logs  admitted  by  the  Court  recovered  from  PFC  Manning’s  personal 
computer,  the  accused  and  “pressassociation@jabber.ccc.de”  discuss  the  “open  source  center.” 
Through  Mr.  Mark  Johnson,  the  United  States  presented  evidence  that 
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“pressassociation@jabbei'. ccc.de”  was  in  fact  Julian  Assange,  or  at  a  minimum,  that  the  accused 
believed  that  the  user  was  Julian  Assange.  Tire  same  testimony  noted  that  the  accused  originally 
assigned  that  username  the  alias  “Nathaniel  Frank.”  In  the  chat  logs, 

“pressassociation@jabber.ccc.de”  expresses  interest  in  the  mining  of  the  open  source  center  and 
the  United  States  presented  evidence  that  the  2009  Most  Wanted  List  (PE  1 09  for  Identification) 
sought  the  entire  open  source  center.  As  such,  the  accused’s  conversation  authenticates  the  Most 
Wanted  List  (PE  1 09  for  Identification)  by  confirming  the  types  of  information  desired  by 
WikiLeaks  and  Julian  Assange.  Therefore,  the  United  States  has  met  its  burden  of  demonstrating 
the  authenticity  of  the  Most  Wanted  List  (PE  1 09  for  Identification). 

II.  HEARSAY  &  RELEVANCE 

A.  Email  Tweet  (PE  31  for  Identification)  and  Video  Tweet  (PE  32  for  Identification) 

The  United  States  offers  the  email  tweet  (PE  3 1  for  Identification)  for  the  nonhearsay 
puipose  of  its  effect  on  the  accused.  The  tweet  was  published  on  Twitter  on  7  May  2010.  As 
charged,  between  on  or  about  1 1  May  2010  and  on  or  about  27  May  2010,  the  accused  stole  the 
United  States  Forces-Iraq  Microsoft  Outlook/Sharepoint  Exchange  Server  global  address  list 
(hereinafter-  “GAL”).  See  Charge  Sheet.  The  accused  regularly  and  thoroughly  searched  for 
information  regarding  WikiLeaks  on  sources  such  as  Intelink.  The  accused  admits  to  researching 
WikiLeaks  in  his  online  conversations  with  Mr.  Lamo,  saying,  “[I]t  took  me  four  months  to 
confirm  that  the  person  i  [sic]  was  communicating  [sic]  was  in  fact  assange  [sic]."  Given  the 
large  amount  of  research  the  accused  conducted  on  WikiLeaks  and  the  timing  of  the  email  tweet 
(PE  31  for  Identification)  and  the  accused’s  theft  between  on  or  about  1 1  May  2010  and  on  or 
about  27  May  2010,  the  fact  finder  can  reasonably  deteimine  that  the  accused  responded  to  the 
email  tweet  (PE  3 1  for  Identification).  The  United  States  intends  to  elicit  testimony  by  Special 
Agent  A1  Williamson,  who  conducted  a  forensic  examination  of  a  computer  the  accused  was 
using  from  1 1  May  2010  until  27  May  2010,  that  the  accused  stole  the  GAL  between  on  or  about 
1 1  May  201 0  and  on  or  about  27  May  2010.  The  email  tweet  (PE  3 1  for  Identification)  is 
directly  relevant  to  the  accused’s  intent  for  compromising  the  GAL  and  potentially  the  value  of 
the  information.  See  Charge  Sheet,  Charge  II  Specification  16. 

The  email  tweet  (PE  31  for  Identification)  also  demonstrates  WikiLeaks  plan  to 
compromise  military  information  as  of  7  May  2010.  See  MRE  803(3).  The  plan,  as  openly  and 
publicly  advertised  on  Twitter,  is  relevant  to  the  accused’s  knowledge  of  the  scope  of  the 
disclosure  of  compromised  information  for  Article  1 04.  See  United  States  v.  Roberson ,  65  M.  J . 
43, 46  (C.A.A.F.  2007)  (concluding  that  statements  showing  declarant’s  willingness  to  get  his 
money  by  any  means  necessary  reflected  his  intent  and  were  admissible  to  show  both  his  intent 
and  that  the  intent  was  subsequently  carried  out). 

Furthermore,  the  video  tweet  (PE  32  for  Identification)  demonstrates  WikiLeaks  plan  to 
compromise  military  information  as  of  8  January  2010.  See  MRE  803(3).  The  tweet  also 
establishes  the  then-existing  state  of  mind  of  the  WikiLeaks  declarant  with  respect  to  the  nature 
of  the  possession.  See  United  States  v.  Elliott,  23  M.J.  1,  8  (C.M.A.  1986)  (holding  declarant’s 
statements  regarding  stolen  property  admissible  to  prove  state  of  mind  regar  ding  possession). 
The  plan  and  state  of  mind,  as  openly  and  publicly  advertised  on  Twitter,  are  relevant  to  the 
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accused’s  knowledge  of  the  scope  of  the  disclosure  of  compromised  information  for  Article  104. 
WikiLeak’s  plan  to  compromise  the  video  is  relevant  to  proving  the  charged  act  of 
compromising  the  Gharani  video.  See  Roberson ,  supra. 

Finally,  the  video  tweet  (PE  32  for  Identification)  is  not  offered  for  its  literal  truth,  but 
rather  what  WikiLeaks’  state  of  mind  regarding  the  content  of  the  videos.  The  tweet  expresses 
WikiLeaks’  belief  about  the  content  of  the  video.  The  video  was  encrypted,  and  thus  WikiLeaks 
could  not  know  the  content  of  the  encrypted  video.  The  United  States  presented  evidence 
through  Special  Agent  David  Shaver  that  at  least  one  of  the  videos  referred  to  by  WikiLeaks  in 
the  tweet  was  in  the  possession  of  an  individual  named  Jason  Katz.  This  video,  present  on  Mr. 
Katz’s  computer  on  1 5  December  2009  and  matching  a  video  on  the  CENTCOM  SharePoint 
server  in  the“Farah”  investigation  folder,  was  flyover  footage  and  not  video  of  a  bomb  strike  at 
all.  Both  the  video  on  Mr.  Katz’s  computer  and  the  videos  in  the  Farah  investigation  folder  on 
the  United  States  Central  Command  SharePoint  server  were  password  protected,  meaning  that 
individuals  without  the  password  could  not  examine  the  contents  of  the  video.  Thus,  the  tweet  is 
not  being  offered  for  its  truth,  but  rather  what  WikiLeaks  was  told  about  the  content  of  the 
videos.  The  accused,  in  chat  logs  with  Mr.  Lamo,  confirmed  that  the  Farah  or  Gharani  videos 
were  “encrypted,”  that  the  password  had  not  been  broken  yet,  and  that  he  understood  the  videos 
to  depict  bomb  strikes  on  civilians.  The  admission  to  Mr.  Lamo  further  corroborates  the 
characterization  given  to  WikiLeaks  by  the  accused. 

B.  Most  Wanted  List  (PE  109  for  Identification) 

MRE  803(6)  excepts  the  Most  Wanted  List  (PE  109  for  Identification)  from  the  rule 
against  hearsay.  The  attestation  affirms  that  the  “records  were  captured  by  the  Internet  Archive 
or  received  from  third  party  donors  in  the  course  of  regularly  conducted  activity  by  the  Internet 
Archive.”  See  Enclosure  4.  The  attestation  affirms  that  capturing  the  records  comprised 
“regularly  conducted  activity  by  the  Internet  Archive.”  See  Enclosure  4.  Because  the  records 
are  stored,  the  act  of  capturing  the  record  constitutes  regularly  making  the  record.  See  Enclosure 
4.  Thus,  the  Most  Wanted  List  (PE  109  for  Identification)  meets  a  hearsay  exception  in 
conjunction  with  the  sworn  and  notarized  affidavit  in  Enclosure  4.  See  MRE  803(6). 

The  United  States  also  offers  the  Most  Wanted  List  (PE  109  for  Identification)  for  the 
nonhearsay  purpose  of  its  effect  on  the  accused.  The  use  of  the  Most  Wanted  List  (PE  109  for 
Identification)  by  the  accused  is  relevant  to  his  course  of  conduct  in  the  late  November  2009 
timeframe  and  his  knowledge  of  WikiLeaks.  The  accused  admitted,  “I  gathered  more  info  when 

I  questioned  him _ ”  PE  120.  The  accused  admits  to  helping  WikiLeaks  after  Thanksgiving 

of  2009.  See  Special  Agent  David  Shaver  testimony,  1 1  June  2013  (stating  Intelink  searches 
began  in  November  2009);  PE  30  (stating  accused’s  admission  that  he  began  helping  WikiLeaks 
after  release  of  9/1 1  pager  data).  The  accused  also  created  a  text  file  containing  contact 
information  for  Julian  Assange  on  29  November  2009.  See  Mr.  Mark  Johnson  testimony,  12 
June  2013.  The  accused  began  searching  on  Intelink  for  terms  or  information  appealing  on  the 
Most  Wanted  List  (PE  109  for  Identification)  in  late  November  2009  and  into  early  December 
2009.  See  Special  Agent  Shaver  testimony,  supra.  This  conduct  related  to  WikiLeaks  in  late 
November  tends  to  corroborate  the  accused’s  admissions  that  he  began  helping  WikiLeaks  in 
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November  2009  and  that  he  transmitted  the  video  charged  in  Specification  1 1  of  Charge  II 
around  that  same  time. 

Finally,  the  accused  specifically  discussed  monitoring  the  CIA  Open  Source  center  with 
Mr.  Assange,  who  expressed  interest  in  having  the  entire  Open  Source  center  “mined.”  See  Mr. 
Mark  Johnson  testimony,  supra.  Therefore,  the  Most  Wanted  List  (PE  109  for  Identification)  is 
evidence  of  the  accused’s  intent  with  regal'd  to  all  data  he  compromised.  The  Most  Wanted  List 
(PE  109  for  Identification)  demonstrates  desire  of  WikiLeaks  to  publish  the  information  and  is 
admissible  as  WikiLeaks’  then-existing  plan  under  MRE  803(3).  See  Roberson,  supra.  The 
United  States  intends  to  prove  that  the  accused  adopted  the  plan  as  he  admitted  both  to  Mr. 
Assange  and  Mr.  Lamo.  In  communicating  with  Mr.  Lamo,  the  accused  refers  to  himself  as  a 
“source.”  See  PE  30.  Thus,  the  Most  Wanted  List  (PE  109  for  Identification)  is  also  relevant 
because  it  makes  it  more  likely  WikiLeaks  would  publish  information  received  that  was 
requested  in  both  the  Most  Wanted  List  (PE  109  for  Identification)  and  other  information 
discussed  with  Mr.  Assange. 


CONCLUSION 

The  email  tweet  (PE  31  for  Identification)  and  video  tweet  (PE  32  for  Identification)  are 
authentic  based  on  their  distinctive  internal  characteristics  and  the  accused’s  acts.  The  Most 
Wanted  List  (PE  109  for  identification)  is  authentic  as  an  accurately  recorded  record.  The  email 
tweet,  video  tweet,  and  Most  Wanted  List  (PE  1 09  for  Identification)  explain  the  course  of  the 
accused’s  charged  acts.  The  explanation  of  the  accused’s  acts  constitutes  evidence  of  the 
accused’s  intent,  plan,  and  knowledge  and  is  therefore  relevant. 

ALEXANDER  S.  VON  ELTEN 

CPT,  JA 

Assistant  Trial  Counsel 


Enclosures 

1 .  Internet  Archive  Capture  of  WikiLeaks  Link  to  WikiLeaks’  Twitter  Account 

2.  7  May  2010  Article  Referencing  WikiLeaks’  Email  Tweet 

3.  Internet  Archive  Sample  Affidavit 

4.  Internet  Archive  Attestation 

5.  MAJ  Fein  Email,  13  June  20 13 
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I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  David 
Coombs,  Civilian  Defense  Counsel  via  electronic  mail,  on  15  June  2013. 

ALEXANDER  S.  VON  ELTEN 
CPT,  JA 

Assistant  Trial  Counsel 
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UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

)  Government  Brief 

)  on  Admissibility  of 

)  Internet  Documents 

) 

)  Enclosure  1 

) 

)  15  June  2013 

) 


AT  TESTATION  CERTIFICATE  £ 


I  swear  or  affirm  that  each  of  the  following  is  true  regarding  the  attached  records,  to  the  best  of 
my  knowledge  and  belief: 

1 .  I  am  an  employee  familiar  with  the  manner  and  process  in  which  these  records  are 
created  and  maintained,  by  virtue  of  my  duties  and  responsibilities; 

2.  to  the  best  that  the  electronic  systems  involved  can  accurately  record  and  reflect,  such 
files  were  captured  at  or  near  the  time  of  the  date  reflected  in  the  URL  assigned  to  each 
file  by  virtue  of  an  automated  transfer  of  electronic  data; 

3.  such  records  were  captured  by  Internet  Archive  or  received  from  third  party  donors  in  the 
course  of  regularly  conducted  activity  by  the  Internet  Archive; 

4.  The  records  are  true  and  accurate  copies  of  the  original  documents  in  Internet  Archive's 
Wayback  Machine  service  at  web.archive.org. 


List  of  attached  records: 

Internet  Archive  copy  of  the  webpage  at 

http://web.archive.org/web/20091 1 05061 330/http://wikileaks.org/wiki/Draft:The_Most_Wanted_L 
eaks_of_2009-sort 


Organization 

At Au 


Signature 


G>  /i^  /W 


Print  or  Type  Name 


Office 


Business  Telephone 

bV-T 


Business  Address 


'Zoo 

'A*-*-  Freu^oot  0/4,  4HII* 


Subscribed  and  sworn 


to  before  a  notary  public,  this  I  2^*  day  of  a _ ,  20  I? 


Notai^Public 


My  commission  expires  on: 

ajU 


Jus  AHMY,  PARALEGAL  NCO~ 


>raft:The  Most  Wanted  Leaks  of  2009-sort  -  Wikileaks 
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Draft:The  Most  Wanted  Leaks  of  2009-sort 


From  Wikileaks 

Somewhat  sorted  entries  of  the  most-wanted  list.  Work  in  progress,  TODO:  Add  brief,  entity  and  date  for  each  entry. 


Contents 

•  1  Austria 

•  2  Australia 

•  3  Bahrain 

•  4  China 

•  5  Colombia 

•  6  Finland 

•  7  France 

•  8  Germany 

•  9  Greece 

•  10  Guatemala 
.  11  Italy 

•  12  Kenya 

•  13  Libya 

•  14  Madagascar 

•  15  Mali 

•  16  Mexico 

•  17  Niger 

•  18  Norway 

•  19  Puerto  Rico 

•  20  Rwanda 

•  21  Russia 

•  22  Slovenia 

•  23  Sudan 

•  24  Syria 

•  25  Switzerland 

•  26  Swaziland 

•  27  Trinidad  and  Tobago 

•  28  Uganda 

•  29  United  Kingdom 

•  30  United  Nations 

•  31  United  States 

•  32  Vatican 

•  33  International  organizations 


Austria 

•  Austrian  e- Voting  system  used  in  students  elections. 

•  Date:  18  May  2009 

•  Brief:  We  seek  for  details  about  Austrian  voting  system  used  in  students  elections,  which  includes  but  is  not 
limited  to  source  code  and  certifications. 

•  Entity:  Scytl  (/web/20091 105061 330/http://www.scytl  .com/)  (programming) 

•  Entity:  Austrian  Federal  Computation  Center  (/web/20091 105061330/http://www.brz.gv.at/Portal  .Node 
/brz/public?gentics.am=PCP&p.contentid=10007.17664)  (hosting) 


ittp://web.archive.org/web/20091 10506 1330/http://wikileaks.org/wiki/Draft:The_Most_Wanted_Leaks_of_2009-sort 
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•  Entity:  Ministry  of  Science  (Aveb/20091 105061330/http://www.bmwf.gv.at/submenue/english/)  (initiator) 

•  Entity:  Robert  Krimmer  (/web/20091 105061 330/http://vvvvw .e-voting.cc/topics/Team/)  (consulting) 


•  E-Mail  traffic  between  Josef  Proll  and  Christian  Konrad. 

.  Date:  ??? 

•  Brief:  E-Mail  traffic  between  minister  of  finance  Josef  Proll  and  Christian  Konrad,  who  is  advocate  general  of 
Raiffeisen  bank. 

•  Entity:  Josef  Proll  (josef.proelI@bmf.gv.at) 

•  Entity:  Christian  Konrad 

•  E-Mail  traffic  of  Anton  Mahdalik  with  Michael  Haupl  and/or  Michael  Ludwig 

.  Date:  ??? 

•  Brief:  E-Mail  traffic  of  FPO  delegate  Anton  Mahdalik  with  Viennese  mayor  Michael  Haupl  and/or  deputy  mayor 
Michael  Ludwig  containing  threats  when  renting  municipal  ground  to  the  Viennese  trailor  park  ("Wagenplatz 
Wien"). 

•  Entity:  Anton  Mahdalik  (toni.mahdalik@fpoe.at) 

•  Entity:  Michael  Haupl  (michael.haeupl@wien.gv.at) 


Australia 


.  ACMA  URL  blacklist 

•  Date:  19  March  2009  and  later 

•  Brief:  Versions  of  the  ACMA  URL  blacklist  newer  than  19  March  2009.  WikiLeaks  previously  released  three 
versions  of  the  list,  two  of  which  included  WikiLeaks  or  its  subpages. 

•  Entity:  Australian  Communications  and  Media  Authority  (/web/20091 105061330/http://www.acma.gov.au 
/WEB/HOMEPAGE/PC=HOME) 

•  Censorship  technology  in  Australia 

•  Date:  2009 

•  Entity:  Australian  Communications  and  Media  Authority  (/web/20091 105061 330/http://www.acma.gov.au 
/WEB/HOMEPAGE/ PC=HOME) 

•  Entity:  Enex  Testlabs  (/web/20091 105061330/http://www.testlab.com.au/) 

•  Entity:  Watchdog  NZ  (/web/20091 1 0506 1330/http://w wvv.vvatchdog.net. nz/) 

•  Entity:  |www.iwf.org.uk  Internet  Watch  Foundation] 

•  Entity:  Exetel  ISP  (/web/20091 105061330/http://exetel.com.au/news_main.php) 

•  Brief:  Full  details  of  filtering  hardware/software  vendors  participating  in  government-sponsored  ISP-level 
censorship  technology  trials,  including  (but  not  limited  to): 

•  Any  and  all  communications  between  filter  vendors  and  government  departments  prior  to,  during,  and 
after  the  trials 

•  Any  and  all  transactions,  contracts,  and  other  financial  arrangements  involving  filter  vendors 

•  Details: 

•  URL  blacklist(s)  used  during  above  trials.  Alleged  (by  government)  to  be  ACMA  URL  blacklist. 

•  Full  statistical  breakdown  of  results  of  above  trials  (in  the  event  that  Enex  Testlabs  do  not  make  them 
publicly  available). 

•  URL  blacklist  as  used  by  Watchdog  NZ  during  private  censorship  technology  trial  by  ISP  Exetel  in  May 
2009.  Alleged  (by  Watchdog)  to  have  been  IWF  list  (see  United  Kingdom). 

•  Full  statistical  breakdown  of  results  of  Watchdog/Exetel's  censorship  technology  trial  -  Exetel's  official 
response  (/web/20091 1 0506 1 330/http://forum. exetel . com ,au/viewtopic.php?f=4&t=31857*p244 129) 
seems  lacking. 

•  Annual  NSW  Police  test 

•  Brief:  Written  exam  NSW  police  officers  must  take  annually  before  they  can  be  issued  with  Tasers. 

•  Entity:  NSW  Police  (/web/20091 105061 330/http://www.police.nsvv.gov.au/) 


Bahrain 
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•  Documents  regarding  changes  to  country's  demography. 

•  Brief:  Documents  disclosing  the  number  of  citizenships  that  have  been  granted  in  the  last  few  years,  in  an  effort 
to  change  the  country's  demography.  See  Political  naturalisation!  1 1  (/vveb/20091 1 0506 1 3 30/http: 
//vvvvvv.ihrc.org.uk/show.php?id=2860)  . 


China 

•  Golden  Shield  Project 

•  Brief:  A  list  of  URLs  and  keywords  censored  filtered  by  the  Golden  Shield  Project  (Great  Firewall  of  China). 
WikiLeaks  has  previously  released  related  information,  for  example,  watch  lists,  policies  and  several  thousand 
URLs  for  CCTV  and  Baidu,  but  not  for  general  http  filtering. 

•  Entity:  Ministry  of  public  security  (/vveb/20091 10506l330/http://vvvvvv.mps.gov.cn/) 

•  Genocide  Olympics  campaign 

.  Date:  28th  March  2007 

•  Brief:  Policy  options  on  Darfur  formulated  in  response  to  the  so-called  Genocide  Olympics  campaign  led  by 
American  actress,  Mia  Farrow,  and  notes  of  meetings  in  2007  between  Stephen  Spielberg  and  Chinese  Foreign 
Ministry  officials  prior  to  Spielberg’s  resignation  as  Artistic  Director  of  the  2008  Beijing  Olympics. 

Colombia 

•  Surveillance  of  citizens  and  organisations 

•  Brief:  The  DAS  (Departamento  Administrative  de  Seguridad)  is  reported  to  have  surveilled  a  wide  array  of 
public  officials,  private  citizens,  and  organizations.  Documents  wanted:  contracts  to  supply  software  for  internet 
surveillance  to  Colombian  policy  agencies  and  details  of  the  software  supplied. 

•  Entity:  DAS  (/vveb/20091 10506 1 330/http://vv ww.das.gov .co/) 

Finland 

•  Tiitisen  Lista 

•  Brief:  The  so  called  Tiitisen  Lista,  the  list  of  18  persons  claimed  to  have  been  in  active  contact  with  East  German 
security  services  (Stasi).  The  list  was  received  from  the  West  German  intelligence  services  (BND)  in  1990  and 
since  classified  by  the  order  of  President  Koivisto  as  adviced  by  the  head  of  the  Finnish  Security  Police 
(Suojelupoliisi),  Seppo  Tiitinen.  It  is  rumoured  that  several  current  or  former  top  Finnish  politicians  appear  on 
the  list. 

•  Entity:  Stasi  (/vveb/20091 10506l330/http://en.vvikipedia.org/wiki/Stasi) 

•  Entity:  Koivisto  (/web/20091 105061 330/http://vvww.valtioneuvosto.fi/hakemisto/ministerikortisto 
/ministeritiedot.asp?nro=167) 

•  Entity:  Suojelupoliisi  (/vveb/20091 105061330/http://wwvv.poliisi.fi/supo/) 

France 

•  Nicholas  Sarkozy'  health  report 

•  Brief:  The  Monthly  Health  Report  of  President  Nicolas  Sarkozy,  as  promised  by  himself  during  the  last 
presidential  elections. 

Germany 

•  Censorship  in  Germany 

•  Details: 

•  The  censorship  filter  list  for  the  proposed  national,  mandatory  censorship  system.  The  list  will  be  compiled 
by  German  federal  criminal  police  BKA  and  distributed  to  internet  service  providers. 

•  The  contents  of  the  contract  between  the  BKA  and  some  ISPs  that  has  already  been  signed,  but  is  kept 
secret  due  to  "public  safety"  and  copyright  concerns  (see  http://blog.fefe.de/?ts=b4fa8af8). 

•  The  List  of  Media  Harmful  to  Young  People  (the  censorship  system  already  in  place).  The  "virtual  media" 
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part  of  this  list  is  distributed  to  search  engine  providers  and  is  illegal  to  publish.  It  probably  could  be 
reverse  engineered  using  the  differences  between  google.com  and  google.de  search  results.  Also,  if  you 
want  to  know  if  a  specific  medium  is  on  the  list,  you  can  send  an  enquiry  to  liste@bundespruefstelle.de 
(mailto:Iiste@bundespruefstelle.de)  ("Bundespriifstelle"  is  the  agency  responsible  for  keeping  the  list). 

•  Entity:  Bundespriifstelle  (/web/20091 105061330/http://www.bundespruefstelle.de/) 

.  Entity:  BKA  (/web/20091 105061 330/http://www.bka.de/) 

•  Politician's  Stasi  files 

•  The  Stasi  (/web/20091 105061330/http://en.wikipedia.org/wiki/Stasi)  files  of  Federal  Chancellor  Angela  Dorothea 
Merkel  (maiden  name  Kasner)  and  other  leading  politicians,  which  are  known  to  exist,  but  withheld  from  public 

•  Operation  Gladio 

•  Brief:  The  Stasi  files  relating  to  operation  Gladio  /  stay  behind  organisations  in  relation  to  right-wing  terrorism  in 
Germany  (/web/20091 1 0506 1 330/http://w ww.heise.de/tp/r4/artikel/30/30390/ 1  .html) ,  as  per  a  parliamentary 
request  by  the  Green  party. 

•  Atlas  Der  Wut 

•  Brief:  The  so  called  "Atlas  der  Wut",  a  document  about  the  risk  of  riots  in  different  german  regions.  The  list  is 
said  to  be  updated  regulary  and  was  first  written  in  2005. 

•  The  list  of  NPD  party  members 

Greece 

The  Athens  Affair 

•  Brief:  Documents  related  to  the  Athens  phone  tapping  affair  that  have  yet  to  be  released  (including  those  from 
countries  other  than  Greece)  Context  (/web/20091 105061 330/http://www.spectrum.ieee.org/telecom/security 
/the-athens-affai  r/0) 

Guatemala 

•  Plan  Victoria  82,  Plan  Sofia  and  Plan  Fermeza  83 

•  Brief:  All  documents  on  Plan  Victoria  82,  Plan  Sofia  and  Plan  Firmeza  83. 

•  Detail: 

Within  the  process  of  trying  to  bring  military  personal  involved  in  human  rights  violations  and  massacres  that 
happen  during  the  civil  war  in  Guatemala  to  justice,  the  military  have  been  required  to  declassify  many  war 
documents.  In  a  case,  that  went  all  the  way  to  the  Supreme  Court  of  Guatemala,  the  Court  dictated  a  sentence 
that  confirmed  the  obligation  of  the  Ministry  of  Defense  of  Guatemala  to  hand  over  the  official  documentation  of 
four  specific  military  operations:  Campana  Sofia  82,  Victoria  82,  Firmeza  83  and  Operacion  Ixil.  The  Supreme 
Court  sentence  indicated  that  the  archives  had  to  be  declassified. 

These  military  operations  were  carried  out  in  the  80s.  According  to  the  CEH,  Historical  Clarification 
Commission  of  Guatemala  final  report  contained  in  "Guatemala:  Memory  of  Silence",  these  military  operations 
resulted  in  massacres  and  severe  human  rights  violations. 

The  Minister  of  Defense  Abraham  Valenzuela  only  delivered  partial  information  about  plans  Victoria  82  and 
Firmeza  83,  two  of  the  four  requested  plans.  He  indicated  that  he  had  no  knowledge  of  the  other  two  plans 
before  he  became  Minister  of  Defense  and  that  he  ignores  where  the  documentation  could  be.  He  stated  that  he 
could  not  deliver  the  complete  plans  "Victoria  82"  y  "Firmeza  83"  because  certain  information  was  considered 
state  secret  and  a  concern  of  national  security. 

"Plan  Sofia",  a  derivative  of  "Plan  Victoria  82",  was  of  special  concern  to  human  rights  activists;  this  plan  was 
conceived  in  July  1982,  four  months  after  General  Efrain  Rios  Montt  came  into  power. 

•  The  CEH  archives 

•  Brief:  Final  report  of  United  Nations'  Historical  Clarification  Commission  (CEH)  into  the  killing  of  200,000 
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Mayan  people  and  the  involvement  of  the  LIS  government  and  American  corporations.  The  report  official 
sources  (military  interviews,  campaign  plans,  etc)  are  kept  secret  by  the  UN  in  NYC. 

•  Detail: 

The  United  Nations'  Historical  Clarification  Commission  (CEH)  for  Guatemala  issued  a  report  where  the  US 
government  and  several  American  corporations  were  accused  of  complicity  in  the  genocide  of  nearly  200,000 
Mayan  people  during  Guatemala?s  bloody  36-year  civil  war.  The  final  3,600-page  CEH  report  clearly  places  the 
blame  for  most  of  the  200,000  deaths  on  the  "racist"  policy  of  the  Guatemalan  government  and  holds  the 
country?s  military  and  paramilitary  forces  responsible  for  the  actual  killings,  tortures  and  disappearances. 

However,  it  accuses  the  US  of  directly  and  indirectly  supporting  a  "fratricidal  confrontation"  by  providing 
sustained  training,  arms  and  financial  aidThe  report  is  based  on  the  testimony  of  9200  people  from  all  sides  of 
the  conflict  and  other  documents*,  classified  and  Secret,  protected  in  the  UN  headquarters  in  NYC.  The  CEH 
investigated  42,000  human  rights  violations,  29,000  of  which  resulted  in  deaths  or  disappearances  and  therefore, 
the  documents  under  UN  custody  are  fundamental  for  the  prosecution  of  those  responsible  of  the  crimes. 

•  Goldcorp  affair 

•  Brief:  *  Documents  on  Canadian  corporation  named  Goldcorp  with  a  mining  operation  in  Guatemala,  especially 
information  on  where  the  Gold  they  extract  is  processed  and  who  is  buying  the  gold  (we  think  it  might  be  a 
Swiss  company). 

•  Detail:  A  Canadian  corporation  named  Goldcorp  has  a  mining  operation  in  Guatemala  with  poor  environmental 
conditions  and  harming  health  of  many  workers  and  a  community  as  a  whole.  Where  the  Gold  they  extract  is 
processed?  Who  is  buying  the  gold  (we  think  it  might  be  a  Swiss  company)? 
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Italy 

•  Italian  censorship  list 

•  Brief:  The  full  Italian  censorship,  of  which  Wikileaks  currently  only  has  a  subset. 


Kenya 

•  Reports  on  high  level  corruption  in  Kibaki  government 

•  Brief:  The  international  investigative  firm  Kroll  associates  produced  at  least  four  reports  on  high  level  Kenyan 
corruption  after  first  term  of  the  Kibaki  government.  A  draft  version  of  one  of  the  reports  The  looting  of  Kenya, 
was  previously  published  by  WikiLeaks.  The  reports  were  given  to  selected  members  of  President  Kibaki's 
cabinet  at  the  time  and  are  likely  still  held  by  http://www.krolI.com.uk/,  notably  lead  investigator  Andrew 
Marshall. 

•  Entity:  President  Kibaki 

•  Entity:  Kroll  (/web/20091 1 0506 1330/http://wwvv.kroll .com.uk/) 

Libya 

•  Arrangements  with  the  Sudanese  government 

•  Brief:  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers 
from  Libya  (Civilians  and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 

Madagascar 

Both  sides  of  the  political  conflict  in  Madagascar  are  crying  fouls  about  the  deals  made  by  their  counterparts  with  foreign 

entities.  The  release  of  the  official  documents  with  respect  to  contract  negotiations  about: 

•  Oil  exploitation  in  the  region  of  Bemolanga  (  South  of  Madagascar)  by  Total  &  others 

.  Detail:  Oil  and  Gas  in  Madagascar  -  Industry  Overview  (/web/20091 10506 1 330/http://www.mbendi .com 
/indy/oilg/af/md/ p0005.htm) ,  Infos  on  Total  licensing  (/web/20091 10506 L330/http://www.scandoiLcom/moxie- 
bm2/news/total-farms-into-the-bemolanga-heavy-oil-license-i.shtml) 

•  an  obvious  one  but  the  proposed  final  contract  before  rejection  of  the  land  deal  with  Daewoo  Logistics. 
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.  The  recent  agreement  with  Saudi  investment  group  on  staple  products  and  proposed  $2  billion  USD  investment. 

•  The  revised  mining  exploitation  agreement  with  Sheritt  in  Ambatovy  and  Rio  Tinto  in  Fort-Dauphin. 

•  Least  but  not  last,  the  complete  list  of  current  political  prisoners  and  the  charges  against  them. 

Mali 

•  Arrangements  with  the  Sudanese  government 

•  Brief:  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers 
from  Mali  (Civilians  and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 


Mexico 

•  Agreements  between  USA  and  Peter  Herlihy 

•  Brief:  Zapotec  indigenous  people  demand  transparency  from  U.S.  Scholar  and  full  disclosure  of  all  the 
agreements  between  U.S.  Government  and  their  agencies  and  U.S.  geography  scholar  Peter  Herlihy,  especially 
confidential  agreements  with  Foreign  Military  Studies  Office.  Prof.  Herlihy  failed  to  mention  that  he  received 
funding  from  the  Foreign  Military  Studies  Office  of  the  U.S.  Armed  Forces  on  the  research  of  "Mexico 
Indfgena"  project.  Mexico  Indigena  Project  forms  part  of  the  Bowman  Expeditions,  a  more  extensive  geographic 
research  project  backed  and  financed  by  the  FMSO,  among  other  institutions.  The  FMSO  inputs  information  into 
a  global  database  that  forms  an  integral  part  of  the  Human  Terrain  System  (HTS),  a  United  States  Army 
counterinsurgency  strategy  designed  by  Foreign  Military  Studies  Office  and  applied  within  indigenous 
communities,  among  others. 

•  Entity:  FMSO  (/web/20091 1 05061 330/http://fmso.leavenworth.army.mil/) 

•  Entity:  Peter  Herlihy  (/web/20091 105061330/http://www2.ku.edu/~geography/peoplepages/Herlihy_P.shtml) 

•  Ruta  Maya  2002  Isuzu  Challenge 

•  Brief:  Documents  to  unveil  the  real  purpose  of  "Ruta  Maya  2002  Isuzu  Challenge".  The  convoy  was  commanded 
by  Ben  Nun  Avihu,  Israeli  militar  and  Moshe  Savir,  geography  expert  and  around  50  tourists  in  40  Isuzu  Jeep. 
Some  communities  linked  the  incursion  with  biopiracy.  The  terrain  they  explored  is  controled  by  the  EZLN. 

•  Entity:  Ben  Nun  Avihu 

•  Entity:  Moshe  Savir 

•  Entity:  EZLN  (/web/20091 10506 L330/http://www.ezln.org.mx/) 

•  Corruption  around  FOBAPROA 

•  Brief:  Documents  related  with  the  fraud  and  corruption  around  FOBAPROA  (Fondo  Bancario  de  Proteccion  al 
Ahorro). 

•  Entity:  FOBAPROA  1  (/web/20091 105061330/http://www.cddhcu.gob.mx/cronica57/contenido/cont2 
/fobaprol  .htm)  2  (/web/20091 105061 330/http://en.wikipedia.org/wiki/Fobaproa) 

•  Financial  operations  before  crisis 

•  Documents  of  financial  operations  just  before  the  financial  crisis  of  1994  (/web/20091 105061 3 30/http: 
//en.Yvikipedia.org/wiki/1994_economic_crisis_in_Mexico)  (some  say  the  government  knew  before  that  the 
crisis  was  coming  and  took  advantage  of  the  information  protecting  their  interests). 

•  World  Bank  credit 

•  Brief:  Documents  related  with  the  World  Bank  credit  and  application  of  the  budget  to  combat  swine  flu. 

•  Entity:  World  Bank  (/web/20091 105061330/http://www.worldbank.org/mx) 

•  Renault  program 

•  Brief:  Documents  related  with  the  technology  currently  used  in  cellphones  in  Mexico  to  implement  the 
RENAUT  program  (/web/20091 10506 L330/http://www.renaut.gob.mx/RENAUT/)  Information  about  the 
security  technology  used  to  protect  data  collected  from  users. 

•  Plan  Merida 

•  Brief:  Documents  related  to  the  transparency  of  Plan  Merida  (/web/20091 105061330/http://en.wikipedia.org 
/wiki/M%C3%A9rida_Initiative) 
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Niger 


•  Arrangements  with  the  Sudanese  government 

•  Brief:  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers 
from  Niger  (Civilians  and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 


Norway 

•  Court  case  between  Lyse  Tele  and  Simonsen 

•  Brief:  The  secret  verdict  in  the  court  case  between  the  ISP  Lyse  Tele  and  the  law  firm  Simonsen,  decided  the  5th 
of  May  2009,  where  Simonsen  demanded  Lyse  Tele  disclose  the  identity  information  of  a  file  sharer  suspected  of 
uploading  a  copy  of  the  movie  Max  Manus  to  the  file-sharing  community. 

•  Entity:  Lyse  Tele  (/web/20091 105061 330/http://www .lyse.no/) 

•  Entity:  Simonsen  (/web/20091 105061 330/http://www.simonsenlaw.no/) 

Puerto  Rico 

•  FBI  surveillance  of  Puerto  Rico  citizens 

•  Brief:  The  FBI  has  not  yet  finished  declassifying  all  the  secret  files  related  to  surveillance  of  Puerto  Rican 
individuals  and  organizations  from  the  1930-70's  http://www.pr-secretfiles.net/index.html  (not  to  mention,  large 
sections  of  the  files  are  blacked  out  by  the  FBI).  In  addition,  there  are  thousands  of  secret  files  produced  by 
Puerto  Rican  police  that  were  only  briefly  made  available  to  individuals  themselves,  and  have  now  been  closed 
off  to  the  public.  These  documents  provide  evidence  of  quite  a  significant  spying  and  intimidation  operation  by 
the  United  States  and  local  police  against  leftists  and  independence  movement  leaders. 

•  Entity:  FBI  (/web/20091 1 0506 1 330/http://www.fbi .gov/) 


Rwanda 

•  Financial  aid  for  Laurant  Nkunda 

•  Brief:  Documentation  of  financial  assistance  given  by  the  Rwandan  government  to  General  Laurant  Nkunda  for 
operations  in  the  DRC. 

•  Entity:  Laurent  Nkunda  (Aveb/20091 105061330/http://en.wikipedia.org/wiki/Laurenl_Nkunda) 


Russia 

•  VRYAN  crisis  documentation 

•  Brief:  Documents  related  to  the  VRYAN  crisis,  especially  political  documents,  analyses  of  intelligence,  and 
specific  steps  taken.  Information  on  the  mindset  of  the  Politburo,  as  well  as  intelligence  services,  and  what 
exactly  they  feared,  and  how  credible  they  believed  their  fear  to  be. 

•  Maps  for  Kremlin  and  military  hideouts 

•  Brief:  Maps,  floor  plans,  and  blueprints  of  Mount  Yamantaw  and  Kosvinsky  Mountain. 

•  Technology  analysis 

•  Brief:  Technical  plans,  manuals,  and  blueprints  for  the  SS-27  Sickle  B  (Topol-M),  along  with  the  Bulava. 

•  Brief:  Documents  relating  to  nuclear  warplans  of  the  Soviet  Union  and  Russia. 

•  Brief:  Documents  relating  to  orbital  weapons  systems,  and  whether  the  Soviets  ever  deployed  them  (or  still 
deploy  them)  such  as  orbital  HANE  devices. 

•  Brief:  A  list  and  description  of  the  various  agents  prepared  by  the  various  Soviet  and  Russian  bioweapons 
programs.  Indications  of  whether  they  developed  recombinant  DNA  based  agents,  and  what  those  are 
specifically.  Weaponization  of  agents,  including  re-entry  vehicle  mounting.  Doctrine  for  use,  including  deniable 
use.  Vaccines  and  treatments  for  affected  personnel. 


Slovenia 
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•  Taped  conversations  between  Slovenian  opposition  leader  and  Croatian  PM 

•  Brief:  Taped  conversations  between  Slovenian  opposition  leader  Janez  Jansa  and  Croatian  prime  minister  Ivo 
Sanader,  recorded  by  Slovenian  intelligence  service  SOVA. 

•  Date:  Summer  2004 

•  Entity:  Janez  Jansa 

•  Entity:  Ivo  Sanader 

•  Entity:  SOVA 


Sudan 

•  Salah  Gosh  and  the  CIA 

.  Date:  2005 

•  Documents  detailing  discussions  during  2005  meeting  between  Salah  Gosh  and  the  CIA  (for  which  the  CIA  flew 
Gosh  on  private  jet  from  Khartoum  to  CIA  HQ).  See:  http://www.sudantribune.com 

/article. php3  ?id_article=  1 0205 

•  Mali  case 

■  Brief:  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers 
from  Mali  (Civilians  and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 

•  Libya  case 

•  Brief:  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers 
from  Libya  (Civilians  and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 

•  Niger  case 

•  Brief:  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers 
from  Niger  (Civilians  and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 


Syria 

•  Assasination  of  Mehdi  Ben  Barka 

•  Brief:  All  the  documents  related  to  the  assasination,  in  1965,  of  Mehdi  Ben  Barka  still  held  in  France,  USA, 
Israel  and  Morocco.  In  1976,  thanks  to  the  Freedom  of  information  Act,  the  US  governement  recognized  that  the 
CIA  had  about  1800  classified  documents  about  his  assassination.  Theses  documents  are  still  classified. 

Switzerland 

•  Cornu  Report 

•  Brief:  The  full  Cornu  Report.  See  http://en.vvikipedia.org/wiki/Projekt-26*The_Cornu_Report 

Swaziland 

•  Expense  accounts  of  King  Mswati,  the  Queen  Mother  and  the  King's  wives. 

•  Memos  from  Ministry  of  Defense  or  Police 

•  Brief:  Intelligence  memos  from  the  Ministry  of  Defence  or  Police  about  the  pro-democracy  organization, 
PUDEMO. 

•  Entity:  Pudemo  (/web/20091 1 0506 1 330/http://www.pudemo.org/) 

•  Entity:  Ministry  of  Defense  (/vveb/20091 1 05061 330/http://www.gov.sz/home.asp?pid=59) 

Trinidad  and  Tobago 

•  Commission  of  Enquiry  reports 

•  Brief:  The  Report  on  the  Commission  of  Enquiry  into  the  construction  of  the  new  Piarco  Airport.  This  identified 
corrupt  practices  in  the  spending  of  public  funds.  The  Commission's  report  was  delivered  in  August  2003. 
Nearly  6  years  later,  its  findings  have  not  been  made  public. 
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•  Brief:  Report  of  the  findings  of  the  current  Commission  of  Enquiry  into  the  local  construction  sector 

•  Entity:  Commission  Enquiry  (/web/20091 10506l330/http://www.constructionenquiry.gov.tt/) 

•  Entity:  Piarco  airport  (Aveb/20091 1 0506 1330/http://www.piarcoairport. com/) 

•  Caroni  Bridge  collapse 

•  Brief:  The  Report  on  the  Caroni  Bridge  Collapse.  A  man  was  killed  when  a  bridge  collapsed  a  few  years  ago; 
again  the  public  has  not  been  made  aware  of  the  report's  findings. 

•  Date:  2nd  August  2008 

•  Waterfront  Development  Project 

•  Brief:  A  copy  of  the  contract  for  the  billion-dollar  Waterfront  Development  Project. 

•  Entity:  ?udecott?  (/web/20091 105061 330/http://www.udecott.com/) 

•  Scholarships  sponsored  by  Ministry  of  Culture 

•  Brief:  List  of  recipients  and  amounts  of  scholarships  sponsored  by  Ministry  of  Culture  for  study  abroad. 

•  Entity:  Ministry  of  Culture  (/web/20091 10506 1330/http://www.gov.tt/) 

•  Detail: 

As  far  as  Trinidad  and  Tobago  goes,  our  government  tends  to  pay  lip  service  to  the  principles  of  transparency 
and  accountability.  For  instance,  there  is  a  Freedom  of  Information  Act  which,  by  law,  allows  the  public  to  seek 
information  from  government  departments.  But  quite  often,  when  such  attempts  are  made  by  the  citizenry,  the 
government  bars  full  disclosure.  Depending  on  how  important  a  piece  of  information  is  to  Joe  Public,  he  may 
actually  have  to  turn  to  the  courts  to  "force"  the  government  to  reveal  facts  that  should  be  disclosed  voluntarily. 
Following  are  a  few  examples  of  documents  that  should  be  made  public,  but  have  not  been: 

•  The  Report  on  the  Commission  of  Enquiry  into  the  construction  of  the  new  Piarco  Airport  This  identified  corrupt 
practices  in  the  spending  of  public  funds.  The  Commission's  report  was  delivered  in  August  2003.  Nearly  6  years  later, 
its  findings  have  not  been  made  public. 

•  The  Report  on  the  Caroni  Bridge  Collapse.  A  man  was  killed  when  a  bridge  collapsed  a  few  years  ago;  again  the 
public  has  not  been  made  aware  of  the  report's  findings. 

•  The  Opposition  recently  brought  up  in  Parliament  the  issue  of  taxpayers'  money  being  used  to  pay  attorneys  by  state. 
Although  the  public  has  a  right  to  know  how  much  of  its  funds  were  used  in  paying  said  attorneys,  the  Attorney 
General  refused  to  disclose  the  sums,  saying  it  would  be  an  invasion  of  the  lawyers'  privacy. 

•  The  same  goes  for  a  recent  request  in  Parliament,  whereby  *the  Minister  of  Planning  and  Development  was  asked  to 
produce  a  copy  of  the  contract  for  the  billion-dollar  Waterfront  Development  Project*.  The  Minister's  response  was 
that  she  could  not  produce  said  contract  for  public  discussion  because  there  was  a  confidentiality  clause  contained 
therein  (for  a  project  being  built  with  public  funds). 

•  The  Ministry  of  Culture  recently  awarded  scholarships  for  students  to  study  abroad  -  when  asked  in  Parliament  to 
disclose  the  list  of  recipients  and  the  dollar  value  of  the  scholarships,  the  response  was  that  this  was  private 
information. 

Uganda 

•  Ugandan  profit-sharing  agreements  with  oil  companies  in  south-western  Uganda 

•  Brief:  The  government  of  Uganda  has  recently  signed  a  number  of  profit-sharing  agreements  with  several  oil 
companies  that  are  conducting  explorations  in  southwestern  Uganda.  Releasing  these  documents  would  be  a 
major  step  in  increased  transparency  with  respect  to  the  country's  emerging  oil  industry. 

United  Kingdom 

•  Censorship  in  UK 

•  Brief:  List  of  current  and  expired  D-Notices 

•  Entity:  dnotice  (/web/20091 105061 330/http://www.dnotice.org.uk/the_system.htm) 

•  Brief:  secret  gag  orders,  injunctions  and  legal  threats  sent  to  UK  newspapers 

•  Entity:  legal  contact  addresses  at  the  Guardian,  Daily  Mail,  Times,  Independent,  Evening  Standard,  etc. 

•  Brief:  Censorship  list  for  the  United  Kingdom's  "voluntary"  filter  system.  Known  to  be  held  by  The  Internet 
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Watch  Foundation  (/web/20091 1 0506 1330/http://www.iwf. org.uk/)  .  Companies  and  their  subsidiaries  which  are 
currently  being  supplied  with  the  IWF  list.  Most  ISPs  in  the  UK  have  a  copy  of  the  IPs  on  the  list. 

•  Entity:  The  Internet  Watch  Foundation  (/web/20091 10506 1 330/http://w ww.iwf.org.uk/) 

•  Iraq  war  planning 

•  Brief:  The  secret  cabinet  minutes  (/web/20091 105061 330/http://news.bbc.co.uk/2/hi/uk_news/politics 
/7752009.stm)  and  legal  advice  (/web/20091 105061330/http://news.bbc.co.uk/2/hi/uk_news/politics 
/4381379.stm)  pertaining  to  the  allegedly  illegal  war  and  ongoing  occupation  of  Iraq. 

•  Roger  Hollis  surveillance 

•  Brief:  UK  Government  documentation  into  the  investigation  of  Roger  Hollis,  head  of  MI5  between  1956  and 
1965,  including  the  report  by  Lord  Trend,  into  the  serious  but  apparently  unproven  allegations  of  being  a  Russian 
Spy. 

•  Entity:  MI5  (/web/20091 105061 330/http://www.mi5.gov.uk/) 

•  Wythenshawe  intelligence  centre 

•  Brief:  Documents  detailing  the  information  stored  and  collected  by  the  Wythenshawe  intelligence  centre.  |2| 
(Aveb/2009 1 1 0506 1 330/http://www.timesonline.co.uk/tol/travel/news/article5683677.ece) 

•  Police  surveillance  on  climate  change  protestors 

•  Brief:  A  copy  of  the  police  intelligence  handed  to  E.ON  about  climate  change  protestors.  (31 
(/vveb/2009 1 1 0506 1 330/http://www.guardian  .co.uk/uk/2009/apr/20/police-intelligence-e-on-berr) 

•  Entity:  E.ON  (/web/2009 1 10506 1330/http://www.eon-uk. com/) 

•  MP  expenses 

•  Brief:  The  full  MP  expenses  data;  how  much  the  Telegraph  paid  for  them. 

•  Entity:  Daily  Telegraph  (/web/20091 105061 330/http://www.telegraph.co.uk/) 

•  Entity:  UK  Parliament  (/web/20091 105061330/http://vvww.parliament.uk/) 

•  Allan  Cappelow  murder 

•  Brief:  Documents  revealing  why  the  trial  of  Wang  Yam,  who  was  convicted  of  killing  Allan  Chappelow,  was 
held  in  camera,  the  first  UK  murder  trial  ever  heard  behind  closed  doors  without  access  by  press  or  public|4| 
(/web/20091 1 05061 330/http://en. wikipedia.org/wiki/Allan_Chappelow) 

•  Nationalisation  of  Northern  Rock  and  Bradford  &  Bringley 

•  Brief:  The  proper  reasons  for  nationalisation  of  Northern  Rock  and  Bradford  &  Bingley,  and  the  subsequent  sale 
of  the  latter's  savings  buisiness  to  Santander. 

•  Brief:  Records  of  events  during  the  twelve  months  leading  up  to  the  nationalisation  of  Bradford  &  Bingley. 

•  Brief:  Information  regarding  the  valuation  process  to  determine  compensation  for  fromer  shareholders  of 
Northern  Rock  and  Bradford  &  Bingley,  that  is,  the  information  the  independent  valuer  uses  to  determine  the 
final  value  of  the  comapanies. 

•  Entity:  B&B  (/web/20091 105061 330/http://www.bbg.co.uk/) 

•  Entity:  Northern  Rock  (/web/20091 105061 330/http://www.northernrock.co.uk/) 

•  HBOS  takeover 

•  Brief:  Copies  of  government  minutes  of  meetings  between  Gordon  Brown  and/or  Alistair  Darling  and 
representatives  of  Lloyds  Bank  relating  to  the  proposed  takeover  of  HBOS. 

•  Investigation  into  Daveport  Lyons 

•  Brief:  Documents  from  Solicitors  Regulation  Authority's  investigation  into  Davenport  Lyons  threatening  letters 
related  to  filesharing. 

United  Nations 

•  Security  Council  and  Darfur 

•  Brief:  Requests  to  the  Security  Council  in  2003  that  the  Security  Council  look  at  what  was  happening  in  Darfur, 
and  any  notes  of  discussions  leading  to  the  decision  not  to  look  at  the  situation. 
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.  Date:  2003 

•  Entity:  UN  Security  Council 


United  States 


Important  bulk  databases 

•  Intellipedia 

•  Brief:  Classified  intelligence  community  site  as  of  1 1/1/2008,  including  article  history. 

•  opensource.gov 

•  Brief:  The  complete  CIA  Open  Source  Center  analytical  database.  The  database  is  extensive,  unclassified, 
non-public,  but  relatively  accessible  to  certain  outsiders  after  jumping  through  hoops.  Despite  its  name,  you  need 
to  be  government  official  to  gain  access  to  it. 

•  Entity:  opensource.gov  (/vveb/20091 103061 330/http://vvvvvv.opensource. gov/) 

•  Pacer  database 

•  Brief:  The  complete  PACER  database.  The  PACER  database  contains  extensive  US  federal  court  records.  They 
are  public  documents,  currently  behind  a  payvvall.  See  http://arstechnica.com/tech-policy/news/2009/04/case- 
against-pacer.ars 

•  Entity:  PACER  (/vveb/20091 105061 330/http://pacer.psc.uscourts.gov/) 

Federal  politics 

•  The  missing  five  million  White  House  emails-possibly  no  longer  in  existence. 

•  Chenney  and  Rumsfeld  Archives 

•  The  White  House  visitor's  list 

•  Minutes  or  notes  for  VP  Cheney's  Energy  Conference. 

•  The  1 141  pages  of  ACTA  background  documents  not  released  to  the  EFF  by  the  US  Trade  Representative  (see  [5| 
(/vveb/20091 105061330/https://secure.eff.org/site/Advocacy?cmd=display&page=UserAction&id=420) ) 

•  A  list  of  all  Whitehouse  and  senior  federal  government  employees  holding  dual  citizenship  and  the  countries  they 
represent. 

Military  and  Intelligence 

.  The  SIOP 

.  OPLAN/CONPLAN  8022,2003  revision. 

.  OPLAN/CONPLAN  8044, 2007  revision. 

•  CIA  detainee  interrogation  videos.  While  the  CIA  claims  to  have  destroyed  92  of  the  videos,  others  are  known  to 
remain. 

•  The  US  "Black  Budget",  from  inception  to  present,  with  line  items,  hopefully  annotated  and  explained. 

•  Detainee  abuse  photos  withheld  by  the  Obama  administration. 

•  Wiretapping  program  led  by  NSA 

•  Brief:  Correspondence  between  the  National  Security  Agency  and  American  telecom  companies  such  as  AT&T, 
Verizon,  and  Qwest,  regarding  the  warrantless  wiretapping  program.  Correspondence  involving  telecoms  who 
cooperated  with  the  NSA  (e.g.  AT&T)  may  give  different  information  than  telecoms  who  refused  (e.g.  Qwest), 
but  both  types  would  better  shed  light  on  the  NSA's  program.  The  existence  of  this  correspondence  is  well 
documented  in  the  media,  for  example  that  Qwest's  lawyers  refused  to  cooperate  because  the  FISA  Court  had  not 
signed  off  on  it. 

•  Entity:  NSA  (/vveb/20091 105061 330/http://vvvvvv.nsa.gov/) 

•  Entity:  Qwest  (/vveb/20091 105061 330/http://vvvvvv.qvvest.com/) 

•  Entity:  AT&T  (/vveb/20091 10506 1330/http://vvvvvv.att.com/) 

•  Entity:  Verizon  (/vveb/20091 1 0506 1330/http://vvvvvv.verizon .com/) 

•  Unredacted  copy  of  Dept  of  Justice's  Office  of  Inspector  General's  "A  Review  of  the  FBI' s  Actions  Connection  With 
Allegations  Raised  By  Contract  Linguist  Sibel  Edmonds"  July  1 , 2004  (redacted  version  here  http://vvvvvv.vvbez.org 
/FILES/sibel.pdf ) 

•  Camp  Delta  (Guantanamo)  Standard  Operating  Procedure  2005-2009. 
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•  Iraq  US  Army  Rules  of  Engagement  2007-2009  (SECRET). 

•  Unredacted  Inquiry  into  the  Treatment  of  Detainees  in  US  Custody,  20  Nov  2008. 

•  Memorandum  between  the  CIA  and  the  Department  of  State  detailing  any  constraints  on  Darfur  policy  caused  by 
actual  or  anticipated  Sudanese  government  cooperation  on  counter-terrorism,  including  CIA  request  to  USUN  that 
Salah  Gosh  be  removed  from  the  UN  Panel  of  Experts  list  of  those  recommended  for  sanction.  See: 
http://wvvw.sudantribune.com/articIe.php3?id_article=  10205 

•  Department  of  State  and  CIA  contributions  to  the  Obama  Administration's  2009  Sudan  Policy  Review,  in  particular 
with  respect  to:  a)  Whether  to  support  the  ICC  arrest  warrant  against  Sudanese  President  Bashir;  b)  whether  to  take  a 
confrontational  or  an  appeasement  approach  to  the  Sudanese  government  on  the  issue  of  Darfur. 

•  Camp  Delta  (Guantanamo)  Standard  Operating  Procedure  2005-2009. 

•  Camp  Delta  (Guantanamo)  Interrogation  Standard  Operating  Procedure  2003-2009. 

•  Correspondence  between  the  National  Security  Agency  and  American  telecom  companies  such  as  AT&T,  Verizon,  and 
Qwest,  regarding  the  warrantless  wiretapping  program.  Correspondence  involving  telecoms  who  cooperated  with  the 
NSA  (e.g.  AT&T)  may  give  different  information  than  telecoms  who  refused  (e.g.  Qwest),  but  both  types  would  better 
shed  light  on  the  NSA's  program.  The  existence  of  this  correspondence  is  well  documented  in  the  media,  for  example 
that  Qwest's  lawyers  refused  to  cooperate  because  the  FISA  Court  had  not  signed  off  on  it. 

•  Iraq  and  Afhanistan  US  Army  Rules  of  Engagement  2007-2009  (SECRET). 

•  CIA/DIA/NGA/NSA  analyses  of  the  VRYAN  crisis  of  1983. 

•  Technical  specifications  of  the  KH-1 1  and  follow-on  satellites  with  similar  capabilities. 

•  The  contents  of  the  Football,  and  how  they  changed  over  the  years  during  the  different  Administrations. 

•  What  Pollard  stole  and  gave  to  the  Mossad,  the  full  text. 

•  US  psychological  profiles  and  political  analyses  of  Soviet  leaders. 

•  Documents  relating  to  orbital  weapons  systems,  and  whether  the  US  ever  deployed  them  (or  still  deploy  them)  such  as 
orbital  HANE  devices. 

•  Information  about  the  PAN  satellite  and  the  agency  responsible  for  it  http://spaceflightnow.com/news/n0905 
/26m  il  space/ 

•  Commander  Directed  Report  of  Investigation  Concerning  an  Unauthorized  Transfer  of  Nuclear  Warheads  Between 
Minot  AFB,  North  Dakota  and  Barksdale  AFB,  Louisiana  -  30  August  2007  (S//FRD//MR) 

•  Investigation  into  the  Shipment  of  Sensitive  Missile  Components  to  Taiwan  (ADM  Donald  Report)  -  22  May  2008 
(S//FRD//NOFORN) 

•  Air  Force  Comprehensive  Assessment  of  Nuclear  Sustainment  (CANS)  -  July  2008  (S//FRD//NOFORN) 

•  General  Order  Number  One  issued  by  commanders  in  Iraq  and  Afghanistan 

•  Reports  about  Colombian  'falsos  positives' 

.  Unredacted  copy  of  Dept  of  Justice's  Office  of  Inspector  General's  "A  Review  of  the  FBI' s  Actions  Connection  With 
Allegations  Raised  By  Contract  Linguist  Sibel  Edmonds”  July  1 , 2004  (redacted  version  here  http://www.wbez.org 
/FILES/sibel.pdf ) 

•  All  secret  annexes  for,  attachments  to,  unredacted  versions  of,  and  documents  implicitly  or  explicitly  referenced 
in  the  following  documents,  which  may  be  partially  available  in  unclassified  form: 

•  National  Security  Presidential  Directive  51 ,  "National  Continuity  Policy",  May  9, 2007,  also  known  as 
Homeland  Security  Presidential  Directive  20 

•  Federal  Preparedness  Circular  65,  "Federal  Executive  Branch  Continuity  of  Operations  (COOP)",  July  26, 
1999 

•  Federal  Response  Plan  |FEMA  9230. 1-PL],  April  1999 

•  Presidential  Decision  Directive  67,  "Enduring  Constitutional  Government  and  Continuity  of  Government 
Operations",  October  21 ,  1998 

•  Presidential  Decision  Directive  63,  "Critical  Infrastructure  Protection  (CIP)",  May  22,  1998 

•  Presidential  Decision  Directive  62,  "Protection  Against  Unconventional  Threats  to  the  Homeland  and 
Americans  Overseas",  May  22,  1998 

•  FPC  65  Federal  Response  Planning  Guidance  01-94,  "Continuity  of  Operations  (COOP)",  December  4, 
1994 

•  PDD  67  National  Security  Directive  69,  "Enduring  Constitutional  Government",  June  2, 1992 

•  FPC  65  Federal  Preparedness  Circular  61 ,  "Emergency  Succession  to  Key  Positions  of  the  Federal 
Departments  and  Agencies",  August  2,  1991 

•  Federal  Preparedness  Circular  62,  "Delegation  of  Authorities  for  Emergency  Situations",  August  1 ,  1991 

•  Federal  Preparedness  Circular  60,  "Continuity  of  the  Executive  Branch  of  the  Federal  Government  at  the 
Headquarters  Level  During  National  Security  Emergencies",  November  20,1990 
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•  National  Security  Directive  37,  "Enduring  Constitutional  Government",  April  18,  1990 

•  Executive  Order  12656,  "Assignment  of  Emergency  Preparedness  Responsibilities",  November  18, 1988 

•  Executive  Order  12472,  "Assignment  of  National  Security  and  Emergency  Preparedness 
Telecommunications  Functions",  April  3,  1984 

•  NSD  69  NSDD  55,  "Enduring  National  Leadership"  September  14,  1982 

•  Executive  Order  12148,  "Federal  Emergency  Management",  July  20,  1979 

•  A  list  of  the  actual  facilities  in  the  Federal  Relocation  Arc,  as  of  the  present  time,  along  with  their  locations. 

•  Blueprints,  maps,  and  floor  plans  of  MWEOC. 

•  Blueprints,  maps,  and  floor  plans  of  Site  R  (Raven  Rock). 

•  Blueprints  and  floor  plans  of  all  unmentioned  facilities  in  the  Federal  Relocation  Arc,  including  historical 
ones. 


Banking 

•  The  complete  list  of  identities  of  the  52,000  wealthy  American  clients  suspected  of  hiding  $15  billion  at  UBS  to  avoid 
taxes,  including  the  names  of  any  elected  or  appointed  government  or  former  government  officials. 

•  The  complete  details  of  Goldman,  Sachs  &  Co.'s  counterparty  exposure  to  AIG  prior  to  the  Federal  bailout  of  AIG  in 
September,  2008. 

Environment 

•  Monsanto's  internal  evaluations  of  GMO  products  including  safety  and  pollen  drift. 

Media 

•  The  Editorial  Guidelines  for  Fox  News 

•  Emails  relating  to  suppressed  GQ  Magazine  article  on  Putin's  rise  by  Scott  Anderson  mentioned  at  [61 
(/web/2009 1 1 0506 1 330/http://w  ww.npr.org/templates/story/story.php7story  Id=  1 1 2530364) 

Religion 

•  Mormons  Church  records 

•  With  recent  leak  of  1999/2006  Church  Handbook  of  Instructions,  pertinent  documents  and  covertly 
photographed  artifacts  in  the  vault  at  Church  Office  building  or  subsidy  in  Salt  Lake  City,  Utah  which  expose 
and  negate  Mormon  Church's  claim  of  divinity  and  its  monopoly  on  "truth.”  I.e.  the  concealed  remnants  of 
diaries  and  letters  written  by  former  early  Mormon  apostle  William  McLellin  [7|  (/web/20091 10506 1330/http: 
//en.wikipedia.org/wiki/William_E._M%27LeHin*Personal_writings)  .  McLellin  diary  and  documents  was  the 
main  point  of  interest  for  convicted  double  murderer/bomber  Mark  Hofmann's  planned  forgery  attempt  to 
deceive  Mormon  leaders  to  obtain  in  fraud  by  deception  monetary  reward  to  suppress  truth  of  early  Mormon 
history  unfavorable  to  current  Mormon  religion.  For  more  info,  [8|  (/web/20091 105061 330/http://www.utlm.org 
/onlinebooks/trackingch3.htm)  . 

•  Documents  of  Mormon  Church's  billion-dollar  investment  in  City  Creek  Mall  and  Condominium  in  SLC,  which 
may  put  Mormon  Church's  IRS  tax-exempt  status  in  jeopardy  if  there  is  verification  of  the  allegation  the  Church 
used  tithe  and  offering  monetary  contributions  by  the  members  to  fund  the  project  under  the  umbrella  of 
tax-exempted  religious  freedom. 

•  Mormon  Church  leadership's  involvement  in  politics,  such  as  correspondence  to  ecclesiastical  subordinates 
(bishopric)  on  policy  and  attitude  towards  same-sex  civil  rights  &  other  sensitive  issues  relevant  and  concerning 
to  the  leaders.  As  well  as  recorded  correspondences  between  Mormon  members  of  Utah  legislation  and  Church 
leaders  on  sensitive  political  issu Italic  texts. s  for  legislation  purposes  which  may  contravene  the  separation  of 
church  and  state. 

•  Uncovered  film  or  audio  recording  featuring  the  play  with  the  actor  portraying  Protestant  minister  encouraged  by 
Satan/Lucifer  (portrayed  by  actor)  to  spread  false  doctrines  to  attack  all  religions  outside  of  Mormon  religion  as 
"abominable"  which  was  exhibited  for  qualified  "temple  recommend"  audiences  in  all  of  the  existing  temples 
prior  to  removal  in  1990  (almost  like  leaked  Scientology  orientation  video)  |9[  (/web/20091 10506 1330/http: 

//\vww.exmormon.org/mormon/mormon288.htm) . 

•  Unearthed  secret  audio  or  video  recording  inside  Mormon  temple  with  the  temple  members  swearing  "blood 
oath"  before  removal  in  1990. 1 10|  (Aveb/20091 1 05061 330/http://en.wikipedia.org 
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/wiki/Blood_oath_(Latter_Day_Saints)) 

Documented  Church  leaders'  and  lay  clergy's  cover-up  of  physical/sexual  abuse  and  rape  of  minors  by 
missionaries  and  members  without  reporting  to  law  enforcement  in  some  cases  [11]  (/web/20091 105061 330/http: 
//www.exmormon.org/mormon/mormon384.htm) . 

Older  editions  of  Church  Handbooks  of  Instructions  from  the  first  edition  up  [  1 2]  (/web/2009 1 1 0506 1 330/http: 
//en.wiki  pedia.org/wiki/Church_Hand  book_of_Instructions*History)  for  comparison  to  recent  leaked  1968 
(truncated),  1999  and  2006  editions. 


Vatican 

•  Vatican  secret  archives 

•  Brief:  The  Index  of  the  Vatican  Secret  Archive.  At  present  pre-screned  scholars  are  allowed  to  see  it  but  not  copy 
it  (under  scholar  rule  *  16  http://asv.vatican.va/en/fond/amm.htm) 

•  Vatican's  documents  on  nazi  Germany 

•  Brief:  All  documents  pertaining  to  Nazi  Germany  and  the  Vatican,  as  well  as  those  relating  to  the  post-war  rat 
line  to  Argentina.  Refer  to  http://news.bbc.co.Uk/2/hi/europe/261 1847 .stm 

International  organizations 

•  Bilderberg  Group 

•  Brief:  Bilderberg  Group  meeting  minutes,  papers  and  annual  reports  of  since  1954.  WikiLeaks  has  some  years 
already.  Bilderberg  is  an  annual  off-the  record  conference  of  transatlantic  political,  economic  and  ideological 
agenda  setters.  As  an  historically  important  confidential  document  collection  it  is  probably  only  equaled  by 
Cabinet  minutes  and  high  level  intelligence  and  diplomatic  assessments.  Leads:  There  are  some  older,  previously 
unnoticed  records  in  boxes  at  Uni  of  Illinois  http://www.library.illinois.edu/archives/uasfa/153505 1  .pdf 
(1956-1970)  the  George  Bush  library,  http://bushlibrary.tamu.edu/research/finding_aids/pdfs/08-0379-F.pdf  and 
the  Eisenhower  Library  in  Kansas  http://www.eisenhower.utexas.edu/Research/Finding_Aids 
/PDFs/Jackson_CD_Records  .pdf 

•  Entity:  Bilderberg  Group  (/web/200911 05061 330/http://en.wikipedia.org/wiki/Bilderberg_Group) 

•  Alliance  Base 

•  Brief:  Documents  regarding  the  founding  and  operation  of  Alliance  Base  (/web/20091 105061 330/http: 
//en.wikipedia.org/wiki/Alliance_Base) . 

Retrieved  from  "https://secure.wikileaks.Org/wiki/Draft:The_Most_Wanted_Leaks_of_2009-sort" 

Categories:  Bulgaria  I  Czech  Republic  I  Denmark  I  Estonia  I  France  1  Germany  I  Iceland  I  Italy  I  Latvia  I  Lithuania  I 

Netherlands  I  Norway  I  Poland  I  Romania  I  Slovenia  I  Spain  I  Turkey  I  United  Kingdom  I  Switzerland  I  Sweden  I  Malta  I 
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UNITED  STATES  OF  AMERICA 


v. 


)  DEFENSE  TARGETED  BRIEF 

)  ON  OBJECTIONS  TO  PROSECUTION 
)  EXHIBITS  31,  32,  33,  34,  &  109  FOR  ID 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  My er,  Virginia  22211 


) 

) 

) 

) 


15  JUNE  2013 


RELIEF  SOUGHT 


The  Defense  requests  this  Court  find  that  the  above  captioned  Exhibits  are  inadmissible. 
The  cited  Prosecution  Exhibits  for  Identification  are  properly  excluded  because  they  are  hearsay, 
have  not  been  properly  authenticated,  and  are  not  relevant. 


THE  LAW 


Military  Rule  of  Evidence  (MRE)  401  defines  relevant  evidence  as  any  having  “any 
tendency  to  make  the  existence  of  any  fact  that  is  of  consequence  to  the  determination  of  the 
action  more  probable  or  less  probable  than  it  would  be  without  the  evidence.”  Pursuant  to  MRE 
402,  relevant  evidence  is  admissible,  while  irrelevant  evidence  is  inadmissible.  MRE  403  allows 
for  the  exclusion  of  admissible  evidence  where  probative  value  is  substantially  outweighed  by 
the  danger  of  unfair  prejudice  or  confusion  of  the  issues. 

Hearsay  is  an  out  of  court  statement  offered  to  prove  the  truth  of  the  matter  asserted. 
MRE  801(c).  Hearsay  is  not  admissible  pursuant  to  MRE  802. 

MRE  901(a)  requires  that  evidence  be  authenticated  as  a  condition  precedent  to 
admission.  Authentication  requires  “evidence  sufficient  to  support  a  finding  that  the  matter  in 
question  is  what  its  proponent  claims.”  Id.  Such  evidence  may  be  provided  through  testimony 
from  a  witness  with  knowledge  that  a  matter  is  what  it  claims  to  be.  MRE  901(b)(1). 


ANALYSIS 


Prosecution  Exhibits  for  Identification  31,  32,  33,  34,  and  109  should  be  excluded 
because  they  have  not  been  properly  authenticated,  are  hearsay,  and  are  not  relevant. 

I.  THE  EXHIBITS  IN  QUESTION  HAVE  NOT  BEEN  PROPERLY  AUTHENTICATED 

In  order  for  the  Government  to  authenticate  the  Exhibits  in  question  they  must  offer 
testimony  from  a  person  with  knowledge  about  the  actual  site.  MRE  901.  Specifically,  the 
Government  should  be  required  to  produce  testimony  from  a  person  with  knowledge  about  how 
the  Wikileaks  and  Twitter  websites  appeared  at  a  given  time.  Printouts  from  websites  are  not 
self-authenticating.  In  re  Homestore.com.,  Inc.  v.  Securities  Litigation ,  347  F.Supp.2d  769  (C.D. 
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Cal.  2004).  As  such,  printouts  from  a  website  must  be  accompanied  by  an  individual  with 
personal  knowledge  of  what  a  site  looked  like  at  a  particular  time.  Id.  at  782-783.  The  court  in 
St.  Luke's  Cataract  &  Laser  Inst.,  P.A.  v.  Sanderson,  2006  WL  1320242,  at  *2  (M.D.Fla.  2006) 
held  that  screen  shots  from  archive.org  (A.K.A.  the  “Wayback  Machine”)  were  properly 
authenticated  when  accompanied  by  affidavits  from  an  employee  of  archive.org.  This  view  is 
supported  by  the  holding  in  Sam 's  Riverside,  Inc.  v.  Intercon  Solutions,  Inc.,  790  F.Supp.2d  965 
(S.D.  Iowa  2011),  which  held  that  an  affidavit  from  an  archive.org  employee  was  sufficient  to 
authenticate  a  screen  shot  from  archive.org.  Id.  at  981.  However,  an  affidavit  from  archive.org 
only  serves  to  authenticate  the  records  of  archive.org.  It  does  not  authenticate  that  a  particular 
webpage  looked  a  particular  way  on  a  particular  day.  See  Enclosure  9,  Archive.org  FAQ. 

Web  sites  are  “live,”  whereas  caches  reflect  what  something  looked  like  at  a  single 
moment  in  time.  Web  sites  can  change  frequently  and  may  look  different  from  one  second  or 
minute  to  the  next.  See  Enclosure  1,  Declaration  of  Trent  Struttmann.  Take,  for  example, 
CNN.com,  which  reports  on  the  news.  One  could  go  to  the  site  at  1200  and  see  a  story  about 
Congress,  only  to  go  back  at  1201  and  find  that  the  death  of  a  former  President  has  taken  over 
the  page.  A  site  like  archive.org  or  Google  cache  only  capture  what  a  website  looked  like  at  a 
single  moment  in  time.  Again,  consider  a  hypothetical  scenario  involving  CNN.com.  A  story 
about  a  Supreme  Court  decision  headlines  the  site  at  1 130,  and  Google  cache  or  a  third  party 
contributor  to  archive.org  saves  the  site  at  1 145.  The  headline  then  changes  at  1 146  when 
Congress  passes  a  budget,  and  again  at  1 200  when  a  former  President  passes  away.  Because  the 
Supreme  Court  decision  headlined  when  the  site  was  archived,  that  is  how  the  page  would  appear 
on  archive.org  or  Google  cache.  Now  suppose  Bob  visited  the  site  at  1 147.  Despite  what 
appears  on  archive.org  or  Google  cache,  Bob  would  not  have  seen  the  article  on  the  Supreme 
Court  decision.  This  scenario  illustrates  the  inherent  unreliability  of  online  caches.  Its  reliability 
is  only  established  if  the  Government  can  show  that  PFC  Manning  saw  the  exact  site  they  wish 
this  court  to  consider. 

Here,  what  the  Government  should  be  required  to  authenticate  is  not  what  appeared  on  a 
web  cache,  but  rather  what  actually  appeared  on  wikileaks.org,  the  website  they  allege  PFC 
Manning  visited.  Absent  testimony  from  an  individual  who  viewed  versions  the  Wikileaks  Most 
Wanted  lists  in  2009,  only  an  individual  from  wikileaks.org  has  the  personal  knowledge  required 
to  authenticate  how  the  list  looked  at  a  particular  time  in  2009.  The  court  in  Novak  v.  Tucow ’s, 
Inc.,  2007  U.S.  Dist.  LEXIS  21269  (E.D.N.Y.  Mar.  26,  2007),  supports  this  position.  At  issue  in 
Novak  was  the  admissibility  of  a  number  of  printouts  from  the  Wayback  machine.  The  court 
held: 


While  plaintiffs  declaration  purports  to  cure  his  inability  to  authenticate  the 
documents  printed  from  the  internet,  he  in  fact  lacks  the  personal  knowledge 
required  to  set  forth  with  any  certainty  that  the  documents  obtained  via  third- 
party  websites  are,  in  fact,  what  he  proclaims  them  to  be.  This  problem  is  even 
more  acute  in  the  case  of  documents  procured  through  the  Wayback  Machine. 
Plaintiff  states  that  the  web  pages  archived  within  the  Wayback  Machine  are 
based  upon  “data  from  third  parties  who  compile  the  data  by  using  software 
programs  known  as  crawlers,”  who  then  “donate”  such  data  to  the  Internet 
Archive,  which  “preserves  and  provides  access  to  it .”  (Novak  Decl.  1 4.)  Based 


1  http://archive.Org/legal/faq.php#wayback 
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upon  Novak's  assertions,  it  is  clear  that  the  information  posted  on  the  Wayback 
Machine  is  only  as  valid  as  the  third-party  donating  the  page  decides  to  make 
it — the  authorized  owners  and  managers  of  the  archived  websites  play  no  role  in 
ensuring  that  the  material  posted  in  the  Wayback  Machine  accurately  represents 
what  was  posted  on  their  official  websites  at  the  relevant  time.  As  Novak 
proffers  neither  testimony  nor  sworn  statements  attesting  to  the  authenticity  of 
the  contested  web  page  exhibits  by  any  employee  of  the  companies  hosting  the 
sites  from  which  plaintiff  printed  the  pages,  such  exhibits  cannot  be 
authenticated  as  required  under  the  Rules  of  Evidence. 

Id.  at  *5.  It  is  clear  from  the  Novak  opinion  that  authentication  must  be  done  by  an  individual 
with  personal  knowledge  of  the  actual  site  that  posted  the  Wikileaks  Most  Wanted  list  or  Tweet. 
That  is,  Wikileaks  and  Twitter.  See  also,  Dollman  v.  Mast  Indus.,  201 1  U.S.  Dist.  LEXIS  99802, 
Footnote  1  (S.D.N.Y.  Sept.  6,  2011);  Burchette  v.  Abercrombie  &  Fitch  Stores,  Inc.,  2010  U.S. 
Dist.  LEXIS  47043,  Footnote  6  (S.D.N.Y.  May  10,  2010);  Audi  AG  v.  Shokan  Coachworks,  Inc., 
592  F.  Supp.  2d  246,  278  (N.D.N.Y  2008);  Chamilia,  LLC  v.  Pandora  Jewelry,  LLC,  2007  U.S. 
Dist.  LEXIS  71246,  Footnote  4  (S.D.N.Y.  Sept.  24,  2007;  Market-Alerts  Pty.,  Ltd.  v.  Bloomberg 
Fin.  L.P.,  2013  U.S.  Dist.  LEXIS  15300,  Footnote  12  (D.  Del.  Feb.  5,  2013);  Crochet  v.  Wal- 
Mart  Stores,  Inc.,  2012  U.S.  Dist.  LEXIS  18258,  *12  (W.D.  La.  Feb.  13,  2012). 

The  reliability  of  archive.org  records  can  reasonably  be  questioned.  Unlike  the 
Government’s  affidavit,  which,  interestingly,  is  not  on  the  standard  archive.org  affidavit  form, 
the  affidavit  secured  by  the  Defense  establishes  for  the  Court  a  thorough  understanding  of  the 
Wayback  Machine.  The  documents  held  by  archive.org  are  documents  obtained  from  third-party 
individuals  donating  the  pages  that  they  decide  to  make  for  archive.org.  Archive.org  plays  no 
role  in  ensuring  that  the  material  posted  and  made  available  through  archive.org  accurately 
represents  what  was  posted  on  a  particular  website  at  any  particular  time.  As  such,  archive.org 
cannot  state  that  documents  are  what  they  claim  to  be  as  they  are  not  a  person  with  knowledge  of 
the  events  recorded  within  the  documents  on  archive.org  or  that  the  documents  are  from  the 
purported  website.  See  Enclosure  10,  Affidavit  from  archive.org. 

The  Government  has  not  suggested  that  PFC  Manning  saw  the  archive.org  website;  the 
Government’s  theory  is  that  PFC  Manning  viewed  the  Wikileaks  Most  Wanted  list  directly  from 
the  Wikileaks  webpage  sometime  in  2009.  The  affidavit  from  archive.org  makes  clear  they  have 
no  personal  knowledge  as  to  what  the  Wikileaks  website  actually  looked  like  at  any  given  point 
in  time.  Rather,  archive.org  has  personal  knowledge  of  what  a  third  party  told  them  it  looked 
like  at  a  particular  time.  This  cannot  suffice  for  authentication  in  a  criminal  proceeding.  While 
an  individual’s  business  or  financial  matters  are  important,  they  pale  in  comparison  to  an 
accused’s  right  to  due  process.  Because  websites  are  so  easily  and  routinely  hacked  (See 
Enclosures  4-8),  the  best  evidence  in  this  case  is  the  testimony  of  someone  from  Wikileaks  or 
Twitter  who  could  testify  about  how  a  website  looked  at  a  given  time. 

II.  THE  EXHIBITS  IN  QUESTION  ARE  HEARSAY 

Should  the  Court  find  that  the  Exhibits  in  question  can  be  properly  authenticated,  they 
would  be  properly  excluded  as  hearsay.  Each  of  the  proffered  exhibits  contains  triple  hearsay. 
First,  there  is  the  statement  by  the  webpage  itself,  Wikileaks  or  Twitter.  Second,  is  the  statement 
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of  the  individual  who  allegedly  captured  the  site  and  relayed  the  information  to  archive.org  or 
Google  cache.  Finally,  there  is  the  statement  of  archive.org  or  Google  cache.2 

The  Government  has  proffered  that  they  intend  to  offer  the  exhibits  for  a  non-hearsay 
purpose.  Specifically,  they  indicated  an  intention  to  use  the  exhibits  to  show  the  effect  on  the 
listener,  PFC  Manning.  In  order  for  these  exhibits  to  be  admitted  as  non-hearsay  the 
Government  must  be  required  to  show  that  PFC  Manning  actually  saw  them.  For  there  to  be  an 
effect  on  a  listener  there  must  actually  be  a  listener.  The  Government  has  offered  no  evidence 
that  PFC  Manning  actually  viewed  Prosecution  Exhibits  for  Identification  3 1  -34  and  1 09. 

Predictably,  there  is  little  case  law  on  this  obvious  matter.  The  Northern  District  of 
Illinois  considered  the  issue  in  Brandon  v.  Village  of  Maywood,  179  F.Supp.2d  847  (N.D.  Ill. 
2001).  Brandon  involved  a  plaintiff  in  a  §1983  claim,  an  alleged  drug  dealer,  being  asked  by 
two  women  whether  he  was  working  that  day.  The  key  question  was  whether  police  officers  had 
reasonable  suspicion  that  the  accused  was  engaged  in  drug  activity.  The  court  found  that  unless 
the  officers  heard  the  question  asked  by  the  women  it  was  not  relevant  and  constituted  hearsay. 

Id.  at  856.  The  Supreme  Court  of  New  Mexico  in  New  Mexico  v.  Rosales,  136  N.M.  25,  30 
(2004)  followed  suit,  finding  that  evidence  was  properly  excluded  as  hearsay  when  it  could  not 
be  shown  that  one  actually  heard  the  out  of  court  statement. 

The  Government  has  failed  to  show  that  PFC  Manning  ever  saw  the  websites  in  question. 
To  date  the  only  evidence  offered  by  the  Government  to  suggest  PFC  Manning  saw  a  Most 
Wanted  List  were  a  trio  of  searches  on  Intelink  and  a  passing  reference  in  the  Press  Association 
chat  about  OpenSource.gov.  Testimony  from  Special  Agent  Mark  Mander  showed  that  while 
PFC  Manning  did  Intelink  searches  for  three  items  on  Prosecution  Exhibit  110,  there  were  78 
items  total  on  the  list.  Thus,  PFC  Manning  didn  't  search  for  75  of  the  items  on  Prosecution 
Exhibit  1 1 0.  The  Government  also  points  to  a  handful  of  lines  in  the  Press  Association  chat  in 
which  OpenSource.gov  is  referenced  as  proof  that  PFC  Manning  saw  a  list  indicating  Wikileaks 
wanted  information  from  that  site.  In  relying  on  these  few  lines  the  Government  ignores  critical 
facts.  First,  PFC  Manning,  was  an  all-source  analyst  whose  job  included  scouring  the  web  for 
information.  Second,  PFC  Manning  created  an  OpenSource.gov  account  prior  to  his  first 
Intelink  search  for  “Wikileaks”  on  1  DEC  2009.  See  Enclosure  X,  stipulation  of  X.  Obviously, 
he  was  aware  OpenSource.gov  prior  to  developing  knowledge  of  Wikileaks.  Finally,  the  chat 
itself  involves  Press  Association  telling  PFC  Manning  they  are  interested  in  OpenSource.gov. 
Clearly,  Press  Association  did  not  believe  PFC  Manning  had  seen  the  Most  Wanted  list  or  such  a 
comment  would  have  been  unnecessary.  Conspicuous  in  its  absence  in  the  chat  conversation  is 
any  reference  to  the  2009  list  by  PFC  Manning  or  Wikileaks.  PFC  Manning  gives  no  indication 
to  Press  Association  that  he  has  seen  such  a  list  or  is  operating  off  of  it,  and  Press  Association 
gives  no  indication  that  they  are  directing  PFC  Manning  to  obtain  an  item  of  any  2009  list. 

Despite  mountains  of  forensic  evidence  chronicling  PFC  Manning’s  computer  activities 
in  2009  and  2010  there  is  no  forensic  evidence  connecting  PFC  Manning  with  a  Wikileaks  Most 
Wanted  List.  To  date  we  have  heard  extensive  testimony  from  Special  Agent  David  Shaver  and 
Mr.  Mark  Johnson,  who  conducted  forensics  on  PFC  Manning’s  personal  computer  (Mac  Book 


2  It  is  possible  that  the  Exhibits  involving  Google  cache  are  double  hearsay.  It  is  unclear  whether  Google 
relies  on  third  parties  to  acquire  the  data  used  in  their  cache. 
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Pro),  primary  SIPR  computer  (.22),  secondary  SIPR  computer  (.40),  tertiary  SIPR  computer 
(.  1 85),  and  various  other  pieces  of  digital  media.  Both  SA  Shaver  and  Mr.  Johnson  have  testified 
that,  despite  finding  other  connections  to  Wikileaks,  there  is  no  forensic  connection  between 
PFC  Manning  and  a  Wikileaks  Most  Wanted  list.  Furthermore,  the  Court  has  heard  testimony 
about  a  number  chats  and  emails  involving  PFC  Manning.  At  no  point  during  any  of  those 
conversations  does  PFC  Manning  or  the  individuals  with  whom  he  is  conversing  mention  a 
Wikileaks  Most  Wanted  list. 

Even  assuming,  arguendo,  that  the  Court  is  persuaded  by  the  Government’s 
circumstantial  evidence,  the  Government  cannot  demonstrate  that  PFC  Manning  saw  the 
particular  list  the  Government  offers.  A  number  of  versions  of  the  2009  list  have  undoubtedly 
been  available  in  some  form  or  another  on  the  WikiLeaks  webpage  based  upon  the  versions  that 
the  Court  has  already  been  presented  by  the  Government  and  the  Defense.  Based  on  the 
Government’s  scant  evidence,  it  is  no  more  likely  that  PFC  Manning  saw  any  one  version  of  the 
list  rather  than  another.  Absent  a  showing  that  PFC  Manning  saw  the  particular  Exhibit  being 
offered,  the  Government  has  failed  to  establish  PFC  Manning  as  the  “listener”  required  to 
establish  non-hearsay  admissibility  of  an  Exhibit. 

III. THE  EXHIBITS  IN  QUESTION  ARE  NOT  RELEVANT 

Should  the  Court  find  that  the  proffered  Exhibits  are  properly  authenticated  and  qualify 
as  non-hearsay,  the  Exhibits  would  be  properly  excluded  as  irrelevant.  Nothing  in  any  of  the 
proffered  exhibits  would  have  given  PFC  Manning  notice  that  Wikileaks  was  used  by  the  enemy, 
nor  do  they  make  it  more  or  less  likely  that  he  would  have  reason  to  believe  release  of  the 
charged  documents  could  cause  harm  to  the  United  States  or  be  used  to  the  benefit  of  a  foreign 
nation.  To  the  contrary,  assuming  PFC  Manning  saw  a  version  of  the  Wikileaks  Most  Wanted 
List,  he  would  have  seen  that  the  documents  were  sought  for  the  purpose  of  positive  change. 
Moreover,  the  proffered  Exhibits  will  not  assist  the  Court  in  assessing  the  value  of  the  charged 
documents  for  purposes  of  Specifications  4,  6,  8,  12,  and  16  of  Charge  II. 

Even  if  the  Court  finds  that  the  documents  offered  by  the  Government  are  marginally 
relevant,  the  documents  would  be  properly  excluded  under  MRE  403. The  probative  value  of 
these  documents  is  limited.  The  Government  cannot  establish  that  PFC  Manning  saw  any 
particular  version  of  this  list,  nor  can  they  establish  the  list  was  guiding  PFC  Manning’s  actions. 
As  such,  the  proffered  Exhibits  are  of  minimal  probative  value.  Consideration  of  the  proffered 
Exhibits  would  unfairly  prejudice  PFC  Manning  by  allowing  the  Government  to  argue  a  theory 
(PFC  Manning  was  working  for  Wikileaks)  that  finds  little,  if  any,  support  in  the  actual  facts  of 
this  case,  mischaracterizes  the  evidence  and,  looks  to  makes  connections  where  not  even 
reasonable  inferences  exist.  Moreover,  admission  of  the  Exhibits  would  offend  judicial  economy 
and  confuse  the  issues.  The  Defense  will  be  required  to  explore  in  even  greater  detail  with  both 
Government  and  Defense  computer  experts  whether  PFC  Manning  saw  the  lists  or  Tweets  in 
question.  Whether  or  not  PFC  Manning  saw  any  of  the  websites  included  in  the  Exhibits 
confuses  the  actual  remaining  issues;  what  did  PFC  Manning  know  at  the  time  he  provided 
documents  to  Wikileaks  and  what  should  he  have  reasonably  known?  Because  the  risk  of  unfair 
prejudice  and  confusion  of  the  issues  outweigh  the  probative  value  of  the  Exhibits  they  should  be 
properly  excluded  under  MRE  403. 
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CONCLUSION 


The  Defense  respectfully  requests  the  Court  exclude  the  Exhibits  in  question. 

Prosecution  Exhibits  for  Identification  31  and  32  have  not  been  properly  authenticated  because 
they  come  from  cached  websites.  Moreover,  both  Exhibits  constitute  at  least  double  hearsay  for 
which  no  exception  is  applicable.  Because  the  Government  cannot  prove  that  PFC  Manning  saw 
either  Tweet,  there  could  have  been  no  effect  on  PFC  Manning  and  the  Exhibits  do  not  qualify  as 
non-hearsay.  Finally,  the  Exhibits  are  not  relevant,  as  they  do  not  make  a  fact  at  issue  more  or 
less  likely. 

Prosecution  Exhibits  for  Identification  33,  34,  and  109  should  also  be  excluded,  as  the 
Government  has  failed  to  properly  authenticate  the  webpages  contained  therein.  The 
Government  has  offered  no  testimony  from  anyone  with  personal  knowledge  of  what  the  sites 
actually  looked  like.  Rather,  they  have  offered  only  an  affidavit  from  an  individual  who  merely 
has  personal  knowledge  of  what  a  third  party  told  him  the  sites  looked  like  at  a  particular  time. 
As  such,  the  Exhibits  constitute  hearsay.  Again,  because  the  Government  has  failed  to  offer 
proof  that  PFC  Manning  actually  saw  the  websites  in  question,  the  Government  should  not  be 
permitted  to  smuggle  hearsay  into  this  proceeding  for  an  alleged  non-hearsay  purpose.  As  with 
Prosecution  Exhibits  for  Identification  31  and  32,  Prosecution  Exhibits  for  Identification  33,  34, 
and  109  are  not  relevant.  They  make  no  fact  at  issue  more  or  less  likely,  and,  as  such,  should  be 
properly  excluded. 


CPT,  JA 
Defense  Counsel 


1  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  MAJ  Ashden 
Fein,  via  electronic  mail,  on  15  June  2013. 


CPT,  JA 
Defense  Counsel 
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14  June  2013 


I  am  the  defense  computer  forensics  expert.  Please  see  Enclosure  2  for  my  CV.  The  purpose  of  this 
declaration  is  to  provide  the  court  with  additional  information  regarding  web  caches.  I  will  address 
Google  Cache  and  the  Way  Back  Machine  separately,  although  most  of  the  information  applies  to  both. 

Both  the  Google  cache  and  the  Way  Back  Machine  contain  only  information  about  one  point  in  time. 

The  Google  cache  lets  you  know  the  page  you  are  viewing  is  only  a  snapshot  of  how  this  particular  page 
looked  at  a  specific  time.  See  Enclosure  3.  Google  even  provides  a  warning  to  this  effect  "The  current 
page  could  have  changed  in  the  meantime."  The  Way  Back  machine  keeps  multiple  copies  of  the  same 
web  page  captured  on  different  days.  Although  when  you  view  the  pages  the  date  and  time  captured  do 
not  appear  on  the  page  that  displays  the  cached  page.  For  any  of  the  cache  services  you  are  essentially 
looking  through  a  window  at  a  picture  of  what  occurred. 

The  web  is  alive.  Web  Pages  by  their  very  nature  are  made  to  be  easily  manipulated  and  changed.  HTML 
(Hyper  Text  Markup  Language),  the  foundation  of  almost  all  web  pages,  is  about  as  simple  as 
programing  gets.  Nearly  anyone  with  a  half  an  hour  to  spare  can  create  one. 

A  web  page  can  contain  anything  at  any  moment.  Addressing  the  Most  Wanted  list,  items  could  have 
easily  been  added  or  removed  from  the  list  at  any  time.  And  they  likely  were.  There  is  no  place  to  get  a 
100%  definitive  answer  about  what  was  contained  on  the  page  at  every  minute.1  This  list  is  meant  to 
change  as  world  events  occur.  Or  when  new  "concealed  documents  or  recordings  most  sought  after  by  a 
country's  journalists,  activists,  historians,  lawyers,  police,  or  human  rights  investigators"  comes  to  light. 
There  could  be  times  when  the  entire  list  fit  on  one  page. 

The  page  could  have  been  hacked  and  replaced  with  a  nasty  message.  Very  few  websites  are  safe.  See 
Enclosure  4-6.  The  entity  that  stores  either  cache  could  have  been  hacked.  The  hacker  could  have 
replaced  the  cached  version  with  one  of  his  own  design.  The  integrity  of  the  pages  provided  to  the  Way 
Back  Machine  could  have  been  compromised  before  they  even  made  it  to  the  Way  Back  Machine's 
servers.  The  times  and  dated  provided  to  the  Way  Back  Machine  could  have  be  inaccurate. 

All  of  the  technologies  that  allow  a  web  page  appear  on  your  screen  are  volatile.  Accessibility  to  a  site  at 
a  given  time  is  unknown.  Servers  that  host  a  web  page  could  have  been  taken  offline  manually  and 
been  inaccessible  for  a  period.  There  are  many  other  possibilities,  a  server  being  inaccessible  could  be 
due  to  weather,  the  server  crashing,  an  internet  link  going  down,  a  DoS  (Denial  of  service)  attack,  server 
overload,  bandwidth  saturation,  etc. 

The  news  changes  every  day  all  day.  The  CNN  home  page  is  live;  it's  meant  to  contain  the  most  recent 
data  at  a  given  moment.  What  you  see  when  you  visit  CNN.com  is  a  single  snapshot.  What  you  see  is 
the  page  at  the  time  it  is  viewed.  In  most  cases  if  a  change  is  made  on  a  web  page  after  the  user  loads 


1  It  is,  however,  possible  that  someone  from  Wikileaks.org  could  testify  about  what  their  page  looked  at  a  given 
point  in  time. 
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the  page  it  does  not  change.  The  user  that  loaded  the  page  5  minutes  ago  would  have  no  idea  about  the 
changes  that  occurred  1  minute  ago.  The  modern  web  has  mechanisms  for  updating  pages  after  they 
load  so  if  these  pages  have  these  mechanisms  enabled  they  can  retrieve  new  data  to  update 
information  displayed  on  the  page. 

It  is  important  to  know  when  evaluating  the  accuracy  of  a  copy  to  know  certain  things  about  how  the 
copy  was  created.  What  algorithm,  routine  or  program,  was  used  to  grab  the  page  off  of  the  server? 
How  does  the  algorithm  change  the  page  in  the  capture  process?  There  are  a  few  ways  to  do  this.  Some 
may  be  more  accurate  than  others.  A  web  page  is  made  up  of  many  elements  that  can  include  things 
like  images  and  videos.  The  most  basic  element  of  a  web  page  is  the  HTML  file.  HTML  files  describe  the 
structure  of  how  a  page  should  look  by  linking  and  formatting  the  elements  into  what  you  see  in  your 
browser.  Images  and  Videos  are  not  contained  in  the  same  file  on  the  server.  As  such,  the  manner  in 
which  the  files  are  copied  makes  a  difference.  For  instance,  are  the  images  linked  by  the  main  HTML  file 
captured  along  with  the  HTML?  In  other  words  does  the  algorithm  grab  images  when  it  grabs  the  page? 
If  it  grabs  the  images  does  it  change  the  underlying  HTML  code  to  reflect  a  new  location  of  those  images 
so  the  page  displays  correctly?  If  you  moved  a  web  page  and  changed  nothing  about  it,  images  may  or 
may  not  display.  This  is  because  there  are  multiple  ways  for  a  web  page  to  "link"  images.  If  the 
algorithm  changes  the  links  in  the  web  page  it  is  not  the  same  file  loaded  from  the  server  initially.  This  is 
only  one  example  of  content  that  may  be  changed  when  caching  a  page.  Are  the  ads  cached?  Does  the 
algorithm  just  ignore  those  sections  of  a  page  when  it  grabs  it?  Are  videos  captured  along  with  images? 

It  is  also  important  to  evaluate  the  integrity  of  servers  and  storage  locations.  If  someone  has  changed 
the  page  in  the  cache  would  you  know?  Has  the  page  been  compared  to  a  backup  or  a  hash  to  ensure 
integrity?  Is  the  cache  the  only  back  up  or  does  the  server  that  contains  the  cache/archive  have  properly 
maintained  backups? 

Any  live  server  it  is  susceptible  to  hack  attempt.  Not  just  small  websites  but  sites  like  Twitter.  See 
Enclosures?  and  8. 

The  Wikileaks  page  is  formatted  like  other  wiki  pages.  This  includes  the  Most  Wanted  Lists. 

Encyclopedia  Britannica  describes  a  wiki  as  "wiki.  World  Wide  Web  (WWW)  site  that  can  be  modified  or 
contributed  to  by  users.  Wikis  can  be  dated  to  1995,  when  American  computer  programmer  Ward 
Cunningham  created  a  new  collaborative  technology  for  organizing  information  on  Web  sites.  Using  a 
Hawaiian  term  meaning  "quick,"  he  called  this  new  software  WikiWikiWeb,  attracted  by  its  alliteration 
and  also  by  its  matching  abbreviation  (WWW)."  So  not  only  can  site  administrators  add  content  to  wiki 
pages,  but  so  can  the  general  public.  Wiki's  are  meant  to  be  a  collaboration  space. 

When  I  did  a  search  on  Google  for  "wikileaks  2009  most  wanted  list"  the  top  result  was  for  the  non-sort 
version.  See  Defense  Exhibit  F.  The  second  result  was  for  the  sort  version.  See  Prosecution  Exhibit  109. 
Normally,  when  a  user  visits  the  Wikileaks  Most  Wanted  Page  they  will  be  presented  with  the  non-sort 
version  of  the  page.  The  user  could  visit  either  page,  and  there  is  no  link  on  the  normal  page  to  the  sort 
version. 
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Below  are  the  URLs  for  the  referenced  Enclosures  should  the  Court  want  to  visit  the  websites  hosting 
the  referenced  news  accounts. 

URL  for  Enclosure  4 

http://rt.com/usa/anonvmous-hacks-state-department-617/ 

URL  for  Enclosure  5 

http://www.pcworld.com/article/248644/us  government  online  security  website  hacked.html 

URL  for  Enclosure  6 

http://www.techradar.com/us/news/internet/cia-website-and-fbi-hacked-by-lulzsec-966715 

URL  for  Enclosure  7 

http://techcrunch.com/2009/12/17/twitter-reportedlv-hacked-bv-iranian-cvber-army/ 

URL  for  Enclosure  8 

http://www.huffingtonpost.com/2010/09/21/twitter-hacked-twitter-vi  n  733338.html 
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Statement  of  Experience  and  Qualifications 
Trent  G.  Struttmann 

6 1 6  Pasadena  Dr. 

Lexington,  KY  40503 
ts@cybcragentsinc.com 
H -859-523-9081  (office) 

+  1-859-368-2040  (cell) 


SUMMARY 

Digital  Forensic  Examiner  and  Software  Engineer  with  8  years  of  experience  with  network  administration, 
security  and  software  development.  Has  been  responsible  for  network  design,  deployment,  testing  and 
maintenance  also  software  design,  development,  testing,  and  technical  documentation.  Taught  at  the  Naval 
Justice  School’s  Computer  Crimes  Course  on  Limewirc  and  other  P2P  networks.  Has  been  accepted  as  an 
expert  in  Limewire  and  Digital  Forensics  in  State  and  Federal  courts.  Designed  and  tested  various  research 
experiments  in  computer  forensics  and  network  security. 


TECHNOLOGII 

ES 

Software 

Operating  Systems 

Hardware 

Networking 

•  Java 

•  Windows 

•  PCs 

•  WindowsNT/2000/2003 

.  C++,  VB, 

.  Andoid/iOS 

•  Desktop  8t 

Server 

•  Encase 

.  PC-DOS 

Laptop  repair 

•  DHCP,  WINS,  DNS,  routing 

4,5,6 

•  Unix 

•  MAC'S 

and  remote  access 

.  FTK 

•  Unux 

•  Servers 

configurations 

•  MS  Office 

•  Oracle 

•  OSX 

•  Phones 

•  Smart  Phones 

•  Router  Configuration 

CERTIFICATIONS  /  EDUCATION 

Microsoft  Certified  Professional  since  2000. 

MCSE  and  A+  Trained 

BS  in  Computer  Science  University  of  Kentucky  (August  2008) 

ASC  in  Applied  Science  for  Computer  Information  Systems  2006 

Speaker  on  P2P  and  Limewire  at  the  Naval  Justice  School’s  Computer  Crimes  course,  Newport,  Ri 
CE1C  201 1  (Computer  and  Enterprise  Investigations  Conference)  Conference  and  Labs,  Orlando,  FL 
CE1C  2012  (Computer  and  Enterprise  Investigations  Conference)  Conference  and  Labs,  Las  Vegas,  NV 


PROFESSIONAL  EXPERIENCE: 

September  2008  -  Present  Cyber  Agents  Inc.,  Lexington,  KY 
I  have  testified  as  an  expert  in  Limewire,  digital  forensics,  cell  phone  forensics 
US  v  Brenchly  2008  and  2009  (LimcWire  research) 

US  v  SSG  Demone  Whigham  2009  (cell  phones  and  related  media) 

Greenbaum,  Doll,  McDonald  Forensic  Imaging  in  civil  matters 

Frost  Brown  Todd,  2008  and  2009  Forensic  imaging  and  analysis  using  EnCase  6 

English  Lucas,  forensic  analysis  using  EnCase 

Office  document  analysis  using  FTK  and  EnCase 

Bingham  McHale,  E-mail  analysis  using  EnCase 

Various  data  recovery  tasks  ranging  from  simple  acquisition  or  a  Tableau  T35i  or  hardware  by  Voom 
Technologies  to  rebuilding  RAID  arrays  within  EnCase. 

Data  recovery  from  cell  phones  and  from  various  flash  based  storage  media 
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Data  recovery  for  Outlook  and  Exchange  server 

Server  imaging  tasks  using  EnCase  boot  disks  or  FTK  Imager  or  a  manual  rebuild  in  EnCase 
Consult  attorney  (Baker  v  Baker  Atty.  Osborne)  (Trial  Consulting  /  Expert  Testimony)  2008 
Consult  attorney  /  evidence  review  (US  v  Bundra  Atty.  CPT  Bilecki)  (Camp  Zama,  Japan)  (Trial 
Consulting  /  Expert  Testimony)  2009 

Consult  attorney  /  evidence  review  (US  v  Hinkle  Atty.  MAJ  Kilkenny)  (Ft.  Belvior,  VA)  (Evidence 
Review  /  Consulting)  2009 

Consult  attorney  /  evidence  review  (US  v  Seif  Atty.  MAJ  Landtroop)  (Ft.  Stuart,  GA)  (Evidence  Review  / 
Trial  Consulting)  2009 

Consult  attorney  /  Evidence  review  (Commonwealth  of  Virginia  v  John  Robinson  Atty.  Michael  Soberick) 
(Glouchester,  VA)  (Evidence  Review)  2009 

Consult  attorney  /  Testimony  (US  v  McIntosh  Atty.  Kathleen  Morris)  (Nashville,  TN)  (Testimony  in 
Digital  Forensics)  2009 

Consult  attorney  /  Expert  Testimony  (Commonwealth  of  Virginia  v  John  Robinson  Atty.  Michael  Soberick) 
(Gloucester,  VA)  (Expert  Testimony,  in  Digital  Forensics  and  Limewire)  2009 
Consult  attorney  /  Deposition  (Murray  v  Musselman  Hotels  Atty.  Matt  McGill)  (Lexington,  KY)  2009 
Trial  Consulting  (US  v  Boddy  Atty.  CPT  Pauld  Bouchard)  (Ft.  Bliss,  El  Paso,  TX)  (Trial  Consulting) 

2010 

Consult  Attorney  /  Deposition  (Industrial  Control  Solutions  v.  Industrial  Electronics  Atty.  Paul  Schurman 

&  Kenyon  Meyer)  (Louisville,  KY)  (Consult  Attorney  /  Deposition)  2010 

Trial  Consulting  (US  v.  Swanigan  Atty.  CPT  Arthur  Tsao)  (Trial  Consulting)  2010 

Consult  Attorney  /  Evidence  review  (Commonwealth  of  Kentucky  v  James  Donovan  Atty.  Amanda 

Mullins)  (Evidence  Review  /  Consulting)  2010 

Trial  Consulting  /  Consult  Attorney  /  Evidence  review  (US  v  Reagan  Atty.  CPT  Travis  Sommer)  (Ft. 

Bliss,  El  Paso,  TX)  (Evidence  Review  /  Trial  Consulting)  2010 

Consult  Attorney  /  Evidence  review  (Commonwealth  of  Kentucky  v  Larry  Green  Ally.  Nathan  Goodrich) 
(Evidence  Review  /  Consulting)  2010 

Evidence  Review  /  Consult  Attorney  /  Trial  Consulting  (US  v  Rankins  Atty.  MAJ  Churdar)  (Ft  Stewart, 
GA)  (Evidence  Review /Consult  Attorney /Trial  Consulting)  2010 

Evidence  Review  /  Consult  Attorney  /  Trial  Consulting  (US  v  Bowersox  Atty.  CPT  McGrory)(Ft.  Bragg, 
NC)  (Evidence  Review  /  Consult  Attorney  /  Trial  Consulting)  2010 

Evidence  Review  /  Consult  Attorney  (US  v  Milsten  Atty.  LTC  Daniel  Zcne  Crowe)  (Vilseck  Field  Office, 
Germany)  (Evidence  Review  /  Consulting)  2010 

Evidence  Review  /  Consult  Attorney  /  Trial  Consulting  (US  v  Walz  Atty.  MAJ  Mack  Spickard)(Ft 
Drum,  NY)  (Evidence  Review /Consult  Attorney /Trial  Consulting)  2010 
Evidence  Review  /  Consult  Attorney  /  Trial  Consulting  (US  v  Kaiba  Atty.  CPT  John  Swords)(Camp 
Liberty,  Victory  Base  Complex,  Baghdad,  Iraq)  (Evidence  Review  /  Consult  Attorney  /  Trial 
Consulting)  2010 

Evidence  Review  /  Consult  Attorney  (US  v  Milsten  Atty.  Daniel  Crowe)  (Vilseck,  Germany)  (Evidence 
Review  /  Consult  Attorney)  2010 

Evidence  Review  /  Consult  Attorney  (US  v  Wilson  Atty.  Christopher  Koschnitzky)  (Fort  Bragg,  NC) 
(Evidence  review  /  Consult  Attorney)  2010 

Evidence  Review  /  Consult  Attorney  /  Trial  Consulting  (KY  v  Donnavan  Atty.  Amanda  Mullins) 
(Flcmingsburg,  KY)  (Evidence  Review  /  Consult  Attorney  /  Trial  Consulting)  2010 
Evidence  Review  /  Consult  Attorney  /  Trial  Consulting  (KY  v  Crabtree  Atty.  Fred  Peters)  (Richmond, 
KY)  (Evidence  Review  /  Consult  Attorney  /  Trial  Consulting)  2011 

Evidence  Review  /  Consult  Attorney  (US  v  Sherman  Atty.  CPT  Wells)  (Fort  Polk,  LA)  (Evidence 
review  /  Consult  Attorney)201 1 

Evidence  Review  /  Consult  Attorney  /  Trial  Consulting  (US  v  Gruszie  Atty.  CPT  Wells)  (Fort  Polk,  LA) 
(Evidence  Review  /  Consult  Attorney  /  Trial  Consulting)  2011 

Evidence  Review  /  Consult  Attorney  (VA  v  Perkins  Atty.  Brian  Decker)  (Gloucester  Point,  VA) 
(Evidence  review  /  Consult  Attorney)  2011 

Consult  Attorney  ( US  v  Fergusson  Atty.  Andrew  Bishop)  (Germany)  (Consult  Attorney)  2011 
Evidence  Review  /  Consult  Attorney  (US  v  Bay  Atty.  Jon  Shoenwetter)  (Germany)  (Evidence  Review 
/  Consult  Attorney)  2011 
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Evidence  Review  /  Consult  Attorney  (US  v  Bratlie  Atty.  Gretchen  Davenport]  (Germany]  (Evidence 
Review  /  Consult  Attorney)  2011 

Evidence  Review  /  Consult  Attorney  (Atty.  Reva  Campbell]  (Louisville,  KY)  (Evidence  Review  / 
Consult  Attorney)  2011 

Evidence  Review  /  Consult  Attorney  /  Trial  Consulting  (US  v  Evcnson  Atty.  CPT  Tyler  Heimann)  (Fort 
Riley,  KS)  (Evidence  Review  /  Consult  Attorney  /  Trial  Consulting)  2011 
Evidence  Review  /  Consult  Attorney  (ResCare,  Atty.  James  Herr)  (Louisville,  KY)  (Evidence  Review 
/  Consult  Attorney)  2011 

Evidence  Review  /  Consult  Attorney  (KY  v  Atty.  Emma  Jones)  (Louisville,  KY)  (Evidence  Review  / 
Consult  Attorney)  2011 

Evidence  Review  /  Consult  Attorney  (Fikke  V  Abston  Atty.  Casey  Krill)  (Louisville,  KY)  (Evidence 
Review  /  Consult  Attorney)  2011 

Evidence  Review  /  Consult  Attorney  (US  v  Starr  Atty.  Jon  Shoenwetter)  (Germany)  (Evidence 
Review  /  Consult  Attorney)  2011 

Evidence  Review  /  Consult  Attorneys  /  Testimony  (Roche  v  OCD  Atty.  Michael  Higgins  and  Robert 
Brady)  (Trenton,  NJ)  (Evidence  Review  /  Consult  Attorneys  /  Expert  Testimony)  2011 
Evidence  Review  /  Consult  Attorney  /  Testimony  (Watkins  v  Todd  County  Schools  Atty.  Katherine 
Hicks  Demps)  (Elkton.KY)  (Evidence  Review /Consult  Attorney  /  Expert  Testimony)  2011 
Data  Mining  /  Consult  Attorney  (Morrow  v  DePuy  Atty.  Michael  Hance)  (Evidence  Review  /  Consult 
Attorney)  2011 

Imaging  /  Analysis  (Dean  Dorton  Allen  Ford  Atty.  Wendy  Becker)  (Lexington,  KY)  2011 
Evidence  Review  /  Consult  Attorney  (Flikke  v  Abston  Atty.  Casey  Krill)  (Louisville,  KY)  (Evidence 
Review  /  Consult  Attorney)  2011 

Evidence  Review  /  Consult  Attorney  (ResCare  Atty.  James  Herr)  (Evidence  Review  /  Consult 
Attorney)  2011 

Evidence  Review  /  Consult  Attorney  (US  v  Cron  Atty.  CPT  Kevin  Reinholtz)  (Kadena  Air  Base,  Japan) 
(Evidence  Review  /  Consult  Attorney)  2011 

Evidence  Review  (LBX  Co.  Atty.  Wendy  Becker)  (Lexington,  KY)  (Evidence  Review)  2012 
Evidence  Review  /  Consult  Attorney  (Houchens  North  Foods,  LLC  /Kathy  Bendall  /  Wayne  Nitchman 
Atty.  Timothy  Edelen)  (Bowling  Green,  KY)  (Evidence  Review  /  Consult  Attorney)  2012 
Evidence  Review  /  Consult  Attorney  (US  v  John  Clark  Atty.  William  Butler)  (Louisville,  KY)  (Evidence 
Review  /  Consult  Attorney)  2012 

Evidence  Review  (Sunny  Delight  Beverage  Company  Atty.  Bob  Dibert)  (Sherman,  TX)  (Evidence 
Review)  2012 

Evidence  Review  /  Consult  Attorney  (US  v  Moon  Atty.  CPT  Johnson)  (Fort  Polk,  LA)  (Evidence 
Review  /  Consult  Attorney)  2012 

Evidence  Review  /  Consult  Attorney  (US  v  Yanez  Atty.  LT  Sandcl)  (Norfolk,  VA)  (Evidence  Review  / 
Consult  Attorney)  2011 

Evidence  Review  /  Consult  Attorney  (US  v  Jackson  Atty.  CPT  Flees)  (Fort  Leondard  Wood,  MO) 
(Evidence  Review  /  Consult  Attorney)  2011 

Evidence  Review  /  Consult  Attorney  (US  v  Rowe  Atty.  MAJ  Castorina)  (Fort  Stewart,  GA)  (Evidence 
Review  /  Consult  Attorney)  2011 

Evidence  Review  /  Consult  Attorney  (KY  v  Sloan  Atty.  Emma  Jones)  (Prcstonsburg,  KY)  (Evidence 
Review  /  Consult  Attorney)  2011 

Evidence  Review  /  Consult  Attorney  (US  v  Marino  Atty.  MAJ  Macdonald)  (Kaiserslautern,  DE) 
(Evidence  Review  /  Consult  Attorney)  2012 

Evidence  Review  /  Consult  Attorney  (US  v  Argenta  CPT  Chad  Evans)  Evidence  Review  /  Consult 
Attorney  2011 

Evidence  Review  /  Consult  Attorney  /Trial  Consulting  (US  v  Riddick  Atty.  CPT  Zelnick)  (Fort 
Campbell,  KY)  (Evidence  Review  /  Consult  Attorney  /Trial  Consulting]  2012 
Consult  Attorney  (US  v  Sanschagrin  Atty.  LT  Jackson  Stephens)  (Yokosuka,  Japan)  Consult  Attorney 
2012 

Evidence  Review  /  Consult  Attorney  /  Trial  Consulting  (US  v  Berrey  Atty.  Tim  Bilecki)  (Peral  Harbor, 

Hl)Evidence  Review  /  Consult  Attorney  /  Trial  Consulting  2012 
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Phone  Review  /  Consult  Attorney  (Atty.  Duane  (DAK]  Kees](Rogers,  AR]  Phone  Review  /  Consult 
Attorney  2012 

Evidence  Review  /  Consult  Atttorney  /  Hearing  Testimony  (US  v  Potts  Atty.  CPT  Kevin  Dent,  CPT 
Matthew  Johnson)  (Fort  Benning ,  GA)  Evidence  Review  /  Consult  Atttorney  /  Hearing  Testimony 
2012 

Trial  Consulting  /  Expert  Testimony  (US  v  Delp  Atty.  CPT  Sean  Zehtab)  (Fort  Polk,  LA)  Trial 
Consulting  /  Expert  Testimony  2012 

Evidence  Review  /  Consult  Attorney  (Hilliard  Lyons  -  Detroit,  Atty.  Janet  Jakubowicz)  Evidence 

Review  /  Consult  Attorney  2012 

Evidence  Review  for  Al  Borne  Evidence  Review 

Phone  Review  /  Consult  Attorney  (US  v  Contreras  Atty.  Tim  Bikecki)  (Honolulu,  HI)  Phone  Review  / 
Consult  Attorney  2012 

Evidence  review  /  Consult  Attorney  (US  v  Marcy,  Atty.  Maryanne  Kampmann)  (Burlington,  VT) 
Evidence  review  /  Consult  Attorney  2012 

Evidence  Review  /  Consult  Attorney  (US  v  Moore  Atty.  CPT  Rheanna  Felton)  (Fort  Carson,  CO) 

Evidence  review  /  Consult  Attorney 

Phone  and  Computer  Review  (US  v  Hughes  Atty.  Phil  Cave)  (Alexandria,  VA)  Phone  and  Computer 
Review  2012 

General  Computer  and  Cell  Phone  Forensics  (Various  Cases  Atty.  Bob  Dibcrt)  General  Computer 
and  Cell  Phone  Forensics  2012 

Evidence  review  /  Trial  consulting  (KY  v  Myers  Atty.  Ben  Fletcher)  (Hopkinsville,  KY)  Evidence 
review  and  Trial  consulting  2012 

Evidence  review  BiackBerry  /  Trial  Consulting  (US  v  Gold  Atty.  CPT  Mark  Zelnick)  (Fort  Campbell, 

KY)  Evidence  Review  /  Trial  Consulting  2012 

Evidence  review  /  Trial  consulting  (US  v  Moore  Atty.  CPT  Rheanna  Felton)(Fort  Carson,  CO) 

Evidence  review  and  Trial  consulting  2012 

Evidence  review  Computers  and  Cellphones  /  Consult  Attorney  (US  v  Kelly  Atty.  MAJ  Berger)  (Fort 
Campbell,  KY)  Evidence  review  and  Consulting  2012 

Evidence  Review  /  Consult  Attorney  (US  v  Salcido  Atty.  Tim  Bilecki)  (Yokosuka,  Japan)  Evidence 
Review  and  Trial  Consulting  2012 

Evidence  Review  /  Trial  Testimony  (US  v  Silva-Sadder  Atty.  Frank  Spinner)  (Fort  Carson, 

COJEvidence  Review  and  404B  Trial  Testimony  2012 

Evidence  Review  /  Consult  Attorney  (US  v  Tyree  Atty.  CPT  Shawn  Atkins)  (Fort  Campbell, 
KY)Evidence  Review  Consult  Attorney  2013 

Evidence  Review  /  Consult  Attorney  (US  v  Compton  Atty.  Richard  Melville)  (Lexington,  KY)  Evidence 
Review  Consult  Attorney  2013 

Evidence  Review  /  Consult  Attorney  (US  v  Goodman  Aty.  CPT  Juston  Isom)  (Fort  Polk,  LA)  Evidence 
Review  Consult  Attorney  2013 

Evidence  Review  /  Consult  Attorney  (KY  v  Robert  Brandon  Howard  Atty.  Mark  Hardy)  Evidence 
Review  Consult  Attorney  2013 

Evidence  Review  /  Consult  Attorney  (Toyota  Atty.  Matthew  Blickcnsderfer)  Evidence  Review 
Consult  Attorney  2013 

Evidence  Review  /  Consult  Attorney  (Toyota  Atty.  Mindy  Barfield)  Evidence  Review  Consult 
Attorney  2012 

Evidence  Review  /  Trial  Consulting  /  Trial  Testimony  (US  v  Nichlos  Atty.  LT  Brandon 
Sargent) (Yokosuka,  Japan)  Evidence  Review  /  Trial  Consulting  /  Trial  Testimony 
Evidence  Review  /  Trial  Consulting  (US  v  Greene  Atty.  CPT  Jordan  Stapley)(Camp  Casey,  Korea) 

Evidence  Review  /  Trial  Consulting 
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About  the  affidavit 
About  the  Wnyhack  Machine 


Do  I  really  need  an  affidavit  from  the  internet  Archive? 

No  Please  consider  alternatives  to  an  affidavit  from  the  Internet  Archive  Judicial  notice  and  stipulation  to  a 
document's  authenticity  are  two  typical  and  straightforward  options  that  might  be  used  instead  of  an  affidavit  Since 
out  resources  are  limited,  we  urge  you  to  pursue  these  alternatives  before  coming  to  us  with  authentication 
requests 

What  does  your  standard  affidavit  look  like? 

You  can  see  our  Model. Affidavit. 

Can  the  affidavit  be  notarized? 

Notarizing  the  affidavit  is  a  strain  on  the  Internet  Archive's  resources,  since  there  are  no  notaries  nearby.  If  you 
would  like  your  affidavit  notarized,  please  add  St  00  tc  payment,  and  note  it  in  your  request 

Can  I  subpoena  someone  to  testify  to  the  authenticity  of  the  URLs  in  the  Wayback  Machine? 

The  internet  Archive  would  prefer  if  you  didn't,  and  will  most  likely  fight  it.  The  Internet  Archive  is  a  small  non-profit, 
and  taking  a  member  of  the  team  tor  even  a  few  days  significantly  effects  what  the  Archive  is  trying  to  accomplish. 
Please  consider  alternatives  to  subpoenaing  someone  from  the  Internet  Archive,  includng  using  the  standard 
affidavit  or  judicial  notice. 

My  request  is  urgent!  Can  the  Internet  Archive  provide  the  documents  and  affidavit  immediately? 

No  Unfortunately,  given  the  number  ot  information  requests  the  Internet  Archive  receives  it  is  not  feasible  foi  us  to 
provide  anyone  with  expedited  responses 

However,  we  recommend  that  you  provide  us  with  a  FedEx  account  number  for  sending  your  documents  and 
affidavit,  since  this  will  speed  up  your  wait  time  significantly  (otherwise,  we  will  send  yo  jr  affidavit  via  regular  mail) 
Please  see  nur  Information  Request  Poiicv  for  more  details. 

Can  the  affidavit  be  faxed  or  sent  In  some  kind  of  electronic  form  (ex:  on  CD  or  as  a  pdf)? 

The  Internet  Archive  does  no!  have  the  resources  to  prepare  or  deliver  your  documents  in  any  other  than  printed 
form. 


Can  the  Internet  Archive  change  its  standard  affidavit  to  fit  my  needs? 

The  Internet  Archive  may  be  willing  to  change  its  standard  affidavit  according  to  particular  needs,  on  a  case  by 
case  basis.  However,  if  we  agree  to  make  such  changes,  you  will  be  required  to  re:mbi  rse  the  Internet  Archive  for 
its  related  attorney  fees  as  we  ask  our  attorneys  to  review  and  negotiate  any  changes  o  the  standard  affidavit  If 
you  wish  to  inquire  further  about  this  possibility,  please  contact  us  via  email  at  mfo@arcn.ive  org 

Does  the  Internet  Archive's  affidavit  mean  that  the  printout  was  actually  the  page  posted  on  the  Web  at  the 
recorded  time? 

The  Internet  Archive's  affidavit  only  affirms  that  tne  pr  nted  document  is  a  true  and  correct  copy  of  our  records,  it 
lemains  your  burden  to  convince  the  finder  of  tact  what  pages  were  up  when. 

Can  tho  Internet  Archive  provide  all  pages  from  a  specified  domain? 

The  Internet  Archive  cannot  respond  to  requests  that  list  one  URL  and  ask  tor  all  page ;  at  that  contain  You  must 
provide  us  with  an  extended  URL  (i.e..  the  full  URL  that  appears  in  the  Address  field  of  your  browser)  for  each 
page  you  need  authenticated  The  extended  utl  must  come  from  the  Internet  Archive's  Wayback  Machine  and  not 
the  live  web  For  example,  www.archive.org  is  not  an  extended  url,  but 

http://wob  archive.org/web/2001 081 2000355/www  archive  org/movies/index.htmf  is  Please  see  our  HffirmatSC 
Request  Poiicv  for  more  details. 

Does  the  Internet  Archive  limit  the  number  of  documents  I  can  request  at  one  time? 

The  Internet  Archive  will  respond  to  reasonable  requests  for  documents.  If  you  request  a  substantial  number  of 
documents,  the  Internet  Archive  may  contact  you  and  ask  that  you  reduce  your  requesl,  and  the  turnaround  time 
on  your  request  may  be  longer  than  five  business  days  Please  remember  that  every  request  puts  a  strain  on  the 
Internet  Archive's  limited  resources  and  smali  staff,  and  therefore  request  only  those  documents  which  you  believe 
are  absolutely  necessary  to  your  case  In  addition,  the  Internet  Archive  reserves  the  rig-it  to  decline  any  request  it 
deems  to  be  unreasonable. 

Does  the  Internet  Archive  guarantee  a  turnaround  time  for  responses  to  requests? 
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No  The  Internet  Archive  strives  to  respond  to  requests  within  five  business  days  of  receipt  of  payment,  but  that 
timeframe  is  not  guaranteed. 

When  I  send  my  payment,  how  will  you  know  that  my  payment  relates  to  my  request? 

If  you  are  sending  a  check,  please  also  include  a  copy  of  your  request  in  the  envelope  with  your  check  as  well  as 
an  email  address  where  we  can  contact  you  If  you  are  sending  payment  via  PayPal,  p  ease  email 
info@archive.org  immediately  after  sending  your  payment  notifying  the  Internet  Archive  that  you  have  just  sen: 
payment  and  identifying  your  request  sufficiently  for  the  Internet  Archive  to  understand  to  which  request  you  are 

Where  do  I  send  questions  about  your  information  request  policy? 

Questions  should  be  sent  via  email  to  infoSarchive.oro 
I  submitted  an  incorrect  request,  can  I  have  a  refund  or  a  credit? 

No  The  Internet  Archive  does  not  have  the  resources  to  set  up  an  accounting  system  n  this  way  Please  doutle- 
check  your  requests  for  duplicate  URLs  or  errors  before  submitting  them  We  cannot  re  fund  your  money  or  give 

Will  the  Internet  Archive  take  a  position  in  my  legal  dispute? 

The  Internet  Archive  strives  to  be  a  disinterested  third  party  in  all  disputes  involving  its  collection  items  If  you  are 
using  Wayback  Machine  documents  to  make  a  case  in  your  legal  dispute,  the  Internet  Archive  will  not  take  an 
idealogical  or  other  position  in  said  dispute 

I  need  an  affidavit  for  a  case  taking  place  outside  of  the  United  States. 

Internet  Archive  can  provide  you  with  authenticated  documents  and  an  affidavit  in  accordance  with  our  U  S.  policy 
with  the  following  adjustments: 

-If  you  cannot  provide  the  archive  with  an  account  number  to  which  shipment  of  the  documents  can  be  charged, 
the  archive  will  charge  and  additional  S5O-J1Q0  depending  on  the  size  of  your  request 

-Internet  Archive  will  strive  to  have  your  documents  printed  in  5  business  days  after  pavment  is  received,  however 
transit  time  to  you  is  not  guaranteed. 

•Internet  Archive  will  accept  international  wire  transfers  for  international  cases  only  at  no  expense  to  the  archive: 
any  unexpected  wire  transfer  fees  must  be  paid  by  you. 

Please  remember  that  the  Internet  Archive  s  affidavit  only  affirms  that  the  printed  document  is  a  true  and  correct 
copy  of  our  records.  It  remains  your  burden  to  convince  the  finder  of  fact  what  pages  were  up  when.  Additionally, 
the  Internet  Archive  does  no:  automatically  notar  ze  affidavits:  this  is  an  additional  $105  charge 


How  can  I  tell  when  the  pages  from  the  Wayback  Machine  were  archived? 

The  Internet  Archive  assigns  a  URL  to  each  archived  page  on  its  site  in  tne  format  http  //web  arcnive.org/web/lYear 
in  yyyy][Mon!h  in  mm][Day  in  dd][Time  code  in  hh:mm:ss]/[Archived  URL],  Thus,  the  In.ernet  Archive  URL 
htto  iVweb.archiye  ora/web/1 99701 2604562B/httc://www. archive. oro/  would  be  the  URL  for  the  record  of  the 
Internet  Archive  home  page  (htto://www.archive  orq/j  archived  on  January  26,  1 997.  at  4:58  a  m.  and  28  seconds 
(1 997/01/26  at  04  58:28)  Typically,  a  printout  from  a  Web  browser  will  show  the  URL  in  the  footer 

If  a  website  is  designed  with  "frames.''  the  date  assigned  by  the  Internet  Archive  applies  to  the  frameset  as  a 
whole,  and  nol  the  individual  pages  within  each  frame. 

Are  all  the  pages  associated  with  a  site  archived  on  the  same  date? 

Probably  not  Some  users  get  confused  about  the  temporal  browsing  that  the  Wayback  Machine  allows.  If  a  user 
enters  a  URL  into  the  Wayback  Machine  and  clicks  on  a  date,  that  date  is  only  for  that  a  age  If  a  user  then  clicks 
on  a  link  on  an  archived  page  to  continue  browsing,  the  Wayback  Machine  will  grab  the  closest  date  to  the  one 
originally  requested  a  display  it.  If  the  requested  page  has  not  been  archived,  but  still  available  on  the  live  web,  the 
Wayback  Machine  will  grab  the  live  page  and  it  will  be  displayed  with  today's  date  n  tha  date  code 

For  example,  a  user  starts  on  this  page 

http  //web  archivc  oru/web/200006191 62857/httc  ,7www.  archive.oro/ 
which  Is  the  June  19th  2000  version  of  archive  org 

Tien  the  user  clicks  on  the  "Internet  Archive  Colloquium  2000  a  Success"  link; 
httn //web  archive  orq/web/200007061S4l3l.'www  archive. oro/news/index.html 

note  that  the  date  for  this  page  is  July  6th,  2000 

How  can  I  tell  what  date  a  particular  image  was  archived? 

the  date  assigned  by  the  Internet  Archive  applies  to  the  HTML  file  but  not  to  image  files  linked  therein  Thus 
images  that  appear  on  the  printed  page  may  not  have  been  archived  on  the  same  date  as  the  HTML  file.  If  you 
would  like  to  find  out  when  a  particular  image  was  archived  right  dick  (control  click  from  Mac  users)  and  select 
"open  image  in  new  tab  |or  window]''  You  can  also  select  "copy  image  location"  open  jp  a  new  tab  or  browser 
window  and  paste  in  the  url  Once  the  image  opens  look  at  the  uri  in  your  browser's  ad  tress  wmcow  to  determine 
the  date  the  image  was  captured  Please  note  that  using  Microsoft's  Internet  Explorer's  "properties"  cption  can  be 
rr.is'eaoing  as  it  displays  the  same  date  code  as  the  url's  HTML  file  when  looking  at  an  image  Its  best  to  open  the 
image  in  its  own  window  to  determine  the  exact  capture  date 

I  clicked  on  an  archived  link  and  ended  up  on  the  live  web.  What  happened? 
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The  Wayback  Machine  does  its  best  to  allow  temporal  browsing  If  a  user  enters  a  URL  into  the  Wayback  Machine 
and  dicks  on  a  date  that  date  is  only  for  that  page.  If  a  user  then  clicks  on  a  link  on  an  archived  page  to  continue 
Drowsing,  and  the  link  is  not  available,  sometimes  the  Wayback  Machine  will  redirect  to  the  live  web.  If  we  receive 
a  request  containing  files  that  are  not  archived  we  cannot  process  them  nor  return  payment  Keep  an  eye  on  your 
address  bar  to  make  sure  the  file  you  request  is  an  archived  file. 

IVe  surfed  to  httn  //web. archive.ora/webf200007061941 31/www  archive.oralnewsfindex.html  ,  how  do  I  find 
out  what  dates  are  available? 

Replace  the  date  code  with  a  ”,  and  the  Wayback  Machine  will  display  all  dates  for  tha:  URL: 

h.ttp,f/web,afc.hivg,orgteb/*/yyvywJa.rjaiy^^fnew^’^^il^n! 

What  do  these  error  messages  mean? 

a  Robots  txt  Query  Exclusion 

This  means  that  the  site  is  blocked  by  the  sileowner  The  Internet  Archive  was  no!  con  acted  and  has  no  record  of 
when  the  exclusion  took  effect. 

b.  Blocked  Site  Error. 

This  means  that  the  Internet  Archive  was  contacted  by  tine  siteowner  and  asked  to  remove  the  site  from  the 
Wayback  Machine  Pursuant  to  its  document  retention  policy,  the  Internet  Archive  keeps  the  original  request  for  l 


c  failed  Connection  Error 


This  means  that  the  machine  that  this  URL  resides  on  in  the  database  Is  down  and  needs  attention  from  a  system 
administrator.  It  your  request  contains  pages  with  a  Failed  Connection  Error,  the  Interret  Archive  will  need 
additional  time  to  correct  the  problem. 


This  means  that  this  URL  is  not  in  the  archive,  and  also  no  longer  available  on  the  live  web. 
e  Path  Index  Error 

A  path  Index  error  message  refers  to  a  problem  in  our  data  base  wherein  the  information  requested  is  not  available 
(genet ally  because  of  a  machine  or  software  issue,  however  each  case  is  different).  We  will  look  into  each  instance 
where  this  eirot  occurs  in  your  request,  however  the  Internet  Archive  cannot  guarantee  that  all  of  these  errors  can 
be  fixed  within  any  given  timeline. 

What  is  a  frames  site,  and  how  do  I  go  about  authenticating  archived  frames  pages? 

General  mfonnation  on  frames  sites  can  be  found  on  the  web.  Typically,  frames  sites  rave  a  side  menu  bar  that 
doesn’t  reload  when  you  click  on  a  button,  only  the  content  in  the  middle  does.  You  ca  t  also  "view  page  source'  on 
your  browser  and  check  the  source  html  for  the  words  'frame'  or  •frameset" 

Since  the  time  stamp  on  a  frames  site  refers  to  the  parent  frame  only,  it  would  be  in  your  best  interest  to  also 
request  authentication  of  the  child  pages  The  date  on  these  child  pages  can  be  found  by  right  clicking  anywhere  in 
the  child  frame  and  opening  it  in  a  new  window  by  itself. 

Can  the  internet  Archlvo  search  for  pages  on  the  Wayback  Machine  using  particular  keywords  or  other 
search  terms? 

No.  The  Wayback  Machine  is  not  like  a  typical  search  engine  in  that  it  cannot  search  for  specific  terms  Of 
keywords  Therefore,  the  Internet  Archive  cannot  respond  to  requests  such  as:  “All  records  containing  the  term 
'Prelinger  Archives'”  or  "All  records  related  to  the  Web  site  www.archive  org.”  Instead,  provide  a  list  of  the  extended 
URLs  for  each  page  on  the  Wayback  Machine  that  you  want  us  to  authenticate. 

Docs  the  fact  that  a  particular  URL  is  not  in  the  Wayback  Machine  on  a  particular  date  mean  the  page  did 
not  exist  on  that  date? 

The  fact  that  a  URL  from  a  particular  date  is  not  accessible  via  the  Wayback  Machine  only  means  that  the  page  is 
not  archived  in  the  Wayback  Machine.  It  does  not  mean  that  the  page  did  or  did  not  ex  st  on  that  date  The 
Wayback  Machine  does  not  contain  copies  of  every  page  that  ever  existed  on  the  Internet 
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AFFIDAVIT  OF  CHRISTOPHER  HITLER 


1.  1  am  the  Office  Manager  at  the  Internet  Archive,  located  in  San  Francisco. 
California.  1  make  this  declaration  of  my  own  nermna!  knowledge. 

2.  I  he  Internet  Archive  is  a  website  that  provides  access  to  a  digital  library  of 
Internet  sites  and  other  cultural  artifacts  in  digital  form.  Like  a  paper  library,  we  provide 
free  access  to  researchers,  historians,  scholars,  and  the  general  public.  I  he  Internet 
Archive  has  partnered  with  and  receives  support  from  various  institutions,  including  the 
Library  of  Congress. 

The  Internet  Archive  has  created  a  service  known  as  the  Way  back  Machine.  The 
Way  back  Machine  makes  it  possible  to  surf  more  than  240  billion  pages  stored  in  the 
Internet  Archive's  web  archive.  Visitors  to  the  Way  back  Machine  cat  search  archives 
by  URL  ti  e.,  a  website  address).  If  archived  records  for  a  URL  arc  available.  :ltc  visitor 
w  ill  be  presented  with  a  list  of  available  dates.  The  visitor  may  seieu  one  of  those 
dates,  and  then  begin  surfing  on  an  archived  version  of  the  Web.  The  links  cn  the 
archived  file' .  when  served  by  the  Wayback  Machine,  point  to  other  archived  files 
(whether  H'  \1I,  pages  or  images).  If  a  visitor  clicks  on  a  link  on  an  archived  page,  the 
Way  back  Machine  will  serve  the  archived  file  w  ith  the  closest  available  date  to  the  page 
upon  which  the  link  appeared  and  was  clicked. 

4.  The  archived  data  made  v  iewable  and  browseabic  by  the  Wayback  Machine  is 
compiled  using  software  programs  known  as  crawlers,  which  surf  the  Web  and 
automatically  store  copies  of  web  tiles,  preserving  these  files  as  they  exist  at  the  point  of 
time  ofcaplurc. 

5.  flic  Internet  Archive  assigns  a  URL  on  its  site  to  the  archived  files  in  the  format 
htlp:V\veb.archivc.org.%eh'l  Year  in  yyyy||  Month  in  mm||Day  in  dcijfl  ime  code  in 
hh:mm:ss|/|  Archived  URL).  Tints,  the  Internet  Archive  LRL 

hilp:  •vveh. archive. org.vv eh- 199701 2604. sX28/hilp:7w  vvw  .archive.org. '  would  he  the 
l  RL  for  the  record  of  the  Internet  Archive  home  page  HTML  file 

(Imp:  w .  archive.org T  archived  on  January  26.  1997  at  4:58  a.m.  and  28  seconds 

( 1 997  (i ! -'26  at  04:58:28).  A  web  browser  may  be  set  such  that  a  printout  from  it  will 
display  the  URL  of  a  web  page  in  the  printout's  footer.  The  date  assigned  by  the  Internet 
Archive  applies  to  the  1 1 1  ML  file  but  not  to  image  files  linked  therein.  I  luts  images  that 
appear  on  a  page  may  not  have  been  archived  on  the  same  date  as  the  HTML  tile, 
likewise,  if  a  website  is  designed  with  "frames."  the  date  assigned  b>  the  Internet 
Archive  applies  to  the  frameset  as  a  whole,  and  not  the  individual  pages  within  each 


6.  Regarding  archived  files  stored  in  and  made  available  via  the  Wayback 
Machine.  1  further  declare  that: 

A.  to  the  best  that  the  electronic  systems  involved  can  accurately  record 
and  reflect,  such  files  were  captured  at  or  near  the  time  of  the  date 
reflected  in  the  URL  assigned  to  each  file  by  virtue  of  an  automated 
transfer  of  electronic  data: 


o 
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IV  such  records  were  captured  by  Internet  Archive  or  received  front  third 
parly  donors  in  the  course  of  regularly  conducted  activity  by  the 
Internet  Archive:  and 

C.  tite  Internet  Archive  captures,  stores,  and  receives  from  third  party 
donors  web  data  as  a  regular  practice. 

7.  The  web  archives  for  tiic  year  2009  in  the  Way  back  Machine  at  woh.archive.org 

were  la  ge'y  obtained  from  third-party  organizations,  w  hich  donated  the  archived  data, 
captured  by  automated  electronic  systems,  to  the  Internet  Archive.  I  do  not  affirm  that 
these  web  archives  were  set  forth  by.  or  from  information  transmitted  by.  people  with 
knowledge  of  the  information  recorded  therein,  _ 

8.  This  document  is  the  Internet  Archive's  standard  affidavit,  the  affidavit  Internet 
Archive  normally  pros  ides  to  parties  seeking  to  use  Way  back  Machi  te  records  as 
evidence  in  legal  proceedings.  with  additional  language  provided  in  paragraphs  6-8. 

9.  Attached  hereto  as  F.xhibit  A  are  true  and  accurate  copies  of  printouts  of  the 
Internet  Archive's  records  of  the  HTML  files  for  the  URLs  and  the  dates  specified  in  the 
fooler  of  the  printout. 

10.  I  declare  under  penalty  of  perjury  that  the  foregoing  is  true  ard  correct. 


PATH:  - . . 

Christopher  Butler 


e  of  California,  County  of  _ 


2 


JAMES  RICHARD  PREC1T  g 
^  _  Commission  #  1942800  £ 

Notify  Public  -  California  § 

2  kXs&Tf  ■  San  Francisco  County  - 

3  '  My  Comm  Expires  Jul  1.  2015  t 
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-raft: The  Most  Wanted  Leaks  of  2009 

From  Wikileaks 

2009’s  Most  Wanted  Leaks— the  concealed  documents  or  recordings  most  sought  after  by  a  country's  journalists,  activists, 
historians,  lawyers,  police,  or  human  rights  investigators. 


Help  us  clarify  and  background  the  nominations  so  we  can 
discover  which  are  significant  and  which  are  not.  You  may 
securely  and  anonymously  add  information  to  this  page  for  each 
entry  (click  "edit"  next  to  each  country). 

WikiLeaks  will  prioritize  the  list  based  on  the  available 
information  and  seek  to  obtain  the  leading  candidates  directly, 
through  the  legal  system,  or  indirectly  through  ours  network  of 
journalists,  intelligence  sources,  volunteers  and  readers.  If  you 
email  us  (wl-ediiortsdjsf.org)  we  will  alert  you  when  the  record 
has  been  obtained. 

The  current  order  reflects  the  order  of  submission  and  is  unlikely 
to  he  related  to  the  final  order. 

Winners  for  each  country  will  receive  a  cash  prize  upto  1000 
I- UR,  depending  on  how  many  countries  submit. 

Documents  or  other  materials  added  nominated  must: 

•  Be  likely  to  have  political,  diplomatic,  ethical  or  historical 
impact  on  release. 

•  Be  known  to  exist  or  have  existed. 

•  Be  plausibly  obtainable  to  a  well  motivated  insider  or 
outsider.  For  instance  the  entire  collection  of  documents 
held  by  the  Chinese  Ministry  of  Public  Security  (4^  AS 

is  not  plausibly  obtainable,  but  a  specific 
document  or  group  of  documents  may  be. 

•  Be  well  defined,  and  if  possible,  specific.  Three  examples 
of  well  defined  and  specific: 

•  Inquiry  into  the  Treatment  of  Detainees  in  US 
Custody.  20  Nov  2008. 

•  East  Timor  Presidential  assassination  intelligence 
intercept  map  2008. 

•  Camp  Delta  Standard  Operating  Procedure  (2004). 
An  acceptable  example,  which  is  known  to  exist  and  well 
defined,  but  not  specific: 

•  The  current  list  of  websites  or  URLS  filtered  by  the 
Chinese  Public  Security  Bureau's  "Great  Firewall  of 
China"  censorship  system. 

•  Be  described  in  enough  detail  so  that  a  court,  dissident 
insider  or  visiting  outsider  not  already  familiar  with  the 
material  or  its  subject  matter  may  be  able  to  quickly  locate 
it.  and  will  be  motivated  to  do  so. 


Contents 

•  I  International  organizations 

•  2  Austria 

•  3  Australia 

•  4  Bahrain 

•  5  Canada 

•  6  China 

•  7  Colombia 

•  8  Egypt 

•  9  Finland 

•  10  France 

•  1 1  Germany 

•  1 2  Greece 

•  13  Guatemala 
.  14  Italy 

•  15  Kenya 

•  16  Libya 

•  17  Madagascar 
.  18  Mali  ” 

•  19  Mexico 
.  20  Niger 

•  21  Norway 

•  22  Puerto  Rico 

•  23  Rwanda 

•  24  Russia 

•  25  Slovenia 

•  26  Sudan 

•  27  Syria 

•  28  Switzerland 

•  29  Swaziland 

■  30  Trinidad  and  Tobago 

•  31  Uganda 

•  32  United  Kingdom 

•  33  United  States 

•  33.1  Bulk  databases 

•  33.2  Federal  politics 

•  33  3  Military  and  Intelligence 

•  33.4  Banking 

•  33.5  Environment 
.  33.6  Media 

.  33.7  Religion 


ttp:/Aveb.areliive.org/web/2009 1 1042 1 2937.'http://wikileaks.org/wiki/Draft:The  Most. Wanted.. Leaks  of  2009 


•  Should,  where  possible,  list  all  (^anizations,  locations 
and/or  websites  suspected  of  holding  the  material  or 
having  information  about  how  to  access  it. 


o 

•  34  Vatican 


Be  attentive  to  the  content  of  your  nomination.  Do  not  worry 

about  making  formatting  mistakes.  All  copies  of  this  page  are  kept  and  reviewed. 

In  the  rare  cases  were  a  document  might  be  destroyed  or  vaulted  if  it  appeared  on  this  list,  send  your  nomination  privately  to 
wl-editorCo? Ijsf.org  or  securely  via  Chat. 


International  organizations 

•  Bilderberg  Group  meeting  minutes,  papers  and  annual  reports  of  since  1954.  WikiLeaks  hi  s  some  years  already. 
Bilderberg  is  an  annual  off-the  record  conference  of  transatlantic  political,  economic  and  ideological  agenda  setters.  As 
an  historically  important  confidential  document  collection  it  is  probably  only  equaled  by  Cabinet  minutes  and  high 
level  intelligence  and  diplomatic  assessments.  Leads:  There  are  some  older,  previously  unnoticed  records  in  boxes  at 
Uni  of  Illinois  http://www.library.illinois.edu/archives/uasfa/1535051  .pdf  (1956-1970)  the  George  Bush  library. 
http://bushlibrary.tamu.cdu/research/finding_aid.s/pdfs/08-0379-F.pdf  and  the  Eisenhower  Library  in  Kansas 
http://www.eisenhower.utexas.edU/Rescarch/Finding_Aids/PDFs/Jackson_CD_Records.pc.l 

.  Requests  to  the  Security  Council  in  2003  that  the  Security  Council  look  at  what  was  happening  in  Darfur,  and  any 
notes  of  discussions  leading  to  the  decision  not  to  look  at  the  situation 

•  Documents  regarding  the  founding  and  operation  of  Alliance  Base,  cover  name  for  a  secret  Western  Counterterrorist 
Intelligence  Center  in  Paris. 


Austria 


•  E-Mail  traffic  between  minister  of  finance  Proell  and  Christian  Konrad,  who  is  advocate  general  o:  Raiffeisen  bank. 
.  E-Mail  traffic  of  FPO  delegate  Anton  Mahdalik  with  Viennese  mayor  Michael  Haupl  and/c  r  deputy  mayor  Michael 
Ludwig  containing  threats  when  renting  municipal  ground  to  the  Viennese  trailor  park  ("Wagenplatz  Wien"). 

■  Source-code  as  well  as  certifications  for  the  Austrian  e- Voting  system  used  in  students  elections. 


Australia 

•  Federal  cabinet  minutes  from  the  special  session  held  on  18  March  2003.  Context  (/web/20091 1042 1 2937 /http: 
//en.wikisource.org/wiki/Jolm_Howard's_specch_to_the_Australian_Parliament_-_18_March_2003) 

•  The  report  of  the  national  broadband  network  expert  working  group. 

•  Versions  of  the  ACMA  URL  blacklist  newer  than  19  March  2009. 

•  Full  details  of  filtering  hardware/software  vendors  participating  in  government-sponsored  ISP-level  censorship 
technology  trials,  including  (but  not  limited  to): 

•  Any  and  all  communications  between  filter  vendors  and  government  departments  prior  to.  during,  and  after  the 
trials 

•  Any  and  all  transactions,  contracts,  and  other  financial  arrangements  involving  filter  vendors 

•  URL  blacklists)  used  during  above  trials.  Alleged  (by  government)  to  be  ACMA  URL  bk.cklist. 

•  Full  statistical  breakdown  of  results  of  above  trials,  since  Enex  TestLab  will  not  make  then  publicly  available,  and  the 
public  report  will  be  compiled  by  the  same  government  department  which  is  spearheading  the  censorship  proposal  (see 
here  (/web/2009 1 1 042 1 2937 /http://www.cm. com.au/Nevvs/ 1 5 1 876.conroy-promises-lo-release-isp-level-filtering- 
report.aspx)  and  here  (/web/20091 1042 1 2937/http://w ww.arnnet.com .au/article/3 14 195 
/enex_testlabs_isp_filtering_trial_up_scratch)  . 

•  URL  blacklist  as  used  by  Watchdog  NZ  during  private  censorship  technology  trial  by  ISP  Exetel  in  May  2009.  Alleged 
(by  Watchdog)  to  have  been  IWF  list  (see  United  Kingdom). 

•  Written  exam  NSW  police  officers  must  take  annually  before  they  can  be  issued  with  Tasers. 

.  Volume  1  of  the  New  South  Wales-Commomvealth  Joint  Task  Force  Report  on  Drug  Trafficking.  It  was  suppressed  at 
time  of  publication  and  has  not  yet  been  released.  Possibly  contains  information  on  Nugan  Hand  Bank,  CIA  and  drug 
trafficking  and/or  connections  of  Peter  Abeles  and  Bela  Csidei  to  drugs.  But  we  wont  know  until  it  is  no  longer 
suppressed. 


tp://\vebairchive.org/web/20091  l()4212937/http://wikileaks.org/wiki/Draft:The_Most_Wanted_Leaks_of_  2009 


Bahrain 


O 
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•  Documents  disclosing  the  number  of  citizenships  that  have  been  granted  in  the  last  few  years,  in  an  effort  to  change  the 
country's  demography.  See  Political  naturalisation}  1 1  (/web/20091 104212937/http://www.ihrc.org.uk 
/show.php?id=2860)  . 

Canada 

•  Documents  disclosing  the  number  of  Authorization  to  Carry  permits  the  provinces  have  issued  for  the  purposes  of 
preservation  of  life.  Provincial  Chief  Firearms  Officers  have  refused  to  release  this  information  citing  that  it  could 
potentially  compromise  the  identities  of  those  that  hold  licenses. 

China 

•  A  list  of  URLs  and  keywords  censored  filtered  by  the  Great  Firewall  of  China.  WikiLeaks  has  previously  released 
related  information,  for  example,  watch  lists,  policies  and  several  thousand  URLs  for  CCTV  and  Baidu,  but  not  for 
general  http  filtering. 

•  Policy  options  on  Darfur  formulated  in  response  to  the  so-called  Genocide  Olympics  campaign  led  by  American 
actress,  Mia  Farrow,  and  notes  of  meetings  in  2007  between  Stephen  Spielberg  and  Chinese  Foreign  Ministry  officials 
prior  to  Spielberg's  resignation  as  Artistic  Director  of  the  2008  Beijing  Olympics. 

Colombia 

•  The  DAS  (Departamento  Adminislralivo  de  Seguridad)  is  reported  to  have  surveilled  a  wide  array  of  public  officials, 
private  citizens,  and  organizations.  Documents  wanted;  contracts  to  supply  software  for  internet  surveillance  to 
Colombian  policy  agencies  and  details  of  the  software  supplied. 

Egypt 

•  'fhe  complete  list  of  current  political  prisoners  and  the  charges  against  them. 


Finland 


•  The  so  called  Tiitisen  Listu,  the  list  of  18  persons  claimed  to  have  been  in  active  contact  with  Oast  German  security 
services  (Stasi).  The  list  was  received  from  the  West  German  intelligence  services  (BND)  in  1990  and  since  classified 
by  the  order  of  President  Koivisto  as  adviced  by  the  head  of  the  Finnish  Security  Police  (Suojelupoliisi),  Scppo 
Tiitinen.  It  is  rumoured  that  several  current  or  former  top  Finnish  politicians  appear  on  the  list. 

.  The  Bilderberg  2009  raport.  Finnish  President  Tarja  Halonen  secured  the  papers.  The  request  comes  Finnish 
ex-Presidenl  Marlti  Ahtisaari.  a  former  Bilderberg  participant. 

France 


•  The  list  of  people  with  an  office  at  the  Hlysee  and  their  function  (to  expose  resident  lobbyists,  etc.) 

•  Documents  regarding  the  founding  and  operation  of  Alliance  Base,  cover  name  for  a  secret  Western  Counterterrorist 
Intelligence  Center  in  Paris. 

•  The  Monthly  Health  Report  of  President  Nicolas  Sarkozy,  as  promised  by  himself  during  the  last  presidential  elections. 

Germany 

•  The  Stasi  (/web/2009 1 1042 1 2937/hllp://en  .wikipedia.org/wiki/Stasi)  files  of  Federal  Chancellor  Angela  Dorothea 
Merkel  (maiden  name  Kasncr)  and  other  leading  politicians,  which  are  known  to  exist,  but  withheld  irom  public. 

•  The  Stasi  files  relating  to  operation  Gladio  /  stay  behind  organisations  in  relation  to  right-wing  terrorism  in  Germany 
(/web/2009 1 1 042 1 2937/http;//ww vv.heise.de/tp/r4/artikel/30/30390/ 1  .html)  ,  as  per  a  parliamentary  request  by  the 
Green  party. 

•  The  complete  Toll-Collect  contracts. 


tp :  //web  .archive  .org/wcb/2009 1 1 042 1 2937/http://wikileaks.org/wiki/Drafl:The.„Most_Wantcd_Leaks._t>f  _2009 


•  Cross-Border  Leasing  contracts^!  me  Berlin  Transport  Corporation  (BVG). 

•  The  so  called  "Atlas  der  Wut’',  a  document  about  the  risk  of  riots  in  different  german  regions.  The  list  is  said  to  be 
updated  regulary  and  was  first  written  in  2005. 

•  The  list  of  NOD  party  members. 

•  The  censorship  filter  list  for  the  proposed  national,  mandatory  censorship  system.  The  list  will  he  compiled  by  German 
federal  criminal  police  BKA  and  distributed  to  internet  service  providers. 

•  The  contents  of  the  contract  between  the  BKA  and  some  ISPs  that  has  already  been  signed,  but  is  kept  secret  due  to 
’public  safety"  and  copyright  concerns  (see  http://blog.fefe. de/?ts=b4fa8af8). 

•  The  List  of  Media  Harmful  to  Young  People  (the  censorship  system  already  in  place).  The  "virtual  media"  part  of  this 
list  is  distributed  to  search  engine  providers  and  is  illegal  to  publish.  It  probably  could  be  reverse  engineered  using  the 
differences  between  google.com  and  google.de  search  results.  Also,  if  you  want  to  know  if  a  specific  medium  is  on  the 
list,  you  can  send  an  enquiry  to  listeC^bundesprucfstclle.de  (mailto:listeCotbundesprucfstelle.de)  ("Bundesprufstelle"  is 
the  agency  responsible  for  keeping  the  list). 

•  Ursula  von  der  Leyen's  driver's  logs  (Fahrtenbuecher)  that  she  refuses  to  make  public. 

Greece 

.  Documents  related  to  the  Athens  affair  that  have  yet  to  be  released  (including  those  from  countries  other  than  Greece.) 

Guatemala 


All  documents  on  Plan  Victoria  82.  Plan  Sofia  and  Plan  Firmeza  83. 

Pinal  report  of  United  Nations'  Historical  Clarification  Commission  (CHH)  into  the  killing  of  200.000  Mayan  people 
and  the  involvement  of  the  US  government  and  American  corporations.  The  report  official  sources  (militar  interviews, 
campaign  plans,  etc)  are  kept  secret  by  the  UN  in  NYC. 

Documents  on  Canadian  corporation  named  Goldcorp  with  a  mining  operation  in  Guatema  a,  especially  information  on 
where  the  Gold  they  extract  is  processed  and  who  is  buying  the  gold  (we  think  it  might  be  a  Swiss  company). 


Detail: 

PLAN  VICTORIA  AND  PLAN  SOFIA* 

in  the  process  of  trying  to  bring  military  personal  involved  in  human  rights  violations  and  massacres  that  happen  during  the 
civil  war  in  Guatemala  to  justice,  the  military  have  been  required  to  declassify  many  war  documents.  In  a  case,  that  went  all 
the  way  to  the  Supreme  Court  of  Guatemala,  the  Court  dictated  a  sentence  that  confirmed  the  obligation  of  the  Ministry  of 
Defense  of  Guatemala  to  hand  over  the  official  documentation  of  four  specific  military  operations:  Campana  Sofia  82, 
Victoria  82.  Firmeza  83  arid  Operacion  Ixil.  The  Supreme  Court  sentence  indicated  that  this  achieves  had  to  be  declassified 
and  made  public  yesterday. 

These  military  operations  were  carried  out  in  the  80s.  According  to  the  COIL  Historical  Clarification  Commission  of 
Guatemala  final  report  contained  in  "Guatemala:  Memory  of  Silence",  these  military  operations  resulted  in  massacres  and 
severe  human  rights  violations. 

The  Minister  of  Defense  Abraham  Valenzuela  only  delivered  partial  information  about  plans  Victoria  82  and  Firmcza  83,  two 
of  the  four  requested  plans.  He  indicated  that  he  had  no  knowledge  of  the  other  two  plans  before  he  became  Minister  of 
Defense  and  that  he  ignores  where  the  documentation  could  be.  He  staled  that  he  could  not  deliver  the  complete  plans 
“Victoria  82"  y  "Firmeza  83"  because  certain  information  was  considered  state  secret  and  a  concern  of  national  security. 

•  "Plan  Sofia"  a  derivative  of  "Plan  Victoria  82",  was  of  special  concern  to 
human  rights  activists;  this  plan  was  conceived  in  July  1982.  four  months  after  General  Efrain  Ri  >s  Monit  came  into  power. 

.  SO  WF.  WILL  REALLY  LIKH  TO  OBTAIN  THE  COMPLETE  DOCUMENTS  OF  PLAN  VICTORIA 
82.  PLAN  SOF1AAND  PLAN  FIRMEZA  83* 
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The  United  Nations'  Historical  Clarification  Commission  (CEH)  for  Guatemala  issued  a  report  where  the  US  government  and 
several  American  corporations  were  accused  of  complicity  in  the  genocide  of  nearly  200 ,000  Mayan  people  during 
Guatemala?s  bloody  36-year  civil  war.  The  final  3,600-page  CEH  report  clearly  places  the  blame  for  most  of  the  200.000 
deaths  on  the  ?racist?  policy  of  the  Guatemalan  government  and  holds  the  country  Vs  military'  and  paramilitary  forces 
responsible  for  the  actual  killings,  tortures  and  disappearances. 

However,  it  accuses  the  US  of  directly  and  indirectly  supporting  a  ‘/fratricidal  confrontation?  by  providing  sustained  training, 
amis  and  financial  aidThe  report  is  based  on  the  testimony  of  9.200  people  from  all  sides  of  the  conflict  and  other 
documents*,  classified  and  Secret,  protected  in  the  UN  headquarters  in  NYC.*  The  CEH  investigated  42,000  human  rights 
violations.  29,000  of  which  resulted  in  deaths  or  disappearances  and  therefore,  the  documents  under  UN  custody  arc 
fundamental  for  the  prosecution  of  those  responsible  of  the  crimes. 

.  GUATEMALA.  SWITZER1  -AND  AND  CANADA* 

A  Canadian  corporation  named  Goldcorp  has  a  mining  operation  in  Guatemala  with  poor  environmental  conditions  and 
harming  health  of  many  workers  and  a  community  as  a  whole.  We  will  like  to  know: 

-  Where  the  Gold  they  extract  is  processed. 

-  Who  is  buying  the  gold  (we  think  it  might  be  a  Swiss  company) 

Italy 

•  All  documents  pertaining  to  Nazi  Germany  and  the  Vatican,  as  well  as  those  relating  to  the  post-war  rat  line  to 
Argentina.  Refer  to  http://news.bbc.co.Uk/2/hi/europe/261 1847 .stm 

•  The  full  Italian  censorship,  of  which  Wikileaks  currently  oniy  has  a  subset. 

Kenya 

•  The  international  investigative  firm  Kroll  associates  produced  at  least  four  reports  on  high  level  Kenyan  corruption 
after  first  term  of  the  Kibaki  government.  A  draft  version  of  one  of  the  reports  The  looting  of  Kenya,  was  previously 
published  by  WikiLeaks.  The  reports  were  given  to  selected  members  of  President  Kibaki’s  cabinet  at  the  time  and  are 
likely  still  held  by  http://www.kroll.com.uk/.  notably  lead  investigator  Andrew  Marshall. 

Libya 


•  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers  from  Libya 
(Civilians  and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been 

taking  place). 

Madagascar 

Both  sides  of  the  political  conflict  in  Madagascar  are  crying  fouls  about  the  deals  made  by  their  counterparts  with  foreign 
entities.  The  release  of  the  official  documents  with  respect  to  contract  negotiations  about: 

•  Oil  exploitation  in  the  region  of  Bemolanga  (  South  of  Madagascar)  by  Total  &  others 

•  an  obvious  one  but  the  proposed  final  contract  before  rejection  of  the  land  deal  with  Daewoo  Logistics. 

•  The  recent  agreement  with  Saudi  investment  group  on  staple  products  and  proposed  $2  billion  USD  investment. 

•  The  revised  mining  exploitation  agreement  with  Sheritl  in  Ambatovy  and  Rio  Tinto  in  Fort -Dauphin. 

•  Least  but  not  last,  the  complete  list  of  current  political  prisoners  and  the  charges  against  them. 

Mali 
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Mexico 


•  Zapotec  indigenous  people  demand  transparency  from  U.S.  Scholar  and  full  disclosure  ot  all  the  agreements  between 
U.S.  Government  and  their  agencies  and  U  S.  geography  scholar  Peter  Herlihy.  especially  confidential  agreements  with 
Foreign  Military  Studies  Office.  Prof.  Herlihy  failed  to  mention  that  he  received  funding  rom  the  Foreign  Military 
Studies  Office  of  the  U.S.  Armed  Forces  on  the  research  of  “Mexico  Indfgena"  project.  Mexico  Indigena  Project  forms 
pan  of  the  Bowman  Kxpeditions,  a  more  extensive  geographic  research  project  backed  and  financed  by  the  FMSO. 
among  other  institutions.  The  FMSO  inputs  information  into  a  global  database  that  forms  an  integral  pan  oflhe  Human 
Terrain  System  (HTS).  a  United  States  Army  counterinsurgency  strategy  designed  by  Foreign  Military  Studies  Office 
and  applied  within  indigenous  communities,  among  others. 

•  Documents  to  unveil  the  real  purpose  of  “Ruta  Maya  2002  lsuzu  Challenge".  The  convoy  was  commanded  by  Ben  Nun 
Avihu,  Israeli  militar  and  Moshe  Savir.  geography  expert  and  around  50  tourists  in  40  lsu/.u  Jeep.  Some  communities 
linked  the  incursion  with  biopiracy.  The  terrain  they  explored  is  controlcd  by  the  F.ZLN. 

•  Documents  related  with  the  fraud  and  corruption  around  FOBAPROA  (Hondo  Bancario  de  Protection  al  Ahorro). 

•  Documents  of  financial  operations  just  before  the  financial  crisis  of  1 994  (some  say  the  government  knew  before  that 
the  crisis  was  coming  and  took  advantage  of  the  information  protecting  their  interests). 

•  Documents  related  with  the  World  Bank  credit  and  application  of  the  budget  to  combat  swine  Hu. 

•  Documents  related  with  the  technology  currently  used  in  cellphones  in  Mexico  to  implement  the  RKNAUT  program 
(/web/2009 1 1 042 1 2937/htip://\vww.renaut .gob.mx/RENAUT/)  Information  about  the  security  technology  used  to 
protect  data  collected  from  users. 

•  Documents  related  to  the  transparency  of  Plan  Merida  (/web/20091  104212937/http://en.v\ikipedia.org/wiki/M 
'TC3'T  A9rida_ln  itiati  ve ) 

Niger 

•  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers  from  Niger 
(Civilians  and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 

Norway 

•  The  secret  verdict  in  the  court  case  between  the  ISP  Lyse  Tele  and  the  law  firm  Simonson .  decided  the  5th  of  May- 
2009.  where  Simonsen  demanded  Lyse  Tele  disclose  the  identity  information  of  a  file  sharer  suspected  of  uploading  a 
copy  oflhe  movie  Max  Manus  to  the  file-sharing  community. 

Puerto  Rico 

.  The  FBI  has  not  yet  finished  declassifying  all  the  secret  files  related  to  surveillance  of  Puerto  Rican  individuals  and 
organizations  from  the  1930-70's  http://www.pr-secretfiles.net/index.html  (not  to  mention  large  sections  of  the  files  are 
blacked  out  by  the  FBI).  In  addition,  there  are  thousands  of  secret  files  produced  by  Puerto  Rican  police  that  were  only 
briefly  made  available  to  individuals  themselves,  and  have  now  been  closed  off  to  the  public.  These  documents  provide 
evidence  of  quite  a  significant  spying  and  intimidation  operation  by  the  United  States  and  local  police  against  leftists 
and  independence  movement  leaders. 

Rwanda 

•  Documentation  of  financial  assistance  given  by  the  Rwandan  government  to  General  Laurant  Nkunda  for  operations  in 
the  DRC. 

Russia 
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•  Internal  Kremlin,  FSB  and  SVCTr  documents  and  emails  into  the  series  of  MoscW.  apparement  building  bombings 
shortly  before  Putin's  Presidential  election 

•  Complete  technical  documentation  of  the  "Perimetr"  system  (a.k.a.  "Dead  Hand1'),  along  history  of  deployment  and 
removal  from  deployment  (if  done).  Political  documents  relating  to  the  deployment  of  "Perimetr’ . 

•  Maps,  floor  plans,  and  blueprints  of  Mount  Yamantaw  and  Kosvinskv  Mountain,  and  any  other  facilities  similar  to  the 
conjectured  facilities  there,  including  names  and  locations. 

•  Documents  related  to  the  VRYAN  crisis,  especially  political  documents,  analyses  of  intelligence,  and  specific  steps 
taken.  Information  on  the  mindset  of  the  Politburo,  as  well  as  intelligence  services,  and  what  exactly  they  feared,  and 
how  credible  they  believed  their  fear  to  be. 

•  Soviet  psychological  profiles  and  political  analyses  of  American  politicians. 

•  A  list  and  description  of  the  various  agents  prepared  by  the  various  Soviet  and  Russian  bieweapons  programs. 
Indications  of  whether  they  developed  recombinant  DNA  based  agents,  and  what  those  are  specifically.  Wcaponization 
of  agents,  including  re-entry  vehicle  mounting.  Doctrine  for  use,  including  deniable  use.  Vaccines  and  treatments  for 
affected  personnel. 

•  Technical  plans,  manuals,  and  blueprints  for  the  SS-27  Sickle  B  (Topol-M),  along  with  the  Bulava. 

•  Documents  relating  to  nuclear  wurplans  of  the  Soviet  Union  and  Russia. 

•  Documents  relating  to  orbital  weapons  systems,  and  whether  the  Soviets  ever  deployed  them  (or  still  deploy  them) 
such  as  orbital  HAND  devices. 

Slovenia 

•  Taped  conversations  between  Slovenian  opposition  leader  Jancz  Jansa  and  Croatian  prime  minister  Ivo  Sanader  in  the 
summer  of  2004.  held  by  Slovenian  intelligence  service  SOVA.The  tapes  supposedly  show  the  two  were  anrangeing 
incidents  on  the  coutry  border  that  could  help  Slovenian  opposition  win  the  parliamentary  elections  in  the  fall. 

Sudan 

•  Documents  detailing  discussions  during  2005  meeting  between  Salah  Gosh  and  the  CIA  (for  which  the  CIA  flew  Gosh 
on  private  jet  from  Khartoum  to  CIA  HQ).  See:  http://www.sudantribune.com/arliclc.php37id_articlesl0205 

Syria 

•  All  the  documents  related  to  the  assasination.  in  1965,  of  Mehdi  Ben  Barka  still  held  in  France,  USA.  Israel  and 
Morocco.  In  1976,  thanks  to  the  Freedom  of  information  Act,  the  US  govemement  recognized  that  the  CIA  had  about 
1800  classified  documents  about  his  assassination.  Theses  documents  are  still  classified. 


Switzerland 

•  The  full  Cornu  Report.  See  http://en.wi kipedia.org/wiki/Projcki-26*The_Comu_Report 

Swaziland 

•  F.xpeuse  accounts  of  King  Mswati,  the  Queen  Mother  and  the  King's  wives. 

•  Intelligence  memos  from  the  Ministry  of  Defence  or  Police  about  the  pro-democracy  organization,  PUDEMO. 

Trinidad  and  Tobago 

•  The  Report  on  the  Commission  of  linquiry  into  the  construction  of  the  new  Piarco  Airport  This  identified  corrupt 
practices  in  the  spending  of  public  funds.  The  Commission's  report  was  delivered  in  August  2003.  Nearly  6  years  later, 
its  findings  have  not  been  made  public. 

.  The  Report  on  the  Caroni  Bridge  Collapse.  A  man  was  killed  when  a  bridge  collapsed  a  few  years  ago;  again  the 
public  has  not  been  made  aware  of  the  report's  findings. 

•  Documents  in  relation  to  payments  of  attorneys  by  state.  Numbers  of  these  payments  are  being  kept  secret  from  the 
public. 

•  A  copy  of  the  contract  for  the  billion-dollar  Waterfront  Development  Project. 
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•  List  of  recipients  and  amounts  holarships  sponsored  by  Ministry  of  Cultu  r  study  abroad. 

•  Report  of  the  findings  of  the  current  Commission  of  Enquiry  into  the  local  construction  sector 


Detail: 


As  far  as  Trinidad  and  Tobago  goes,  our  government  tends  to  pay  lip  service  to  the  principles  of  transparency  and 
accountability.  For  instance,  there  is  a  Freedom  of  Information  Act  which,  by  law,  allows  the  public  to  seek  information  from 
government  departments.  Rut  quite  often,  when  such  attempts  are  made  by  the  citizenry,  the  go\eniment  bars  full  disclosure. 
Depending  on  how  important  a  piece  of  information  is  to  Joe  Public,  he  may  actually  have  to  turn  to  the  courts  to  "force"  the 
government  to  reveal  facts  that  should  be  disclosed  voluntarily.  Following  are  a  few  examples  of 

documents  that  should  he  made  public,  but  have  not  been: 

•  The  Report  on  the  Commission  of  Enquiry  into  the  construction  of  the  new  Piarco  Airport  This  identified  corrupt 
practices  in  the  spending  of  public  funds.  The  Commission's  report  was  delivered  in  August  2003.  Nearly  6  years  later, 
its  findings  have  not  been  made  public. 

•  The  Report  on  the  Caroni  Bridge  Collapse.  A  man  was  killed  when  a  bridge  collapsed  a  few  years  ago;  again  the 
public  has  not  been  made  aware  of  the  report's  findings. 

•  T  he  Opposition  recently  brought  up  in  Parliament  the  issue  of  taxpayers'  money  being  used  to  pay  attorneys  by  state. 
Although  the  public  has  a  right  to  know  how  much  of  its  funds  were  used  in  paying  said  attorneys,  the  Attorney 
General  refused  to  disclose  the  sums,  saying  it  would  be  an  invasion  of  the  lawyers'  privacy. 

•  The  same  goes  lor  a  recent  request  in  Parliament,  whereby  *the  Minister  of  Planning  and  Development  was  asked  to 
produce  a  copy  of  the  contract  for  the  billion-dollar  Waterfront  Development  Project*.  The  Minister's  response  was 
that  she  could  not  produce  said  contract  for  public  discussion  because  there  was  a  confidentiality  clause  contained 
therein  (for  a  project  being  built  with  public  funds). 

•  The  Ministry  of  Culture  recently  awarded  scholarships  for  students  to  study  abroad  -  when  asked  in  Parliament  to 
disclose  the  list  of  recipients  and  the  dollar  value  of  the  scholarships,  the  response  was  that  this  was  private 
information. 

As  such,  many  citizens  are  concerned  that  the  findings  of  the  current  Commission  of  Enquiry  into  the  local  construction 
sector*  .like  many  Coinmisions  before  it,  will  never  see  the  light  of  day. 


Uganda 


The  government  of  Uganda  has  recently  signed  a  number  of  profit-sharing  agreements  with  several  oil  companies  that  are 
conducting  explorations  in  southwestern  Uganda.  My  friend  was  in  Kampala  in  January  and  spoke  with  a  number  of 
journalists  who  believe  that  releasing  these  documents  would  be  a  major  step  in  increased  transparency  with  respect  to  the 
country's  emerging  oil  industry. 

•  Ugandan  profit-sharing  agreements  with  oil  companies  in  south-western  Uganda 

United  Kingdom 

•  List  of  current  and  expired  D-Notices  [2]  (Aveb/2009  II 042 12937/hltp://www.dnoiice.erg.-ik/the_sy stem.htm) 

•  The  letter  -  RR  and  its  DA  Notice 

•  The  secret  cabinet  minutes  (/web/20091 104212937/htlp://ncvvs.bbc.co.uk/2/hi/uk_ne\vs/p<litics/7752009.stm)  and 
legal  advice  (/web/20091 1042 12937/http://news.bbc.co.uk/2/hi/uk_.news/politics/4381379.stm)  pertaining  to  the 
allegedly  illegal  war  and  ongoing  occupation  of  Iraq. 

•  Documents  revealing  why  the  trial  of  Wang  Yam,  who  was  convicted  of  killing  Allan  Chappelow,  was  held  in  camera, 
the  first  UK  murder  trial  ever  heard  behind  closed  doors  without  access  by  press  or  public. 

•  UK  Government  documentation  into  the  investigation  of  Roger  Hollis,  head  of  M15  between  1956  and  1965.  including 
the  report  by  Lord  Trend,  into  the  serious  but  apparently  unproven  allegations  of  being  a  Russian  Spy. 

•  Copies  of  government  minutes  of  meetings  between  Gordon  Brown  and/or  Alistair  Darling  and  representatives  of 
Lloyds  Bank  relating  to  the  proposed  takeover  of  HBOS. 

•  A  copy  of  the  police  intelligence  handed  to  E.ON  about  climate  change  protestors.  1 3  j  (/web/20091 10421 2937/http: 
//wvvw.guardian.co.uk/uk/2009/apr/20/police-iniclligcnce-e-on-berr) 

•  Documents  detailing  the  information  stored  and  collected  by  the  Wythenshawe  intelligence  centre.  (4 1 
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(/web/20091  l04212937/hUp://v^»v.iinicsonlinc.co.uk7tol/tKtvcl/ncws/anicle5eS!H>/7.cce; 

•  Censorship  list  for  the  United  Kingdom’s  "voluntary"  filter  system.  Known  to  be  held  by  The  Internet  Watch 
foundation  (/web/20091 104212937/htlp://www.iwf.org.uk/) .  Companies  and  their  subsidiaries  which  arc  currently 
being  supplied  with  the  IWF  list.  Most  ISP's  in  the  UK  have  a  copy  of  the  IP's  on  the  list. 

•  The  proper  reasons  for  nationalisation  of  Northern  Rock  and  Bradford  &  Bingley,  and  the  subsequent  sale  of  the  latter' 
savings  buisiness  to  .Santander. 

•  Information  regarding  the  valuation  process  to  determine  compensation  for  fromer  shareholders  of  Northern  Rock  and 
Bradford  &  Bingley,  that  is,  the  information  the  independent  valuer  uses  to  determine  the  final  value  of  the 
comapanies. 

•  Records  of  events  during  the  twelve  months  leading  up  to  the  nationalisation  of  Bradford  Sc  Bingley. 

•  Documents  from  Solicitors  Regulation  Authority's  investigation  into  Davenport  Lyons  threatening  letters  related  to 
tilesharing. 

•  The  full  unredacted  copy  of  receipts  and  documentation  relating  to  MP’s  expenses  as  was  partly  released  by  the  Daily 
Telegraph;  in  addition,  any  private  communications  regarding  the  leak  of  these  expenses,  especially  if  said 
communications  are  politically  significant. 

United  States 

Bulk  databases 

•  A  mirror  of  the  complete  Intellipedia  site  as  of  1 1/1/2008.  including  article  history. 

•  A  mirror  of  the  Common  Core  database  as  of  1 1/1/2008. 

•  The  complete  CIA  Open  Source  Center  analytical  database.  The  database  is  extensive,  unclassified,  non-public,  but 
relatively  accessible  to  certain  outsiders  after  jumping  through  hoops  https://www.opensource.gov/ 

•  The  complete  PACER  database.  The  PACER  database  contains  most  US  federal  court  records.  They  are  legally  public 
documents,  currently  behind  a  paywall  and  unsearchable.  Were  the  documents  to  be  public  the  behavior  of  many 
corporations  would  come  to  light.  See  http://arstechnica.eom/tech-policy/news/2009/04/ca.se-against-pacer.ars 

Federal  politics 


•  The  missing  live  million  White  House  emails-possibly  no  longer  in  existence. 

•  Chenney  and  Rumsfeld  Archives 

•  The  White  House  visitor's  list 

•  Minutes  or  notes  for  VP  Cheney's  Hnergy  Conference. 

•  The  1141  pages  of  ACTA  background  documents  not  released  to  the  EFF  by  the  US  Trade  Representative  (see  |5| 
(/web/20091 1042 l2937/hrtps://secure.eff.org/siie/ Advocacy ?cmd=display&page=U.serAction&id=420) ) 

•  A  list  of  all  Whitehouse  and  senior  federal  government  employees  holding  dual  citizenship  and  the  countries  they 
represent. 

Military  and  Intelligence 

.  The  SIOP 

.  OPLAN/CONPLAN  8022. 2003  revision. 

.  OPLAN/CONPLAN  8044, 2007  revision. 

•  CIA  detainee  interrogation  videos.  While  the  CIA  claims  to  have  destroyed  92  of  the  videos,  others  arc  known  to 
remain. 

•  The  US  "Black  Budget",  from  inception  to  present,  with  line  items,  hopefully  annotated  ar.d  explained. 

•  Detainee  abuse  photos  withheld  by  the  Obama  administration. 

•  Unredacted  Inquiry  into  the  Treatment  of  Detainees  in  US  Custody,  20  Nov  2008. 

•  Memorandum  between  the  CIA  and  the  Department  of  State  detailing  any  constraints  on  Darfur  policy  caused  by 
actual  or  anticipated  Sudanese  government  cooperation  on  counter-terrorism,  including  CIA  request  to  USUN  that 
Saiah  Gosh  be  removed  from  the  UN  Panel  of  Experts  list  of  those  recommended  for  sancrion.  See: 
hltp://www.sudantribune.  com/article  .php3?id_article=  10205 

•  Department  of  State  and  CIA  contributions  to  the  Obama  Administration's  2009  Sudan  Po  icy  Review,  in  particular 
with  respect  to:  a)  Whether  to  support  the  ICC  arrest  warrant  against  Sudanese  President  Bashir;  b)  whether  to  take  a 
confrontational  or  an  appeasement  approach  to  the  Sudanese  government  on  the  issue  of  Darfur. 
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•  Camp  Delta  (Guantanamo)  Stafford  Operating  Procedure  2005-2009. 

•  Camp  Delta  (Guantanamo)  Interrogation  Standard  Operating  Procedure  2003-2009. 

•  Correspondence  between  the  National  Security  Agency  and  American  telecom  companies  such  as  AT&T.  Verizon,  and 
Qwest,  regarding  the  warrantless  wiretapping  program.  Correspondence  involving  telecoms  who  cooperated  with  the 
NSA  (e.g.  AT&T)  may  give  different  information  than  telecoms  who  refused  (e.g.  Qwest' .  but  both  types  would  better 
shed  light  on  the  NSA's  program.  The  existence  of  this  correspondence  is  well  documented  in  the  media,  for  example 
that  Qwest's  lawyers  refused  to  cooperate  because  the  FISA  Court  had  not  signed  off  on  i  . 

■  Iraq  and  Alhanistan  US  Army  Rules  of  Engagement  2007-2009  (SECRET). 

.  C1A/DIA/NGA/NSA  analyses  of  the  VRYAN  crisis  of  1983. 

•  Technical  specifications  of  the  Kll- 1 1  and  follow-on  satellites  with  similar  capabilities. 

•  The  contents  of  the  Football,  and  how  they  changed  over  the  years  during  the  different  Administrations. 

»  What  Pollard  stole  and  gave  to  the  Mossad.  the  full  text. 

•  US  psychological  profiles  and  political  analyses  of  Soviet  leaders. 

•  Documents  relating  to  orbital  weapons  systems,  and  whether  the  US  ever  deployed  them  «or  still  deploy  them)  such  as 
orbital  HANE  devices. 

■  Information  about  the  PAN  satellite  and  the  agency  responsible  for  it  http://spaceflightnow.com/news/nU905 
/26milspace/ 

•  Commander  Directed  Report  of  Investigation  Concerning  an  Unauthorized  Transfer  of  Nuclear  Warheads  Between 
Minot  AFB.  North  Dakota  and  Barksdale  AFB,  Louisiana  -  30  August  2007  (S//FRD//MR) 

•  Investigation  into  the  Shipment  of  Sensitive  Missile  Components  to  Taiwan  (ADM  Donald  Report)  -  22  May  2008 
(S//FRD//NOFORN ) 

•  Air  Force  Comprehensive  Assessment  of  Nuclear  Sustainment  (CANS)  -  July  2008  (S//FRD//NOFORN) 

•  General  Order  Number  One  issued  by  commanders  in  Iraq  and  Afghanistan 

•  Reports  about  Colombian  'falsos  positives' 

•  IJnredacted  copy  of  Dept  of  Justice's  Office  of  Inspector  General's  "A  Review  of  the  FBI’ s  Actions  Connection  With 
Allegations  Raised  By  Contract  Linguist  Sibel  Edmonds"  July  1 . 2004  (redacted  version  here  http://www.wbc/-XJig 
/TTLES/sibeLpdf ) 

•  All  secret  annexes  for.  attachments  to.  unredacted  versions  of,  and  documents  implicitly  or  explicitly  referenced 
in  the  following  documents,  which  may  be  partially  available  in  unclassified  form: 

•  National  Security  Presidential  Directive  51 ,  "National  Continuity  Policy".  May  9.  2007,  also  known  as 
Homeland  Security  Presidential  Directive  20 

•  Federal  Preparedness  Circular  65,  "Federal  Executive  Branch  Continuity  of  Operations  (COOP)  ".  July  26. 
1999 


.  Federal  Response  Plan  [FEMA  9230. 1-PL],  April  1999 

•  Presidential  Decision  Directive  67,  "Enduring  Constitutional  Government  and  Continuity  of  Government 
Operations" .  October  21,1 998 

•  Presidential  Decision  Directive  63.  "Critical  Infrastructure  Protection  (CIP)".  May  22.  1998 

•  Presidential  Decision  Directive  62.  "Protection  Against  Unconventional  Threats  to  the  Homeland  and 
Americans  Overseas" .  May  22. 1998 

•  FPC  65  Federal  Response  Planning  Guidance  01-94.  "Continuity  of  Operations  (COOP)" ,  December  4. 
1994 

•  FDD  67  National  Security  Directive  69,  "Enduring  Constitutional  Government".  June  2,  1992 

•  FPC  65  Federal  Preparedness  Circular  61,  "Emergency  Succession  to  Key  Positions  of  the  Federal 
Departments  and  Agencies".  August  2, 1991 

•  Federal  Preparedness  Circular  62.  "Delegation  of  Authorities  for  Emergency  Situations",  August  1 ,  1991 

•  Federal  Preparedness  Circular  60.  "Continuity  of  the  Executive  Branch  of  the  Federal  Government  at  the 
Headquarters  Level  During  National  Security  Emergencies".  November  20.1990 

•  National  Security  Directive  37.  "Enduring  Constitutional  Government".  April  18, 1990 

•  Executive  Order  12656.  "Assignment  of  Emergency  Preparedness  Responsibilities",  November  18.  1988 

•  Executive  Order  12472.  "Assignment  of  National  Security  and  Emergency  Preparedness 
Telecommunications  Functions".  April  3.  1984 

.  NSD  69  NSDD  55,  "Enduring  National  Leadership"  September  14.  1982 

•  Executive  Order  12148,  "Federal  Emergency  Management".  July  20,  1979 

•  A  list  of  the  actual  facilities  in  the  Federal  Relocation  Arc,  as  of  the  present  time,  along  with  their  locations 

•  Blueprints,  maps,  and  floor  plans  of  MWEOC. 

•  Blueprints,  maps,  and  floor  plans  of  Site  R  (Raven  Rock). 
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Blueprints  and  llooqTuns  of  all  unmentioned  facilities  in  the  FcdcraKLdocation  Arc,  including  historical 
ones. 


Banking 

•  The  complete  list  of  identities  of  the  52,000  wealthy  American  clients  suspected  of  hiding  SI5  billion  at  UBS  to  avoid 
taxes,  including  the  names  of  any  elected  or  appointed  government  or  former  government  officials. 

•  The  complete  details  of  Goldman.  Sachs  &  Co.'s  counterparty  exposure  to  AIG  prior  to  the  Federal  bailout  of  AIG  in 
September.  2008. 

Environment 

•  Monsanto's  internal  evaluations  of  GMO  products  including  safety  and  pollen  drift. 

Media 

•  The  Editorial  Guidelines  for  Fox  News 

•  Emails  relating  to  suppressed  GQ  Magazine  article  on  Putin's  rise  by  Scott  Anderson  mentioned  at  |6| 

(/web/2009 1 1 042 1 2937/hUp://www.npr.org/tcmplates/story/story.php?storyld=  1 1 2530364) 

Religion 

•  Mormons  Church  records 

•  With  recent  leak  of  1999/2006  Church  Handbook  of  Instructions,  pertinent  documents  and  coverrly 
photographed  artifacts  in  the  vault  at  Church  Office  building  or  subsidy  in  Salt  Lake  City.  Utah  which  expose 
and  negate  Mormon  Church's  claim  of  divinity  and  its  monopoly  on  "truth."  l.e.  the  concealed  remnants  of 
diaries  and  letters  written  by  former  early  Mormon  apostle  William  McLellin  [7]  (/web/ 200 9 1 1042 1 2937/hup: 
//en. wikipedia.org/wik i/William JE._M%27Lcllin*Personal_wrilings)  .  McLellin  diary  and  documents  was  the 
main  point  of  interest  for  convicted  double  murderer/bomber  Mark  Hofmann's  planned  forgery  attempt  to 
deceive  Mormon  leaders  to  obtain  in  fraud  by  deception  monetary  reward  to  suppress  truth  of  early  Mormon 
history  unfavorable  to  current  Mormon  religion.  For  more  info.  [8]  (/web/20091 10421 2937/http://www.ut!m.org 
/onlinebooks/trackingch3.ium)  . 

•  Documents  of  Monnun  Church's  billion-dollar  investment  in  City  Creek  Mall  and  Condominium  in  SLC,  which 
may  put  Mormon  Church's  IRS  tax-exempt  status  in  jeopardy  if  there  is  verification  of  the  allegation  the  Church 
used  tithe  and  offering  monetary  contributions  by  the  members  to  fund  the  project  under  the  umbrella  of 

tax -exempted  religious  freedom. 

•  Mormon  Church  leadership's  involvement  in  politics,  such  as  correspondence  to  ecclesiastical  subordinates 
(bishopric)  on  policy  and  attitude  towards  same-sex  civil  rights  &  other  sensitive  issues  relevant  and  concerning 
to  the  leaders.  As  well  as  recorded  correspondences  between  Mormon  members  of  Utah  legislation  and  Church 
leaders  on  sensitive  political  issu Italic  textc$  for  legislation  purposes  which  may  contravene  the  separation  of 
church  and  state. 

•  Uncovered  film  or  audio  recording  featuring  the  play  with  the  actor  portraying  Protestant  minister  encouraged  by 
Satan/Lucifer  (portrayed  by  actor)  to  spread  false  doctrines  to  attack  all  religions  outside  of  Mormon  religion  as 
"abominable"  which  was  exhibited  for  qualified  "temple  recommend"  audiences  in  ail  of  the  existing  temples 
prior  to  removal  in  1990  (almost  like  leaked  Scientology  orientation  video)  [9]  (/web/20091 1042 1 2937/http: 
//www.exmormon.org/nioimon/niormon288.htm)  . 

•  Unearthed  secret  audio  or  video  recording  inside  Mormon  temple  with  the  temple  members  swearing  "blood 
oath"  before  removal  in  1990.  [  1 0J  (/web/20091 10421 2937/http://en. wikipedia.org 

/  w  i  ki/B  1  ood_oath_(  Latte  r_  Day  __S  a  i  n  ts ) ) 

•  Documented  Church  leaders’  and  lay  clergy's  cover-up  of  physical/scxual  abuse  and  -ape  of  minors  by 
missionaries  and  members  without  reporting  to  law  enforcement  in  some  cases  [11|  (/wcb/20091 104212937/lutp: 
//w\vw.ex  mormon.org/mormon/mormon384  .him)  . 

.  Older  editions  of  Church  Handbooks  of  Instructions  from  the  first  edition  up  [  1 2 1  (/wcb/20091 10421 2937/http: 
//en: wikipedia.org/wiki/Church_Handbook_of _lnstructions*History)  for  comparison  to  recent  leaked  1968 
(truncated),  1999  and  2006  editions. 
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Vatican 


O 


•  The  Index  of  the  Vatican  Secret  Archive.  At  present  pre-scrcned  scholars  are  allowed  to  see  it  but  not  copy  it  (under 
scholar  rule  *  16  http://asv.vatican.va/en/fond/amm.htin) 
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raft:The  Most  Wanted  Leaks  of  2009-sort 


From  Wikileaks 

Somewhat  sorted  entries  of  the  most-wanted  list.  Work  in  progress,  TODO:  Add  brief,  entity  and  dale  for  each  entry 
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Austria 

•  Austrian  e- Voting  system  used  in  students  elections. 

.  Date:  18  May  2009 

•  Brief:  We  seek  for  details  about  Austrian  voting  system  used  in  students  elections,  which  includes  but  is 
limited  to  source  code  and  certifications. 

•  Entity:  Scytl  (Aveb/20091 105061330/http://ww\v.scy tl.com/)  (programming) 

•  Entity:  Austrian  Federal  Computation  Center  (/web/2009 11 0506 1330/http://www.brz.gv.at/Portal. Node 
/brz/public?gentics.am=PCP&p.contentid=l 0007. 17664)  (hosting) 
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•  Entity:  Ministry  of  Science i/web/2(X)9l  10506 133()/htt.p://wvvwi)mwf.gvTa!rsubmenac/cnglish/)  (initiator) 

•  Entity:  Robert  Krimmer  (/web/20091 10506 1330/http://w ww.e-voting.ee/topics/Tean/)  (consulting) 

•  E-Mail  traffic  bctweeii  Josef  l'roil  and  Christian  Konrad. 

•  Date:  ??? 

•  Brief:  E-Mail  traffic  between  minister  of  finance  Josef  Proll  and  Christian  Konrad,  who  is  advocate  general  of 
Raiffeisen  bank. 

•  Entity:  Josef  Proll  (josef.proelKkbmf.gv.at) 

•  Entity:  Christian  Konrad 

•  E-Mail  traffic  of  Anton  Mahdalik  with  Michael  Haupl  and/or  Michael  Ludwig 

•  Dale:  ??? 

•  Brief:  E-Mail  traffic  ofl'PO  delegate  Anton  Mahdalik  with  Viennese  mayor  Michael  Haupl  and/or  deputy  mayor 
Michael  Ludwig  containing  threats  when  renting  municipal  ground  to  the  Viennese  trailer  park  ("Wagcnplatz. 
Wien"). 

•  Entity:  Anton  Mahdalik  (toni. mahdalik C^fpoe. at) 

•  Entity:  Michael  Haupl  (michael.haeupKA wien.gv.at) 

Australia 

.  ACM  A  URL  blacklist 

•  Date:  19  March  2009  and  later 

•  Brief:  Versions  of  the  ACMA  URL  blacklist  newer  than  19  March  2009.  Wikiteaks  previously  released  three 
versions  of  the  list,  two  of  which  included  WikiLeaks  or  its  subpages. 

•  Entity:  Australian  Communications  and  Media  Authority  (/web/20091 105061 330/http://www.acma.gov.au 
/WEB/1 10MEPAGE/PC=HOME) 

•  Censorship  technology  in  Australia 

.  Date:  2009 

•  Entity:  Australian  Communications  and  Media  Authority  (/web/20091 10506 1330/http://www.acma.gov.au 
/WEB/HOMHPAGE/PC=HOME) 

•  Entity:  Enex  Tcstlabs  (/web/20091 10506 133()/http://wwvv.testlab.com.au/) 

•  Entity:  Watchdog  NZ  (/web/20091 1 0506 1 330/hitp://www.watchdog.net.nz/) 

•  Entity:  [www.iwf.org.uk  Internet  Watch  Foundation] 

•  Entity:  Exetel  ISP  (/web/20091 105061 330/http://exetel. com.au/news_main.php) 

•  Brief:  Full  details  of  filtering  hardware/software  vendors  participating  in  government-sponsored  ISP-level 
censorship  technology  trials,  including  (but  not  limited  to): 

•  Any  and  all  communications  between  filter  vendors  and  government  departments  prior  to.  during,  and 
after  the  trials 

•  Any  and  all  transactions,  contracts,  and  other  financial  arrangements  involving  filter  vendors 

•  Details: 

•  URL  blacklist^)  used  during  above  trials.  Alleged  (by  government)  to  be  ACMA  URL  blacklist. 

•  Full  statistical  breakdown  of  results  of  above  trials  (in  the  event  that  Enex  Tcstlabs  do  not  make  them 
publicly  available). 

•  URL  blacklist  as  used  by  Watchdog  NZ  during  private  censorship  technology  trial  by  ISP  Exetel  in  May 
2009.  Alleged  (by  Watchdog)  to  have  been  1WF  list  (sec  United  Kingdom). 

•  Full  statisticai  breakdown  of  results  of  Walchdog/Exelefs  censorship  technology  trial  -  Exetel's  official 
response  (/web/2009 1 10506 1 330/http://lbrum .exetel .com.au/viewtopk .php?f=4&t=3 1 857*p244 1 29) 
seems  lacking. 

•  Annual  NSW  Polite  test 

•  Brief:  Written  exam  NSW  police  officers  must  take  annually  before  they  can  be  issued  with  Tasers. 

.  Entity:  NSW  Police  (/web/20091 10506 1330/htlp://www.police. nsw.gov.au/) 


Bahrain 
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•  Documents  regarding  changSu*  country's  demography. 

•  Brief:  Documents  disclosing  the  number  of  citizenships  that  have  been  granted  in  the  last  few  years,  in  an  effort 
to  change  the  country's  demography.  See  Political  naturalisation!.]]  (Aveb/20091 10506 1330/http: 
/Avww.ihrc.org.uk/show.php?id=2860)  . 


China 

•  Golden  Shield  Project 

•  Brief:  A  list  of  URLs  and  keywords  censored  filtered  by  the  Golden  Shield  Project  (Great  Firewall  of  China). 
WikiLeaks  has  previously  released  related  information,  for  example,  watch  lists,  policies  and  several  thousand 
URLs  for  CCTV  and  Baidu,  but  not  for  general  http  filtering. 

•  Entity:  Ministry  of  public  security  (/wcb/20091 105061 330/http:// www.mps.gov.cn/) 

•  Genocide  Olympics  campaign 

.  Date:  28th  March  2007 

•  Brief:  Policy  options  on  Darfur  formulated  in  response  to  the  so-called  Genocide  Olympics  campaign  led  by 
American  actress,  Mia  Farrow,  and  notes  of  meetings  in  2007  between  Stephen  Spielberg  and  Chinese  Foreign 
Ministry  officials  prior  to  Spielberg's  resignation  as  Artistic  Director  of  the  2008  Beijing  Olympics. 


Colombia 

•  Surveillance  of  citizens  and  organisations 

•  Brief:  The  DAS  (Departamcnlo  Administrative  dc  Seguridad)  is  reported  to  have  surveillcd  a  wide  array  of 
public  officials,  private  citizens,  and  organizations.  Documents  wanted:  contracts  to  supply  software  for  internet 
surveillance  to  Colombian  policy  agencies  and  details  of  the  software  supplied. 

.  Entity:  DAS  (/web/2009 1 1 0506 1 33Q/htlp://www.das .gov.co/) 


Finland 

•  Tiitisen  Lista 

•  Brief:  The  so  called  Tiitisen  Lista.  the  list  of  18  persons  claimed  to  have  been  in  active  contact  with  East  German 
security  services  (Stasi).  The  list  was  received  from  the  West  German  intelligence  services  (BNP)  in  1990  and 
since  classified  by  the  order  of  President  Koivisto  as  adviced  by  the  head  of  the  Finnish  Security  Police 
(Suojelupoliisi),  Seppo  Tiitinen.  It  is  rumoured  that  several  current  or  former  top  Finnish  politicians  appear  on 
the  list. 

•  Entity:  Stasi  (Aveb/20091 10506 1 330/http://en .wikipedia.org/wiki/Stasi) 

•  Entity:  Koivisto  (Aveb/2009 1 105061 330/litip://www.valtioneuvosto.li/hakemisto/ministerikonisto 
/ministerilicdoi  .asp?nro=  1 67) 

•  Entity:  Suojelupoliisi  (Aveb/20091 105061 330/liitp://www.poliisi.fi/supo/) 


France 

•  Nicholas  Sarkozy'  health  report 

•  Brief:  The  Monthly  Health  Report  of  President  Nicolas  Sarkozy,  as  promised  by  himself  during  the  last 
presidential  elections. 

Germany 

•  Censorship  in  Germany 

•  Details: 

•  The  censorship  filter  list  for  the  proposed  national,  mandatory  censorship  system.  The  list  will  be  compiled 
by  German  federal  criminal  police  BKA  and  distributed  to  internet  service  providers. 

•  The  contents  of  the  contract  between  the  BKA  and  some  ISPs  that  has  already  been  signed,  but  is  kept 
secret  due  to  "public  safety"  and  copyright  concerns  (see  hup://blog.fefe.de/?ts=b4fa8af8). 

•  The  List  of  Media  Harmful  to  Young  People  (the  censorship  system  already  in  place).  The  "virtual  media” 


cb  .archive  .org/web/2009 1 1 0506 1 330/http://wikilcaks.orgAviki/Draft:The„Most  Wanted J^eaks_of_ 2009-sort 


©  o 

part  ol  this  list  is  dish  muted  to  search  engine  providers  and  is  illegal  publish.  It  probably  could  be 
reverse  engineered  using  the  differences  between  google.com  and  google.de  search  results.  Also,  if  you 
want  to  know  if  a  specific  medium  is  on  the  list,  you  can  send  an  enquiry  to  liste@bundcsprucfstcllc.de 
(mailto:liste@bundespruefstdle.de)  ("Bundesprufstelle"  is  the  agency  responsible  for  keeping  the  list). 
•  Entity:  Bundesprufstelle  (/web/20091 1 0506 1 330/hltp://www. bundespruefstclle.de/) 

.  Entity:  BKA  (/web/20091 10506 1330/hltp://www.bka.def) 


•  Politician's  Stasi  files 

•  The  Stasi  (/web/20091 1 0506 1 330/htlp://en. wikipedia.org/wiki/Stasi)  files  of  Federal  Chancellor  Angela  Dorothea 
Merkel  (maiden  name  Kasner)  and  other  leading  politicians,  which  are  known  to  exist,  but  withheld  from  public 

•  Operation  Gladio 

•  Brief:  The  Stasi  files  relating  to  operation  Gladio  /  stay  behind  organisations  in  relation  to  right-wing  terrorism  in 
Germany  (/web/20091 105061 330/http://www.hcise.de/tp/r4/artikel/30/30390/l  .html )  ,  as  per  a  parliamentary 
request  by  the  Green  party. 

•  Atlas  Der  Wut 

•  Brief:  The  so  called  "Atlas  der  Wut".  a  document  about  the  risk  of  riots  in  different  german  regions.  The  list  is 
said  to  be  updated  regulary  and  was  first  written  in  2005. 

.  The  list  of  NPD  party  members 

Greece 

The  Athens  Affair 

•  Brief:  Documents  related  to  the  Athens  phone  tapping  affair  that  have  yet  to  be  released  (including  those  from 
countries  other  than  Greece)  Context  (/web/20091 105061330/hup://\vvv%v.spectrum.iece.org/telecom/sccurity 
/the-aihens-affair/O) 

Guatemala 

•  Plan  Victoria  82,  Plan  Sofia  and  Plan  Fcrmeza  83 

•  Brief:  All  documents  on  Plan  Victoria  82,  Plan  Sofia  and  Plan  Firmeza  83. 

•  Derail: 

Within  the  process  of  trying  to  bring  military  personal  involved  in  human  rights  violations  and  massacres  that 
happen  during  the  civil  war  in  Guatemala  to  justice,  the  military  have  been  required  to  declassify  many  war 
documents.  In  a  case,  that  went  all  the  way  to  the  Supreme  Court  of  Guatemala,  the  Court  dictated  a  sentence 
that  confirmed  the  obligation  of  the  Ministry  of  Defense  of  Guatemala  to  hand  over  the  official  documentation  of 
four  specific  military  operations:  Campana  Sofia  82,  Victoria  82.  Firnieza  83  and  Operacion  Ixil.  The  Supreme 
Court  sentence  indicated  that  the  archives  had  to  be  declassified. 

These  military  operations  were  carried  out  in  the  80s.  According  to  the  CEH,  Historical  Clarification 
Commission  of  Guatemala  final  report  contained  in  "Guatemala:  Memory  of  Silence",  these  military  operations 
resulted  in  massacres  and  severe  human  rights  violations. 

The  Minister  of  Defense  Abraham  Valenzuela  only  delivered  partial  information  about  plans  Victoria  82  and 
Firmcza  83.  two  of  the  four  requested  plans.  He  indicated  that  he  had  no  knowledge  of  the  other  two  plans 
before  he  became  Minister  of  Defense  and  that  he  ignores  where  the  documentation  could  be.  He  stated  that  he 
could  not  deliver  the  complete  plans  "Victoria  82"  y  "Firmcza  83"  because  certain  information  was  considered 
state  secret  and  a  concern  of  national  security. 

"Plan  Sofia",  a  derivative  of  "Plan  Victoria  82".  was  of  special  concern  to  human  rigats  activists;  this  plan  was 
conceived  in  July  1982.  four  months  after  General  Efrain  Rios  Montt  came  into  power. 

•  The  CKH  archives 

•  Brief:  Final  report  of  United  Nations'  Historical  Clarification  Commission  (CEH)  into  the  killing  of  200.000 
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Mayan  people  and  ihe  invIfTvement  of  the  US  government  and  American  corporations.  The  report  official 
sources  (military  interviews,  campaign  plans,  etc)  are  kept  secret  by  the  UN  in  NYC. 

•  Detail: 

The  United  Nations'  Historical  Clarification  Commission  (CHH)  for  Guatemala  issued  a  report  where  the  US 
government  and  several  American  corporations  were  accused  of  complicity  in  the  genocide  of  nearly  200,000 
Mayan  people  during  GuatemalaVs  bloody  36-year  civil  war.  The  final  3,600-page  CliH  report  clearly  places  the 
blame  for  most  of  the  200.000  deaths  on  the  "racist"  policy  of  the  Guatemalan  government  and  holds  the 
country ?s  military  and  paramilitary  forces  responsible  for  the  actual  killings,  tortures  and  disappearances. 

However,  it  accuses  the  US  of  directly  and  indirectly  supporting  a  "fratricidal  confrontation"  by  providing 
sustained  training,  arms  and  financial  aidThe  report  is  based  on  the  testimony  of  9,200  people  from  all  sides  of 
the  conflict  and  other  documents*,  classified  and  Secret,  protected  in  the  UN  headquarters  in  NYC.  The  CliH 
investigated  42,000  human  rights  violations.  29.000  of  which  resulted  in  deaths  or  disappearances  and  therefore, 
the  documents  under  UN  custody  are  fundamental  for  the  prosecution  of  those  responsible  of  the  crimes. 

•  Goldcorp  affair 

•  Brief:  *  Documents  on  Canadian  corporation  named  Goldcorp  with  a  mining  operation  in  Guatemala,  especially 
information  on  where  the  Gold  they  extract  is  processed  and  who  is  buying  the  gold  (we  think  it  might  be  a 
Swiss  company). 

•  Detail:  A  Canadian  corporation  named  Goldcorp  has  a  mining  operation  in  Guatemala  with  poor  environmental 
conditions  and  harming  health  of  many  workers  and  a  community  as  a  whole.  Where  the  Gold  they  extract  is 
processed?  Who  is  buying  the  gold  (we  think  it  might  be  a  Swiss  company)0 


Italy 

•  Italian  censorship  list 

•  Brief:  The  full  Italian  censorship,  of  which  Wikilcaks  currently  only  has  a  subset. 


Kenya 

•  Reports  on  high  level  corruption  in  Kibaki  government 

•  Brief:  The  international  investigative  firm  Kroll  associates  produced  at  least  four  reports  on  high  level  Kenyan 
corruption  after  first  term  of  the  Kibaki  government.  A  draft  version  of  one  of  the  reports  The  looting  of  Kenya, 
was  previously  published  by  WikiLeaks.  The  reports  were  given  to  selected  members  of  President  Kibaki’s 
cabinet  at  the  time  and  are  likely  still  held  by  http://www.kroll.com.uk/,  notably  lead  investigator  Andrew 
Marshall. 

•  Hntity:  President  Kibaki 

•  Hntity:  Kroll  (/web/20091 103061 330/htlp://w\vw Jcroll.com.uk/) 

Libya 

•  Arrangements  with  the  Sudanese  government 

•  Brief:  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers 
from  Libya  (Civilians  and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 

Madagascar 

Both  sides  of  the  political  conflict  in  Madagascar  arc  crying  fouls  about  the  deals  made  by  their  counterparts  with  foreign 

entities.  The  release  of  the  official  documents  with  respect  to  contract  negotiations  about: 

•  Oil  exploitation  in  the  region  of  Bemolanga  (  South  of  Madagascar)  by  Total  &  others 

•  Detail:  Oil  and  Gas  in  Madagascar  -  Industry  Overview  (/web/20091 1 05061 330/hup://www.mbendi. com 
/indy/oilg/af/md/p0005.htm) ,  Infos  on  Total  licensing  (/web/20091 105061 330/http:/;www.scandoil. com/moxie- 
bm2/news/total-farins-into-thc-bcmolanga-heavy-oil-Iicense-i.shtinl) 

•  an  obvious  one  but  the  proposed  final  contract  before  rejection  of  the  land  deal  with  Daewoo  Logistics. 
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•  The  recent  agreement  with  Sauc^mvestmenl  group  on  staple  products  and  pro  $2  billion  USD  investment. 

•  The  revised  mining  exploitation  agreement  with  Sheritt  in  Ambatovy  and  Rio  Tinto  in  Fort-Dauphin. 

•  Least  but  not  last,  the  complete  list  of  current  political  prisoners  and  the  charges  against  them. 


H 


Mali 


•  Arrangements  with  the  Sudanese  government 

•  Brief:  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers 
front  Mali  (Civilians  and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 


Mexico 


•  Agreements  between  USA  and  Peter  Herlihy 

•  Brief:  Zapotec  indigenous  people  demand  transparency  from  U.S.  Scholar  and  full  disclosure  of  all  the 
agreements  between  U.S.  Government  and  their  agencies  and  U.S.  geography  scholar  Peter  Herlihy.  especially 
confidential  agreements  with  Foreign  Military  Studies  Office.  Prof.  Herlihy  failed  to  mention  that  he  received 
funding  from  the  Foreign  Military  Studies  Office  of  the  U.S.  Armed  Forces  on  the  research  of  "Mexico 
Indi'gena"  project.  Mexico  Indigcna  Project  forms  part  of  the  Bowman  Expeditions,  a  more  extensive  geographic 
research  project  backed  and  financed  by  the  FMSO.  among  other  institutions.  The  FMSO  inputs  information  into 
a  global  database  that  forms  an  integral  part  of  the  Human  Terrain  System  (HTS),  a  United  States  Army 
counterinsurgency  strategy  designed  by  Foreign  Military  Studies  Office  and  applied  within  indigenous 
communities,  among  others. 

•  Entity:  FMSO  (/web/20091 10506 1 330/http://fmso.leavcnworth .army.mil/) 

.  Fntity:  Peter  Herlihy  (/web/20091 105061 330/hUp://w\vw2. ku.edu/~gcography/peopl2pages/Herlihy_P.shtmI) 

•  Ruta  Maya  2002  Isuzu  Challenge 

•  Brief:  Documents  to  unveil  the  retil  purpose  of  "Ruia  Maya  2002  Isuzu  Challenge".  The  convoy  was  commanded 
by  Ben  Nun  Avihu.  Israeli  militar  and  Moshe  Savir,  geography  expert  and  around  50  tourists  in  40  Isuzu  Jeep. 
Some  communities  linked  the  incursion  with  biopiracy.  The  terrain  they  explored  is  eontroled  by  the  EZLN. 

•  Entity:  Ben  Nun  Avihu 

•  Entity:  Moshe  Savir 

•  Entity:  EZLN  (/web/20091 10506 1330/http://www.ezln.org.mx/) 

•  Corruption  around  FOBAPROA 

•  Brief:  Documents  related  with  the  fraud  arid  corruption  around  FOBAPROA  (Fondo  Bancario  de  Protection  al 
Ahorro). 

•  Entity.  FOBAPROA  1  (/web/20091 10506 1330/http://vvww.eddhcu.gob.mx/cronica5'7/conter.ido/cunl2 
/fobaprol  .him)  2  (/web/20091 10506 1330/http://en.wikipcdia.org/wiki/Fobaproa) 

•  Financial  operations  before  crisis 

•  Documents  of  financial  operations  just  before  the  financial  crisis  of  1994  (/web/20091 1 0506 1 330/http: 

//en  .wikipedia.org/wiki/1994_economic_crisis_in_Mcxico)  (some  say  the  government  knew  before  that  the 
crisis  was  coming  and  took  advantage  of  the  information  protecting  their  interests). 

•  World  Bank  credit 

•  Brief:  Documents  related  with  the  World  Bank  credit  and  application  of  the  budget  to  combat  swine  Hu. 

•  Entity:  World  Bank  (/web/20091 10506 133()/http://www.worldbank.org/mx) 

•  Renault  program 

•  Brief:  Documents  related  with  the  technology  currently  used  in  cellphones  in  Mexico  to  implement  the 
RENAUT  program  (/web/2009 1 1 0506 1 330/http://w ww.renaut .gob.mx/REN AUT/)  Information  about  the 
security  technology  used  to  protect  data  collected  from  users. 

•  Plan  Merida 

•  Brief:  Documents  related  to  the  transparency  of  Plan  Merida  (/web/20091 10506 133G/http://en. wikipedia.org 
/wiki/M  %C3%A9rida_Initiative) 


p://web.archivc.org/web/20091  l()5061330/hltp://wikileaks.org/wiki/Draft:The_Most_Wantcd_.Leaks_of_2009-sort 


Niger 
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•  Arrangements  with  the  Sudanese  government 

•  Brief:  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers 
from  Niger  (Civilians  and  adniinisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 


Norway 

•  Court  case  between  Lyse  Tele  and  Siinonsen 

•  Brief:  The  secret  verdict  in  the  court  case  between  the  ISP  Lyse  Tele  and  the  law  firm  Simonsen,  decided  the  5th 
of  May  2009,  where  Simonsen  demanded  Lyse  Tele  disclose  the  identity  information  of  a  file  sharer  suspected  of 
uploading  a  copy  of  the  movie  Max  Manus  to  the  file-sharing  community. 

•  Entity:  l.yse  Tele  (/web/20091 10506 1 3 30/http://ww  wdyse.no/) 

•  Entity:  Simonsen  (/web/20091 10506 1 330/htlp://\v\vvv .stmonsenlaw.no/) 

Puerto  Rico 

•  FBI  surveillance  of  Puerto  Rico  citizens 

•  Brief:  The  EBI  has  not  yet  finished  declassifying  all  the  secret  files  related  to  surveillance  of  Puerto  Rican 
individuals  and  organizations  from  the  1930-70's  http://www.pr-secretfiles.net/indcx.html  (not  to  mention,  large 
sections  of  the  files  are  blacked  out  by  the  EBI).  In  addition,  there  tire  thousands  of  secret  files  produced  by 
Puerto  Rican  police  that  were  only  briefly  made  available  to  individuals  themselves,  and  have  now  been  closed 
off  to  the  public.  These  documents  provide  evidence  of  quite  a  significant  spying  and  intimidation  operation  by 
the  United  States  and  local  police  against  leftists  and  independence  movement  leaders. 

.  Entity:  FBI  (/web/20091 1 0506 133o7http://www. fbi.gov/) 


Rwanda 

•  Financial  aid  for  Laurant  Nkunda 

•  Brief:  Documentation  of  financial  assistance  given  by  the  Rwandan  government  to  General  Laurant  Nkunda  for 
operations  in  the  DRC. 

•  Entity:  Laurent  Nkunda  (/web/2009 1 10506 1 330/http://en. wikipcdia.org/wiki/Laurent_Nkunda) 


Russia 


•  V  RYAN  crisis  documentation 

•  Brief:  Documents  related  to  the  VRYAN  crisis,  especially  political  documents,  analyses  of  intelligence,  and 
specific  steps  taken.  Information  on  the  mindset  of  the  Politburo,  as  well  as  intelligence  services,  and  what 
exactly  they  feared,  and  how  credible  they  believed  their  fear  to  be. 


•  Maps  for  Kremlin  and  military  hideouts 

•  Brief:  Maps,  floor  plans,  and  blueprints  of  Mount  Yamantaw  and  Kosvinsky  Mountain. 

•  Technology  analysis 

•  Brief:  Technical  plans,  manuals,  and  blueprints  for  the  SS-27  Sickle  B  (Topol-M),  along  with  the  Bulava. 

•  Brief:  Documents  relating  to  nuclear  warplans  of  the  Soviet  Union  and  Russia. 

•  Brief:  Documents  relating  to  orbital  weapons  systems,  and  whether  the  Soviets  ever  deployed  them  (or  still 
deploy  them)  such  as  orbital  11ANE  devices. 

•  Brief:  A  list  and  description  of  the  various  agents  prepared  by  the  various  Soviet  and  Russian  bioweapons 
programs.  Indications  of  whether  they  developed  recombinant  DNA  based  agents,  and  what  those  arc 
specifically.  Weapon ization  of  agents,  including  re-entry  vehicle  mounting.  Doctrine  for  use,  including  deniable 
use.  Vaccines  and  treatments  for  affected  personnel. 


Slovenia 
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•  Taped  conversations  betweetrefovenian  opposition  leader  and  Croatian  Vwr 

•  Brief:  Taped  conversations  between  Slovenian  opposition  leader  Janez  Jansa  and  Croatian  prime  minister  Ivo 
Sanader,  recorded  by  Slovenian  intelligence  service  SOVA. 

•  Date:  Summer  2004 

•  Entity:  Janez  Jansa 

•  Entity:  Ivo  Sanader 
.  Entity:  SOVA 


Sudan 

•  Salah  Cosh  and  the  CIA 

.  Date:  2005 

•  Documents  detailing  discussions  during  2005  meeting  between  Salah  Gosh  and  the  CIA  (for  which  the  CIA  flew 
Gosh  on  private  jet  from  Khartoum  to  CIA  HQ).  Sec:  http://www.sudantribune.com 

/article  php3?id_article=  1 0205 

•  Mali  case 

•  Brief:  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers 
front  Mali  (Civilians  and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 

•  Libya  case 

•  Brief:  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers 
from  Libya  (Civilians  and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 

•  Niger  case 

•  Brief:  Documents  indicating  arrangements  with  the  Sudanese  government  to  grant  land  in  Darfur  to  Arab  settlers 
from  Niger  (Civilians  and  adminisrators  on  the  gruond  in  Darfur  indicate  this  has  been  taking  place). 


Syria 

•  Assasination  of  Mehdi  Ben  Barka 

•  Brief:  All  the  documents  related  to  (he  assasination.  in  1965,  of  Mehdi  Ben  Barka  still  held  in  France.  USA, 
Israel  and  Morocco.  In  1976.  thanks  to  the  Freedom  of  information  Act,  the  US  govemcment  recognized  that  the 
CIA  had  about  1 800  classified  documents  about  his  assassination.  Theses  documents  are  still  classified. 

Switzerland 

•  Cornu  Report 

•  Brief:  The  full  Cornu  Report.  See  http://en.wikipedia.org/wiki/Projckt-26The_Cornu_Repon 

Swaziland 

•  Expense  accounts  of  King  Mswati,  the  Queen  Mother  and  the  King's  wives. 

•  Memos  from  Ministry  of  Defense  or  Police 

•  Brief:  Intelligence  memos  from  the  Ministry  of  Defence  or  Police  about  the  pro-democracy  organization, 
PUDF.MO.  ~ 

•  Entity:  Pudemo  (/web/2009 1 10506 1 330/http:// www.pudemo.org/) 

•  Entity:  Ministry  of  Defense  (/web/2009 1 105061 330/hltp://vvww.gov.sz/home,asp?pid=59) 

Trinidad  and  Tobago 

•  Commission  of  Enquiry  reports 

•  Brief:  The  Report  on  the  Commission  of  Enquiry  into  the  construction  of  the  new  Piarco  Airport.  This  identified 
corrupt  practices  in  the  spending  of  public  funds.  The  Commission's  report  was  delivered  in  August  2003. 

Nearly  6  years  later,  its  findings  have  not  been  made  public. 
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fi  J 

•  Brief:  Report  of  the  findingTof  rhe  current  Commission  of  Enquiry  into  t  Epical  construction  sc 

•  Entity:  Commission  Enquiry  (/web/20091  1 0506 1 330/http:/Avww.construetionenquiry  .gov.tt/j 

•  Entity:  Piarco  airport  (Aveb/2009 1 10506 1 330/hUp://www.piarcoairport.com/) 


•  Caroni  Bridge  collapse 

•  Brief:  The  Report  on  the  Caroni  Bridge  Collapse.  A  man  was  killed  when  a  bridge  collapsed  a  tew  years  ago: 
again  the  public  has  not  been  made  aware  of  the  report's  findings. 

.  Date:  2nd  August  2008 

•  Waterfront  Development  Project 

•  Brief:  A  copy  of  the  contract  for  the  billion-dollar  Waterfront  Development  Project. 

•  Entity:  Vudecott?  (Aveb/20091 1 0506 1 330/http://w\vw.udecott .com/) 

•  Scholarships  sponsored  by  Ministry  of  Culture 

•  Brief:  List  of  recipients  and  amounts  of  scholarships  sponsored  by  Ministry  of  Culture  for  study  abroad. 

•  Entity:  Ministry  of  Culture  (Avcb/2009 1 1 0500 1 330/http:// www.gov.tt/) 

•  Detail: 

As  far  as  Trinidad  and  Tobago  goes,  our  government  lends  to  pay  lip  service  to  the  principles  of  transparency 
and  accountability.  For  instance,  there  is  a  Freedom  of  Information  Act  which,  by  law,  allows  the  public  to  seek 
information  from  government  departments.  But  quite  often,  when  such  attempts  are  made  by  the  citizenry,  the 
government  bars  full  disclosure.  Depending  on  how  important  a  piece  of  information  is  to  Joe  Public,  he  may 
actually  have  to  turn  to  the  courts  to  "force"  the  government  to  reveal  facts  that  should  be  disclosed  voluntarily. 
Following  are  a  few  examples  of  documents  that  should  be  made  public,  but  have  no:  been: 

»  The  Report  on  the  Commission  of  Enquiry  into  the  construction  of  the  new  Piarco  Airport  This  identified  corrupt 
practices  in  the  spending  of  public  funds.  The  Commission's  report  was  delivered  in  August  2003.  Nearly  6  years  later, 
its  findings  have  not  been  made  public. 

.  The  Report  on  the  Caroni  Bridge  Collapse.  A  man  was  killed  when  a  bridge  collapsed  a  few  years  ago:  again  the 
public  has  not  been  made  aware  of  the  report's  findings. 

•  The  Opposition  recently  brought  up  in  Parliament  the  issue  of  taxpayers'  money  being  used  to  pay  attorneys  by  stale. 
Although  the  public  has  a  right  to  know  how  much  of  its  funds  were  used  in  paying  said  attorneys,  the  Attorney 
General  refused  to  disclose  the  sums,  saying  it  would  be  an  invasion  of  the  lawyers'  privacy. 

.  The  same  goes  tor  a  recent  request  in  Parliament,  whereby  *the  Minister  of  Planning  and  Development  was  asked  to 
produce  a  copy  of  the  contract  for  the  billion-dollar  Waterfront  Development  Project*.  The  Ministers  response  was 
that  she  could  not  produce  said  contract  for  public  discussion  because  there  was  a  confidentiality  clause  contained 
therein  (for  a  project  being  built  with  public  funds). 

•  The  Ministry  of  Culture  recently  awarded  scholarships  for  students  to  study  abroad  -  when  asked  in  Parliament  to 
disclose  the  list  of  recipients  and  the  dollar  value  of  the  scholarships,  the  response  was  that  this  was  private 
information. 


Uganda 

•  Ugandan  profit-sharing  agreements  with  oil  companies  in  south-western  Uganda 

•  Brief:  The  government  of  Uganda  has  recently  signed  a  number  of  profit-sharing  agreements  with  several  oil 
companies  that  are  conducting  explorations  in  southwestern  Uganda.  Releasing  these  documents  would  be  a 
major  step  in  increased  transparency  with  respect  to  the  country's  emerging  oil  indus:ry. 

United  Kingdom 

•  Censorship  in  UK 

•  Brief:  List  of  current  and  expired  D-Notices 

.  Entity:  dnoticc  (/web/20091 10506 133()/hltp://www.dnotice.org.uk/the_systom .him) 

•  Brief:  secret  gag  orders,  injunctions  and  legal  threats  sent  to  UK  newspapers 

•  Entity:  legal  contact  addresses  at  the  Guardian.  Daily  Mail,  Times,  Independent,  Evening  Standard,  etc. 

•  Brief:  Censorship  list  for  the  United  Kingdom's  "voluntary"  filter  system.  Known  to  re  held  by  The  Internet 
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Watch  Foundation  (/wcb/2Uu91 10506 1 330/http://ww\v.i\vf. org.uk/)  .  Companies  and  their  subsidiaries  which  arc 
currently  being  supplied  with  the  IWF  list.  Most  ISP's  in  the  UK  have  a  copy  of  the  IP's  on  the  list. 

•  Entity:  The  Internet  Watch  Foundation  (/web/2009 1 10506 1330/http:/Avww.iwf.org,u</) 

•  Iraq  war  planning 

•  Brief:  The  secret  cabinet  minutes  (/web/20091 10506l330/http://news.bbc.co.uk/2/hi/uk_ncws/poIitics 
/77520()9.stm)  and  legal  advice  (/web/20091 10506 1330/http://ncws.bbc.co.uk/2/hi/uk_news/politics 
/438 1 379 .stm)  pertaining  to  the  allegedly  illegal  war  and  ongoing  occupation  of  Iraq 

•  Roger  Hollis  surveillance 

•  Brief:  UK  Government  documentation  into  the  investigation  of  Roger  Hollis,  head  of  M15  between  1956  and 
1965.  including  the  report  by  Lord  Trend,  into  the  serious  but  apparently  unproven  allegations  of  being  a  Russian 
Spy. 

•  Entity:  M15  (/web/2009 11 0506 1330/http://wvvw.mi5. gov.uk/) 

•  Wythenshawe  intelligence  centre 

•  Brief:  Documents  detailing  the  information  stored  and  collected  by  the  Wythenshawe  intelligence  centre.  [21 
(/web/2009 1 105061 330/http://www.ti  mesonline.co.uk/tol/travel/ncws/anicle5683677  .ecc) 

•  Police  surveillance  on  climate  change  protestors 

.  Brief:  A  copy  of  the  police  intelligence  handed  to  E.ON  about  climate  change  protestors.  P) 

(/web/20091 105061 330/http://www,guardian  .co.uk/uk/2009/apr/20/police-intclligence-e-on-berr) 

•  Entity:  E.ON  (/web/20091 105061 330/hltp://www.eon-uk. com/) 


•  MP  expenses 

.  Brief:  The  full  MP  expenses  data:  how  much  the  Telegraph  paid  for  them. 

•  Entity:  Daily  Telegraph  (/web/20091 105061 330/http://www.telegraph.co.uk/) 

•  Entity:  UK  Parliament  (/web/2009 1105061330/liUp://www.parliament.uk/) 

•  Allan  Cappelow  murder 

.  Brief:  Documents  revealing  why  the  trial  of  Wang  Yam,  who  was  convicted  of  killing  Allan  Chappelow,  was 
held  in  camera,  the  first  UK  murder  trial  ever  heard  behind  closed  doors  without  access  by  press  or  public[4| 
(/web/2009 1 1 0506 1 330/http://en.wikipedia.org/wiki/Allan_Chappelow) 

•  Nationalisation  of  Northern  Rock  and  Bradford  &  Bringley 

•  Brief:  The  proper  reasons  for  nationalisation  of  Northern  Rock  and  Bradford  &  Bingley,  and  the  subsequent  sale 
of  the  latter's  savings  buisiness  to  Santander 

.  Brief:  Records  of  events  during  the  twelve  months  leading  up  to  the  nationalisation  of  Bradford  &  Bingley. 

•  Brief:  Information  regarding  the  valuation  process  to  determine  compensation  for  framer  shareholders  of 
Northern  Rock  and  Bradford  &  Bingley.  that  is,  the  information  the  independent  valuer  uses  to  determine  the 
final  value  of  the  comapanies. 

.  Entity:  B&B  (/web/2009 1 10506 1 330/http://w\vw.bbg.co.uk/) 

•  Entity:  Northern  Rock(Aveb/2009U  0506l330/http://www.northemrock.co.uk/) 

•  HBOS  takeover 

•  Brief:  Copies  of  government  minutes  of  meetings  between  Gordon  Brown  and/or  Alistair  Darling  and 
representatives  of  Lloyds  Bank  relating  to  the  proposed  takeover  ol  HBOS. 

•  Investigation  into  Davcport  Lyons 

•  Brief:  Documents  front  Solicitors  Regulation  Authority’s  investigation  into  Davenpo  t  Lyons  threatening  letters 
related  to  filesharing. 


United  Nations 


•  Security  Council  and  Darfur 

•  Brief:  Requests  to  the  Security  Council  in  2003  that  the  Security  Council  look  at  what  was  happening  in  Darfur, 
and  any  notes  of  discussions  leading  to  the  decision  not  to  look  at  the  situation. 
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•  Entity:  UN  Security  Council 

United  States 

Important  bulk  databases 

•  Intellipcdia 

•  Brief:  Classified  intelligence  community  site  as  of  1 1/1/2008.  including  article  history. 

•  opensource.gov 

•  Brief:  The  complete  CIA  Open  Source  Center  analytical  database.  The  database  is  extensive,  unclassified, 
non-public,  but  relatively  accessible  to  certain  outsiders  alter  jumping  through  hoops.  Despite  its  name,  you  need 
to  be  government  official  to  gain  access  to  it. 

•  Entity:  opensource.gov  (/web/20091 10506 1330/http://www.opensource.gov/) 

•  Pacer  database 

•  Brief:  The  complete  PACER  database.  The  PACER  database  contains  extensive  US  federal  court  records.  They 
are  public  documents,  currently  behind  a  pay  wall.  See  http://arstechnica.com/tech-po.icy/news/2009/04/case- 
against-pacer.ars 

•  Entity:  PACER  (/web/20091 105061 330/http://pacer.psc.uscourts.gov/) 

Federal  politics 

•  The  missing  five  million  While  House  emails-possibly  no  longer  in  existence. 

•  Chenney  and  Rumsfeld  Archives 

•  The  While  House  visitor's  list 

•  Minutes  or  notes  for  VP  Cheney's  Energy  Conference. 

•  The  1 141  pages  of  ACTA  background  documents  not  released  to  the  EFF  by  the  US  Trade  Representative  (see  [51 

(/web/20091 105061 330/https :,7secure. eff.org/site/ Advocacy ?cmd=display &pagc- User Action&id=420) ) 

•  A  list  of  all  Whitehouse  and  senior  federal  government  employees  holding  dual  citizenship  and  the  countries  they 
represent. 

Military  and  Intelligence 

.  The  S10P 

.  OPLAN/CONPLAN  8022,2003  revision. 

.  OPLAN/CONPLAN  8044.2007  revision. 

•  CIA  detainee  interrogation  videos.  While  the  CIA  claims  to  have  destroyed  92  of  the  videos,  others  are  known  to 
remain. 

.  The  US  "Black  Budget",  from  inception  to  present,  with  line  items,  hopefully  annotated  anti  explained. 

•  Detainee  abuse  photos  withheld  by  the  Obama  administration. 

•  Wiretapping  program  led  by  NSA 

•  Brief:  Correspondence  between  the  National  Security  Agency  and  American  telecom  companies  such  as  AT&T. 
Verizon,  and  Qwest,  regarding  the  warrantless  wiretapping  program.  Correspondence  involving  telecoms  who 
cooperated  with  the  NSA  (e.g.  AT&T)  may  give  different  information  than  telecoms  who  refused  (c.g.  Qwest), 
but  both  types  would  better  shed  light  on  the  NSA's  program.  The  existence  of  this  correspondence  is  well 
documented  in  the  media,  for  example  that  Qwest's  lawyers  refused  to  cooperate  because  the  FISA  Court  had  not 
signed  off  on  it. 

.  Entity:  NSA  (/web/20091 1 0506 1330/http://w\vw jisa.gov/) 

•  Entity:  Qwest  (/web/20091 10506 1330/http://www.qwesl.eom/) 

•  Entity:  AT&T  (/web/20091 105061330/http://www.att.com/) 

.  Entity:  Verizon  (/web/20091  10506 133Q/hlip://www.vcrizon.com/) 

.  Unredacted  copy  of  Dept  of  Justice's  Office  of  Inspector  General's  "A  Review  of  the  FBI' s  Actions  Connection  With 
Allegations  Raised  By  Contract  Linguist  Sibel  Edmonds"  July  1 , 2004  (redacted  version  here  http://www.wbez.org 
/HLES/sibel.pdf ) 

•  Camp  Delta  (Guantanamo)  Standard  Operating  Procedure  2005-2009. 
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.  Iraq  US  Army  Rules  of  Engagemfe  2007-2009  (SECRET). 

•  Unrcdacted  Inquiry  into  the  Treatment  of  Detainees  in  US  Custody,  20  Nov  2008. 

•  Memorandum  between  the  CIA  and  the  Department  of  Suite  deuiiling  any  constraints  on  Darfur  policy  caused  by 
actual  or  anticipated  Sudanese  government  cooperation  on  counter-terrorism,  including  CIA  request  to  USUN  that 
Salah  Gosh  be  removed  from  the  UN  Panel  of  Experts  list  of  those  recommended  for  sanction.  See: 
http://www.sudantribunc.com/article.php37id_article::  10205 

•  Department  of  State  and  CIA  contributions  to  the  Obama  Administration's  2009  Sudan  Policy  Review,  in  particular 
with  respect  to:  a)  Whether  to  support  the  ICC  arrest  warrant  against  Sudanese  President  Bashir:  b)  whether  to  take  a 
confrontational  or  an  appeasement  approach  to  the  Sudanese  government  on  the  issue  of  Darfur. 

•  Camp  Delta  (Guantanamo)  Standard  Operating  Procedure  2005-2009. 

•  Camp  Delta  (Guantanamo)  Interrogation  Standard  Operating  Procedure  2003-2009. 

•  Correspondence  between  the  National  Security  Agency  and  American  telecom  companies  such  as  AT&T,  Verizon,  and 
Qwest,  regarding  the  warrantless  wiretapping  program.  Correspondence  involving  telecoms  who  cooperated  with  the 
NSA  (e.g.  AT&T)  may  give  different  information  than  telecoms  who  refused  (e.g.  Qwest),  but  both  types  would  better 
shed  light  on  the  NSA's  program.  The  existence  of  this  correspondence  is  well  documented  in  the  media,  for  example 
that  Qwest's  lawyers  refused  to  cooperate  because  the  EISA  Court  had  not  signed  off  on  it. 

•  Iraq  and  Afhanistan  US  Army  Rules  of  Engagement  2(K)7-2009  (SECRET). 

.  CIA/DIA/NGA/NSA  analyses  of  the  VRYAN  crisis  of  1983. 

•  Technical  specifications  of  the  KH-11  and  follow-on  satellites  with  similar  capabilities. 

•  The  contents  of  the  Football,  and  how  they  changed  over  the  years  during  the  different  Administrations. 

•  What  Pollard  stole  and  gave  to  the  Mossad,  the  full  text. 

•  US  psychological  profiles  and  political  analyses  of  Soviet  leaders. 

•  Documents  relating  to  orbital  weapons  systems,  and  whether  the  US  ever  deployed  them  (or  still  deploy  them)  such  as 


orbital  HANE  devices. 

Information  about  the  PAN  satellite  and  the  agency  responsible  for  it  http://spaceflightnow.com/ncws/n0905 
/26milspace/ 

Commander  Directed  Report  of  Investigation  Concerning  an  Unauthorized  Transfer  of  Nuclear  Warheads  Between 
Minot  AFB,  North  Dakota  and  Barksdale  AFB,  Louisiana  -  30  August  2007  (S//FRD//MR) 

Investigation  into  the  Shipment  of  Sensitive  Missile  Components  to  Taiwan  (ADM  Donald  Report)  -  22  May  2008 


(S//FRD//NOFORN) 

•  Air  Force  Comprehensive  Assessment  of  Nuclear  Sustainment  (CANS)  -  July  2008  (S//FRD//NOEORN) 

•  General  Order  Number  One  issued  by  commanders  in  Iraq  and  Afghanistan 

•  Reports  about  Colombian  'fatsos  positives' 

•  Unrcdacted  copy  of  Dept  of  Justice's  Office  of  Inspector  General's  "A  Review  of  the  FBI' s  Actions  Connection  With 
Allegations  Raised  By  Contract  Linguist  Sibcl  Edmonds"  July  1 . 2004  (redacted  version  here  http://www.wbez.org 
/FILES/sibel.pdf ) 

•  All  secret  annexes  for.  attachments  to,  unrcdacted  versions  of.  and  documents  implici.lv  or  explicitly  referenced 
in  the  following  documents,  which  may  be  partially  available  in  unclassified  lorm: 

•  National  Security  Presidential  Directive  5 1 .  "National  Continuity  Policy".  May  9,  2007,  also  known  as 
Homeland  Security  Presidential  Directive  20 

.  Federal  Preparedness  Circular  65,  "Federal  Executive  Branch  Continuity  of  Operations  (COOP)".  July  26, 


1999 


•  Federal  Response  Plan  |FHMA  9230.1-PL|,  April  1999 

.  Presidential  Decision  Directive  67.  "Enduring  Constitutional  Government  and  Continuity  of  Government 
Operations" .  October  21.1 998 

•  Presidential  Decision  Directive  63.  "Critical  Infrastructure  Protection  (CIP)",  May  22. 1998 

.  Presidential  Decision  Directive  62,  "Protection  Against  Unconventional  Threats  to  the  Homeland  and 
Americans  Overseas",  May  22,  1998 

•  PPC  65  Federal  Response  Planning  Guidance  01-94.  "Continuity  of  Operations  (COOP) ",  December  4. 


1994 

.  HDD  67  National  Security  Directive  69.  "Enduring  Constitutional  Government ' ,  June  2.  1992 

•  FPC  65  Federal  Preparedness  Circular  61 ,  "Emergency  Succession  to  Key  Positions  of  the  Federal 
Departments  and  Agencies ',  August  2.  1991 

.  Federal  Preparedness  Circular  62.  "Delegation  of  Authorities  for  Emergency  Situations",  August  1. 1991 

•  Federal  Preparedness  Circular  60.  "Continuity  of  the  Executive  Branch  of  the  Federal  Government  at  the 
Headquarters  Level  During  National  Security  Emergencies".  November  20.1 990 
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«  National  Security  Direfuve  37,  "Enduring  Constitutional  Government  April  IS,  1990 

•  Executive  Order  12656,  "Assignment  of  Emergency  Preparedness  Responsibilities".  November  18,  1988 

•  Executive  Order  12472,  "Assignment  of  National  Security  and  Emergency  Preparedness 
Telecommunications  Functions",  April  3. 1984 

•  NSD  69  NSDD  55.  "Enduring  National  Leadership"  September  14,  1982 

•  Executive  Order  12148.  "Federal  Emergency  Management",  July  20,  1979 

•  A  list  of  the  actual  facilities  in  the  Federal  Relocation  Arc,  as  of  the  present  time,  along  with  their  locations. 

•  Blueprints,  maps,  and  floor  plans  of  MWHOC. 

•  Blueprints,  maps,  and  floor  plans  of  Site  R  (Raven  Rock). 

•  Blueprints  and  floor  plans  of  all  unmentioned  facilities  in  the  Federal  Relocation  Arc,  including  historical 
ones. 


Banking 

•  The  complete  list  of  identities  of  the  52.000  wealthy  American  clients  suspected  of  hiding  $15  billion  at  UBS  to  avoid 
taxes,  including  the  names  of  any  elected  or  appointed  government  or  former  government  officials. 

•  The  complete  details  of  Goldman,  Sachs  &  Co.’s  counterparty  exposure  to  A1G  prior  to  the  Federal  bailout  of  A1G  in 
September,  2008. 

Environment 

.  Monsanto's  internal  evaluations  of  GMO  products  including  safety  and  pollen  drift. 

Media 

•  The  Editorial  Guidelines  for  Fox  News 

•  Emails  relating  to  suppressed  GQ  Magazine  article  on  Putin's  rise  by  Scott  Anderson  mentioned  at  [6] 

(/web/2009 1 10506 1 330/htip://www.npr.org/templates/siory/story.php?storyld=l  12530364) 

Religion 

•  Mormons  Church  records 

.  With  recent  leak  of  1999/2006  Church  Handbook  of  Instructions,  pertinent  documents  and  covertly 
photographed  artifacts  in  the  vault  at  Church  Office  building  or  subsidy  in  Salt  Lake  City.  Utah  which  expose 
and  negate  Mormon  Church's  claim  of  divinity  and  its  monopoly  on  "truth."  I.e.  the  concealed  remnants  ol 
diaries  and  letters  written  by  former  early  Mormon  apostle  William  McLellin  17]  (/wcb/2009 1 105061330/hup: 
//en.wikipedia.org/wiki/William_E._M%27Lellin*Personal_writings)  .  McLellin  diary  and  documents  was  the 
main  point  of  interest  for  convicted  double  murderer/bornber  Mark  Hofmann's  planned  forgery  attempt  to 
deceive  Mormon  leaders  to  obtain  in  fraud  by  deception  monetary  reward  to  suppress  truth  of  early  Mormon 
history  unfavorable  to  current  Mormon  religion.  For  more  info,  [8|  (/web/20091 10506 1330/hup://www.ullm.org 
/onlinebooks/trackingch3.htm)  . 

.  Documents  of  Mormon  Church's  billion-dollar  investment  in  City  Creek  Mall  and  Condominium  in  SIX.  which 
may  put  Mormon  Church's  IRS  tax-exempt  status  in  jeopardy  if  there  is  verification  of  the  allegation  the  Church 
used  tithe  and  offering  monetary  contributions  by  the  members  to  fund  the  project  under  the  umbrella  of 
tax-exempted  religious  freedom. 

•  Mormon  Church  leadership's  involvement  in  polities,  such  as  correspondence  to  ecclesiastical  subordinates 
(bishopric)  on  policy  and  attimdc  towards  same-sex  civil  rights  &  other  sensitive  issues  relevant  and  concerning 
to  the  leaders.  As  well  as  recorded  correspondences  between  Mormon  members  of  Utah  legislation  and  Church 
leaders  on  sensitive  political  issu  Italic  rex  res  for  legislation  purposes  which  may  contravene  the  separation  of 
church  and  state. 

.  Uncovered  film  or  audio  recording  featuring  the  play  with  the  actor  portraying  Protestant  minister  encouraged  by 
Satan/Lucifcr  (portrayed  by  actor)  to  spread  false  doctrines  to  attack  all  religions  outside  of  Mormon  religion  as 
"abominable"  which  was  exhibited  for  qualified  "temple  recommend"  audiences  in  al;  of  the  existing  temples 
prior  to  removal  in  1990  (almost  like  leaked  Scientology  orientation  video)  |91  (/web, 2009 1 1 0506 1 330/http: 
//www' .exmormon.org/monnon/mormon288.htm) . 

•  Unearthed  secret  audio  or  video  recording  inside  Mormon  temple  with  the  temple  members  swearing  "blood 
oath"  before  removal  in  1990.  [101  (/web/20091 105061 33()/http://en.wikipedia.org 
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/wiki/Blood_oalh_(Latter^!.y_Saints)) 

•  Documented  Church  leaders'  and  lay  clergy's  cover-up  of  physical/sexual  abuse  and  npe  of  minors  by 
missionaries  and  members  without  reporting  to  law  enforcement  in  some  cases  fill  (/web/2009 11 0506 1330/http: 
//www.exmormon.org/mormon/mormon384.htm)  . 

•  Older  editions  of  Church  Handbooks  of  Instructions  from  the  first  edition  up  [121  (/web/20091 10506 1330/http: 
//cn.wikipedia.org/wiki/Church_Handbook_of_lnstructions*History)  for  comparison  to  recent  leaked  1968 
(truncated),  1999  and  2006  editions. 


Vatican 

•  Vatican  secret  archives 

•  Brief:  The  Index  of  the  Vatican  Secret  Archive.  At  present  pre-scrcncd  scholars  arc  allowed  to  see  it  but  not  copy 
it  (under  scholar  rule  '*  16  http://asv.vatican.va/en/fond/amm.htm) 

•  Vatican's  documents  on  nazi  Germany 

•  Brief:  All  documents  pertaining  to  Nazi  Germany  and  the  Vatican,  as  well  as  those  relating  to  the  post-war  rat 
line  to  Argentina.  Refer  to  http://news.bbe.co.Uk/2/hi/europe/261 1847 .stm 

International  organizations 

•  Bilderberg  Group 

•  Brief:  Bilderberg  Group  meeting  minutes,  papers  and  annual  reports  of  since  1954.  WikiLeaks  has  some  years 
already.  Bilderberg  is  an  annual  off-the  record  conference  of  transatlantic  political,  economic  and  ideological 
agenda  setters.  As  an  historically  important  confidential  document  collection  it  is  probably  only  equaled  by 
Cabinet  minutes  and  high  level  intelligence  and  diplomatic  assessments.  Leads:  There  are  some  older,  previously 
unnoticed  records  in  boxes  at  Uni  of  Illinois  http://www.library.illinois.edu/archives/uasfa/1535051  .pdf 
(1956-1970)  the  George  Bush  library.  http://bushlibrary.tamu.edu/research/finding_aids/pdfs/08-0379-Hpdfand 
the  Eisenhower  Library  in  Kansas  http://www.eisenhower.utexas.edu/Rescarch/Hnding_Aids 
/PDFs/Jackson_CD_Reeords.pdf 

•  Entity:  Bilderberg  Group  (/web/20091 10506 1 330/hup://en. wikipedia.org/wiki/Bilderberg._Group) 

•  Alliance  Base 

•  Brief:  Documents  regarding  the  founding  and  operation  of  Alliance  Base  (/wcb/2009 . 105061 3 30/http: 
//en.wikipedia.org/wiki/AIIiancc_Basc)  . 

Retrieved  from  ',hups://securc.wikilcaks.org/wiki/Draft:The_Most_Wanted_Leaks_of_2009-sort" 

Categories:  Bulgaria  1  Czech  Republic  I  Denmark  I  Estonia  I  France  I  Germany  I  Iceland  I  Italy  I  Latvia  I  Lithuania  I 

Netherlands  I  Norway  I  Poland  I  Romania  I  Slovenia  I  Spain  I  Turkey  I  United  Kingdom  !  Switzerland  I  Sweden  1  Malta  I 

Portugal  1  Luxembourg  1  Finland  I  Belgium  I  Cyprus  1  Canada  I  Slovakia  1  United  States 


>://web.archive .org/web/2009 1 10506 1 33()/hUp://wikileaks.org/wiki/Draft:Thc_Mosi_Wanied_Leaks  of.  _2009-sort 


G 


O 


IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES  ) 

)  DEFENSE  MOTION  FOR 

v.  )  JUDICIAL  NOTICE  OF 

)  FOIA  REQUEST  BY  REUTERS 

MANNING,  Bradley  E.,  PFC  ) 

U.S.  Army, 

Headquarters  and  Headquarters  Company,  U.S.  ) 

Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  )  DATED:  15  JUNE  2013 
FortMyer,VA  22211  ) 


RELIEF  SOUGHT 


1 .  PFC  Bradley  E.  Manning,  by  and  through  counsel,  moves  this  court,  pursuant  to  Military 
Rules  of  Evidence  (MRE)  201  to  take  judicial  notice  that  Reuters  America,  Inc.  made  a  FOIA 
request  to  United  States  Central  Command  (CENTCOM),  to  which  it  received  a  response 
twenty-one  (21)  months  later. 


BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 

2.  As  the  moving  party,  the  Defense  has  the  burden  of  persuasion.  RCM  905(c)(2).  The  burden 
of  proof  is  by  a  preponderance  of  the  evidence.  RCM  905(c)(1). 

FACTS 


3.  PFC  Manning  is  charged  with  five  specifications  of  violating  a  lawful  general  regulation,  one 
specification  of  aiding  the  enemy,  one  specification  of  disorders  and  neglects  to  the  prejudice  of 
good  order  and  discipline  and  service  discrediting,  eight  specifications  of  communicating 
classified  information,  five  specifications  of  stealing  or  knowingly  converting  Government 
property,  and  two  specifications  of  knowingly  exceeding  authorized  access  to  a  Government 
computer,  in  violation  of  Articles  92,  104,  and  134,  Uniform  Code  of  Military  Justice  (UCMJ) 
10  U.S.C.  §§  892,  904,  934  (2010). 

4.  The  original  charges  were  preferred  on  5  July  2010.  Those  charges  were  dismissed  by  the 
convening  authority  on  1 8  March  2011.  The  current  charges  were  preferred  on  1  March  2011. 
On  16  December  through  22  December  201 1,  these  charges  were  investigated  by  an  Article  32 
Investigating  Officer.  The  charges  were  referred  to  a  general  court-martial  on  3  February  2012. 
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WITNESSES/EVIDENCE 


5.  The  Defense  does  not  request  any  witnesses  be  produced  for  this  motion. 

LEGAL  AUTHORITY  AND  ARGUMENT 


6.  In  the  interest  of  judicial  economy,  MRE  201  relieves  a  proponent  from  formally  proving 
certain  facts  that  reasonable  persons  would  not  dispute.  There  are  two  categories  of  adjudicative 
facts  that  may  be  noticed  under  the  rule.  First,  the  military  judge  may  take  judicial  notice  of 
adjudicative  facts  that  are  “generally  known  universally,  locally,  or  in  the  area  pertinent  to  the 
event.”  MRE  201(b)(1).  Under  this  category  of  adjudicative  facts,  it  is  not  the  military  judge’s 
knowledge  or  experience  that  is  controlling.  Instead,  the  test  is  whether  the  fact  is  generally 
known  by  those  that  would  have  a  reason  to  know  the  adjudicative  fact.  U.S.  v.  Brown,  33  M.J. 
706,  709  (N.M.C.A  1992).  The  second  category  of  adjudicative  facts  is  those  “capable  of 
accurate  and  ready  determination  by  resort  to  sources  whose  accuracy  cannot  reasonably  be 
questioned.”  MRE  201(b)(2).  This  category  of  adjudicative  facts  includes  government  records, 
business  records,  information  in  almanacs,  scientific  facts,  and  well  documented  reports.  Id.  See 
also,  U.S.  v.  Spann,  24  M.J.  508  (A.F.C.M.R.  1987).  Moreover,  judicial  notice  may  be  taken  of  a 
periodical.  U.S.  v.  Needham .  23  M.J.  383,  385  (C.M.A.  1 983)(taking  judicial  notice  of  Drug 
Enforcement  Agency  publication).  The  key  requirement  for  judicial  notice  under  this  category  is 
that  the  source  relied  upon  must  be  reliable.  Salzburg,  Lee  D.  Schinasi  &  David  A.  Schlueter, 
Military  Rules  of  Evidence,  §201.02[3]  at  p.  2-7  (7th  Ed.,  Matthew  Bender  &  Co.  201 1) 

7.  Under  MRE  201(d),  a  military  judge  must  take  judicial  notice  if  the  proponent  presents  the 
necessary  supporting  information.  In  making  the  determination  whether  a  fact  is  capable  of 
being  judicially  noticed,  the  military  judge  is  not  bound  by  the  rules  of  evidence.  Id. 

Additionally,  the  information  relied  upon  by  the  party  requesting  judicial  notice  need  not  be 
otherwise  admissible.  Id.  The  determination  of  whether  a  fact  is  capable  of  being  judicially 
noticed  is  a  preliminary  question  for  the  military  judge.  See  MRE  104(a). 

8.  The  fact  that  Reuters  received  a  response  to  its  FOIA  request  21  months  after  its  request  is  a 
fact  capable  of  accurate  and  ready  determination  from  reliable  sources.  MRE  201(b)(2).  Here, 
Reuters  FOIA  request  was  submitted  to  the  Pentagon  on  25  July  2007.  See  Enclosure  1  (BATES 
#  412534).  On  7  August  2007,  the  Reuters  request  was  forwarded  to  CENTCOM  for  processing. 
See  Enclosure  2  (BATES#  412533).  On  24  April  2009,  CENTCOM  formally  responded  to  the 
Reuters  request.  See  Enclosure  3  (BATES#  412536-412537).  Each  of  these  correspondences  is 
on  the  sender’s  official  letterhead  and  was  provided  to  the  Defense  by  the  Government  during 
discovery.  Their  reliability  cannot  reasonably  be  questioned. 

9.  The  requested  fact  is  relevant.  This  Court  previously  ruled  that  evidence  of  PFC  Manning’s 
motive  is  relevant  with  respect  to  the  knowledge  element  of  the  Specification  of  Charge  I.  See 
Appellate  Exhibit  470  at  3.  In  its  draft  instructions  the  Court  established: 

“Knowingly  requires  actual  knowledge  by  the  accused  that  by  giving 
intelligence  to  the  3rd  party  or  intermediary  or  in  some  other  indirect 
way,  that  he  was  actually  giving  intelligence  to  the  enemy  through 
indirect  means.  This  offense  requires  that  the  accused  had  a  general  evil 
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intent  in  that  the  accused  had  to  know  he  was  dealing,  directly  or 
indirectly,  with  an  enemy  of  the  United  States.  “Knowingly”  means  to 
act  voluntarily  or  deliberately.  A  person  cannot  violate  Article  104  by 
committing  an  act  inadvertently,  accidentally,  or  negligently  that  has  the 
effect  of  aiding  the  enemy.  See  Appellate  Exhibit  410. 

10.  The  requested  fact  is  relevant  to  PFC  Manning’s  motive.  During  his  providence  inquiry 
PFC  Manning  noted  that  he  read  about  the  lengthy  delay  Reuters  experienced  with  respect  to  its 
FOIA  request  for  information  related  to  the  killing  of  two  of  their  employees  in  Iraq.  PFC 
Manning,  citing  the  lengthy  FOIA  process  and  the  fact  that  Reuters  was  denied  access  to  video 
of  the  incident,  went  on  to  say  that  he  believed  release  of  the  video  would  help  Reuters  prevent 
such  events  in  the  future.  PFC  Manning  testified  that  he  originally  intended  to  release  the  video 
directly  to  Reuters  upon  redeployment,  but  chose  to  release  the  video  to  WikiLeaks  so  Reuters 
could  get  the  information  prior  to  his  redeployment.  The  fact  for  which  judicial  notice  is 
requested  substantiates  the  difficulty  PFC  Manning  believed  Reuters  had  obtaining  a  copy  of  the 
video.  PFC  Manning’s  belief  that  releasing  the  video  could  help  prevent  similar  incidents  in  the 
future  is  directly  related  to  the  knowledge  element  of  Charge  I.  It  is  clear  from  PFC  Manning’s 
testimony  that  he  believed  he  was  dealing  with  WikiLeaks  and  Reuters,  and  not  an  enemy  of  the 
United  States.  The  documentation  of  the  Reuters  FOIA  request  makes  it  more  likely  that 
circumstances  surrounding  that  request  were  as  PFC  Manning  believed  them  to  be. 

1 1 .  The  requested  fact  is  also  relevant  to  rebut  any  motive  or  state  of  mind  evidence  presented 
by  the  Government.  This  Court  held,  “[i]f  the  Government  offers  statements  made  by  the 
accused  to  SPC  Jihrlea  Showman  to  prove  his  state  of  mind,  the  accused’s  motive  or  state  of 
mind  during  the  period  of  the  charged  offenses  is  relevant  to  rebut  that  evidence.”  See  Appellate 
Exhibit  470  at  3.  As  discussed,  PFC  Manning  released  the  video  depicting  two  Reuters 
employees  being  killed  because  he  believed  Reuters  would  be  able  to  help  prevent  similar 
incidents  in  the  future  if  they  saw  the  video.  PFC  Manning  also  cited  the  delays  in  processing 
the  Reuters  FOIA  request  in  his  decision  making  process.  The  instant  fact  makes  it  more  likely 
that  PFC  Manning’s  motive  was  as  he  described  it,  and  is,  thus,  relevant. 

CONCLUSION 


12.  Based  on  the  above,  the  Defense  requests  that  the  Court  to  take  judicial  notice  of  the 
requested  adjudicative  fact. 


Respectfully  Submitted 


JOSHUA  J.  TOOMAN 
CPT,  JA 
Defense  Counsel 
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I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  MAJ  Ashden 
Fein,  via  electronic  mail,  on  15  June  2013. 


CPT,  JA 
Defense  Counsel 


4 


ENCLOSURE  1 


o 


REUTERS  # 

Writer’s  Direct  Dial 
+1  (646)223  4212 
Writer's  Email 


July  25,  2007 


Via  Email 
Bryan  Whitman 

Deputy  Assistant  Secretary  for  Public  Affairs 
Department  of  Defense 
The  Pentagon 

Washington,  DC  20301-1000 


Re:  FOIA  Request  relating  to  the  killing  of  Reuters  journalists  Mr.  Namir  Noor- 

Eldeen  and  Mr.  Saeed  Chmaqh 


Dear  Deputy  Assistant  Secretary  Whitman: 

This  is  a  request  under  the  Freedom  of  Information  Act  (5  U.S.C.  §  552)  for: 

All  documents,  reports,  information,  video  and  audio  recordings  and  any 
other  evidence  or  materials  (whether  in  hard  copy  or  electronic  form)  in 
the  possession  of  the  Department  of  Defense  relating  to  the  killing  of 
Reuters  staffers  Namir  Noor-Eldefm  and  Saeed  Chmagh  in  Baghdad,  Iraq 
on  July  12,  2007  during  the  operations  overseen  that  day  by  2nd 
Battalion,  16th  Infrantry  Regiment,  4th  Infantry  Combat  Brigade,  1st 
Infantry  Division  (“2nd  Battalion”). 

This  request  includes,  but  is  not  limited  to,  any  video  recordings  taken  by 
Apache  helicopters,  other  air  support  craft,  humvees  and  any  armored 
ground  vehicles  in  the  area,  whether  under  the  command  of  2nd  Battalion 
or  other  units  operating  in  support  of  2nd  Battalion. 

This  request  also  includes,  but  is  not  limited  to,  evidence  and  materials 
obtained  in  the  course  of  the  investigation  into  the  killings  of  Mssrs.  Noor- 
Eldeen  and  Chmagh  being  conducted  by  Brigadier  General  Vincent 
Brooks. 

Reuters  is  willing  to  pay  reasonable  fees  incurred  in  the  course  of  produce  the  materials 
requested  herein. 


TSK716 


Reuters  America  me 
The  Reuters  Ilmlding 
3  Times  Square 
New  Yoik  NY  10036 
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REUTERS  f 


July  25,  2007 
Bryan  Whitman 
Page  2 


As  this  information  concerns  a  matter  of  urgency,  please  provide  an  expedited  review  of 
this  request  and  contact  me  directly  by  telephone  or  email  if  you  have  any  questions  or 
need  additional  information. 


Sincerely  yours, 


Thomas  S.  Kim 

Senior  Vice  President 

Global  Head  of  Compliance  Assurance 

Principal  Legal  Counsel 


cc:  Rear  Admiral  I.  Mark  Fox  (via  email) 
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OFFICE  OF  FREEDOM  OF  INFORMATION 
1155  DEFENSE  PENTAGON 
WASHINGTON,  DC  20301-1155 


DEPARTMENT  OF  DEFENSE 


AUG  0  7  2007 


Ref:  07-F-2265 


MEMORANDUM  FOR  U.  S.  CENTRAL  COMMAND 


CCJ6-DM  (FOIA) 

7115  SOUTH  BOUNDARY  BLVE 
MACDILL  AFB,  FL  33621-5510 


SUBJECT:  Freedom  of  Information  Act  (FOIA)  Request  -  Mr.  Thomas  S.  Kim 

The  attached  FOIA  request  is  referred  to  your  organization  as  a  matter  under  your 
cognizance.  Please  search  for  material  responsive  to  the  request  and  respond  directly  to 
the  requester.  You  should  note  that,  we  categorized  the  requester  as  an  “other”  use 
requester  and  he  is  seeking  expedite  processing.  Our  point  of  contact  for  this  action  is 
Angela  Campagna,  (703)  696-2641,  angela.campagna.ctr@whs.niil. 


Enclosure: 

1.  Request 

2.  Letter  to  requester 


Received 


SEP  5  2007 


USCENTCOM  FOIA 
Case  # 


c»~ 
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t'MTFi)  -S T.\  H>  (.'EVFRA.1 ,  i  :OMMAM3 

omo.rn  mr.(  nm  o>  mmt 

24  April  2009 


Mr.  Thomas  S.  Kim 
Reuiers  America  Inc. 

The  Reuters  Building 
3  Tunes  Square 
New  York.  NY  30036 

Dear  Mr.  Kim. 

1  am  writing  in  response  to  your  Freedom  of  Information  Act  (FOIA)  request  for  ail 
documents,  reports,  information,  video  and  audio  recordings  relating  to  the  deaths  of  Mr.  Namir 
Noor-Eldeen  and  Mr.  Saeed  Chmagh,  Reuters  journalists. 

USCENTCOM  conducted  a  through  search  and  located  eight  responsive  documents.  Aftcr 
reviewing  the  information,  I  have  determined  that  three  (Attack  Mission  Request,  Mission 
Journal,  and  Story  Board)  documents  are  currently  and  properly  classified  in  accordance  with 
Executive  Order  12958,  as  amended,  sections  1.4(a).  military  plans,  operations,  or  weapon 
systems;  and  1.4(c),  intelligence  activities.  Therefore,  the  national  security  information  is 
withheld  pursuant  5  U.S.C.  552(b)(1).  classified  information.  Additional  information  identified 
in  all  eight  documents  is  protected  pursuant  to  5  U.S.C.  552  (b)(2)High.  information  regarding 
intemafruies  or  practices;  (b)(3),  as  it  relates  to  10  U.S.C.  I30b,  personnel  in  overseas,  sensitive 
or  routinely  deployable  units;  (b)(5).  inter-agency  records;  and  (b)(6),  protection  of  personal 
privacy.  As  such.  I'm  enclosing  six  partially  released  documents.  The  Mission  Journal  and 
Story  Board  documents  arc  withheld  in  their  entirety. 


Accordingly,  in  my  capacity  as  the  Initial  Denial  Authority,  by  withholding  this  information  I 
am  partially  denying  your  request.  The  cost  for  processing  your  request  is  S352.  Please  make 
payment  to  U.S.  Treasury  Department  and  remit  to  USCENTCOM  for  processing.  If  you  are  not 
satisfied  with  this  action,  you  may  appeal  to  the  appellate  authority,  the  Director  of 
Administration  and  Management,  Office  of  the  Secretary  of  Defense.  To  submit  your  appeal, 
you  should  write  directly  to  the  Defense  Freedom  of  information  Policy  Office.  Attn:  Mr.  James 
Hogan.  1155  Defett.se  Pentagon.  Washington  D.C.  20301-1155.  Your  appeal  should  be 
postmarked  within  60  calendar  days  of  the  date  of  this  letter,  should  cite  case  number  07-0240, 
and  should  be  clearly  marked  “Freedom  of  Information  Act  Appeal.” 
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If  you  have  any  questions  regarding  this  FOIA  request,  please  contact  my  FOIA  Requester 
Service  Center  at  (813)  827-1810  and  refer  to  USCENTCOM  FOIA  07-0240  when  inquiring. 


Sincerely, 


Enclosures: 

1.  Action  By  Appointing  Authority 

2.  Sworn  Statements 

3.  Attack  Mission  Request 

4.  Photographs 

5.  1st  Air  Cavalry  Brigade  AR  1 5-6  Investigation 

6.  2nd  Brigade  Combat  Team  15-6  Investigation 

7.  DD  Form  2086.  Rceord  of  FOIA  Processing  Cost 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES 
v. 


MANNING,  Bradley  E.,  PFC 
U.S.  Army, 

Headquarters  and  Headquarters  Company,  U.S. 
Army  Garrison,  Joint  Base  Myer-Henderson  Hall, 
Fort  Myer,  VA  2221 1 


) 

)  DEFENSE  MOTION  FOR 

)  JUDICIAL  NOTICE  OF 

)  CENTCOM  CLASSIFICATION 
)  ASSESSMENT  OF  APACHE 
)  VIDEO  AND  TRANSCRIPT  OF 
)  PROSECUTION  EXHIBIT  15 
) 

)  DATED:  15  JUNE  2013 

) 


RELIEF  SOUGHT 

1.  PFC  Bradley  E.  Manning,  by  and  through  counsel,  moves  this  Court,  pursuant  to  Military 
Rule  of  Evidence  (MRE)  201  and  MRE  801(d)(2)(D)  to  take  judicial  notice  of  the  CENTCOM 
classification  assessment  conducted  by  RADM  Kevin  Donegan.  The  Defense  further  requests 
this  Court  take  judicial  notice  of  the  transcript  for  Prosecution  Exhibit  15. 

BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 

2.  As  the  moving  party,  the  Defense  has  the  burden  of  persuasion.  Rule  for  Courts-Martial 
(RCM)  905(c)(2).  The  burden  of  proof  is  by  a  preponderance  of  the  evidence.  RCM  905(c)(1). 

FACTS 


3.  PFC  Manning  is  charged  with  five  specifications  of  violating  a  lawful  general  regulation,  one 
specification  of  aiding  the  enemy,  one  specification  of  disorders  and  neglects  to  the  prejudice  of 
good  order  and  discipline  and  service  discrediting,  eight  specifications  of  communicating 
classified  information,  five  specifications  of  stealing  or  knowingly  converting  Government 
property,  and  two  specifications  of  knowingly  exceeding  authorized  access  to  a  Government 
computer,  in  violation  of  Articles  92,  104,  and  134,  Uniform  Code  of  Military  Justice  (UCMJ) 
10  U.S.C.  §§  892,  904,  934  (2010). 

4.  The  original  charges  were  preferred  on  5  July  2010.  Those  charges  were  dismissed  by  the 
convening  authority  on  1 8  March  2011.  The  current  charges  were  preferred  on  1  March  2011. 
On  1 6  December  through  22  December  2011,  these  charges  were  investigated  by  an  Article  32 
Investigating  Officer.  The  charges  were  referred  to  a  general  court-martial  on  3  February  2012. 

5.  On  13  October  2010  RADM  Kevin  Donegan,  Director  of  Operations  at  CENTCOM, 
conducted  an  assessment  of  the  classification  determination  of  the  Apache  video,  which  is  now 
PE  15.  See  Enclosure  1.  RADM  Donegan  determined: 


Q 


Q 


In  our  view,  the  video  in  question  should  be  deemed 
UNCLASSIFIED.  Reference  B  sets  out  guidance  for  classification 
of  materials  in  the  CENTCOM  Area  of  Responsibility.  The 
guidance  covers  a  wide  range  of  issues,  but  in  this  instance  the 
relevant  category  is  on  page  A-26,  “Specific  Operational 
Information.”  Under  this  category,  operational  information  may 
be  UNCLASSIFIED  if  the  information  describes  a  past  event  in 
generic  terms,  provides  no  indicators  of  potential  future  operations, 
does  not  provide  specific  locations,  unit  data,  TTPs,  capabilities,  or 
does  not  embarrass  Coalition  members.  The  subject  video  meets 
these  criteria  and  should  therefore  be  UNCLASSIFIED.  It  is 
possible  that  some  elements  of  the  video  may  have  warranted 
higher  classification  at  the  time  of  the  event,  but  without  specific 
operational  context  we  cannot  now  man  as  assessment  on  this. 


WITNESSES/EVIDENCE 


6.  The  Defense  does  not  request  any  witnesses  be  produced  for  this  motion.  The  Defense 
respectfully  requests  this  court  to  consider  the  referenced  attachments  to  this  motion  in  support 
of  its  request. 


LEGAL  AUTHORITY  AND  ARGUMENT 

A.  The  Statement  of  RADM  Donegan  is  Proper  for  Judicial  Notice  Under  MRE  201  and  MRE 
801(d)(2)(B) 

7.  In  the  interest  of  judicial  economy,  MRE  201  relieves  a  proponent  from  formally  proving 
certain  facts  that  reasonable  persons  would  not  dispute.  There  are  two  categories  of  adjudicative 
facts  that  may  be  noticed  under  the  rule.  First,  the  military  judge  may  take  judicial  notice  of 
adjudicative  facts  that  are  “generally  known  universally,  locally,  or  in  the  area  pertinent  to  the 
event.”  MRE  201(b)(1).  Under  this  category  of  adjudicative  facts,  it  is  not  the  military  judge’s 
knowledge  or  experience  that  is  controlling.  Instead,  the  test  is  whether  the  fact  is  generally 
known  by  those  that  would  have  a  reason  to  know  the  adjudicative  fact.  U.S.  v.  Brown,  33  M.J. 
706,  709  (N.M.C.A  1992).  The  second  category  of  adjudicative  facts  is  those  “capable  of 
accurate  and  ready  determination  by  resort  to  sources  whose  accuracy  cannot  reasonably  be 
questioned.”  MRE  201(b)(2).  This  category  of  adjudicative  facts  includes  government  records, 
business  records,  information  in  almanacs,  scientific  facts,  and  well  documented  reports.  Id.  See 
also,  U.S.  v.  Spann,  24  M.J.  508  (A.F.C.M.R.  1987).  Moreover,  judicial  notice  may  be  taken  of  a 
periodical.  U.S.  v.  Needham .  23  M.J.  383,  385  (C.M.A.  1 983)(taking  judicial  notice  of  Drug 
Enforcement  Agency  publication).  The  key  requirement  for  judicial  notice  under  this  category  is 
that  the  source  relied  upon  must  be  reliable. 
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8.  Under  MRE  201  (d),  a  military  judge  must  take  judicial  notice  if  the  proponent  presents  the 
necessary  supporting  information.  In  making  the  determination  whether  a  fact  is  capable  of 
being  judicially  noticed,  the  military  judge  is  not  bound  by  the  rules  of  evidence.  1  STEPHEN  A. 
SALTZBURG,  LEE  D.  SCHINASI,  AND  DAVID  A.SCHLUETER,  MILITARY  RULES  OF 
EVIDENCE  MANUAL  201 .02[3]  (2003)  Additionally,  the  information  relied  upon  by  the 
party  requesting  judicial  notice  need  not  be  otherwise  admissible.  Id.  The  determination  of 
whether  a  fact  is  capable  of  being  judicially  noticed  is  a  preliminary  question  for  the  military 
judge.  See  MRE  104(a). 

9.  The  Defense  requests  this  court  take  judicial  notice  that  the  statement  outlined  above  was 
made  by  RADM  Donegan.  Here,  the  statements  fall  under  the  second  category  of  facts 
contemplated  by  MRE  201(b)(2).  The  statement  is  capable  of  accurate  and  ready  determination, 
as  it  appears  on  official  U.S.  CENTCOM  letterhead  and  is  signed  by  RADM  Donegan. 

Because  the  statement  is  facially  reputable  and  there  is  no  reasonable  basis  to  question  its 
authenticity,  it  is  appropriate  for  judicial  notice.  MRE  201(b)(2) 

B.  The  Statements  are  Admissible  as  Non-Hearsay  Under  MRE  801(d)(2) 

10.  Any  government  agency  affected  by  the  alleged  leaks  should  be  considered  a  party 
opponent.  Id.  U.S.  v.  American  Tel.  &  Tel.  Co.,  498  F.Supp.  353  (D.C.D.C.  1980)  is  instructive. 
At  issue  were  statements  made  by  representatives  of  various  agencies  of  the  Executive  Branch  at 
FCC  proceedings.1  The  court  rejected  the  government  argument  that  the  entire  Executive  Branch 
should  not  be  considered  a  party  opponent,  noting  that  the  implications  of  the  case  extended 
beyond  just  the  Department  of  Justice  (DOJ).  Id.  at  357.  The  court  also  rejected  the 
government’s  contention  that  it  should  not  have  to  offer  explanations  for  the  statements  because 
the  government’s  size  and  the  varying  interests  of  the  numerous  government  agencies  would 
make  offering  such  an  explanation  burdensome.  The  court  held: 

[T]he  underlying  theoretical  premise  of  the  government’s  argument  is  troubling 
and  cannot  be  accepted.  Its  argument  in  effect  is  that,  whenever  the  purpose  of  a 
rule-whether  of  pleading  or  of  evidence- would  be  better  effectuated  by  altering 
the  configuration  of  a  party  to  which  it  is  applicable,  then  the  definition  of  that 
party  must  be  changed  in  midstream.  Carried  to  its  logical  conclusion,  this 
position  would  force  the  courts  to  change  the  shape  and  size  of  parties, 
particularly  in  complex  litigation,  depending  upon  the  part  of  the  case  being  tried 
and  the  principles  of  law  and  procedure  that  may  be  relevant  at  any  given 
moment.  These  chameleon-like  shifts  in  the  identity  of  the  parties  would  upset  the 
orderly  conduct  of  such  litigation. 

For  these  reasons,  the  Court  rejects  the  proposition  that  the  plaintiff  in  this  case 
for  the  purposes  of  the  rules  of  evidence  is  the  Department  of  Justice;  it  holds,  as 
it  did  on  September  11,  1978,  that  the  plaintiff  is  the  United  States;  and  it 
concludes  that  the  statements  contained  in  the  three  test  case  documents  in 


1  Specifically  at  issue  was  a  Brief  for  the  Administrator  of  General  Services,  testimony  of  the  Director  for 
Telecommunications  Policy,  Office  of  the  Secretary  of  Defense  and  Proposed  Findings  of  Fact  and  Argument  of  the 
Secretary  of  Defense.  Id.  at  357. 
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question  (see  note  6  supra )  constitute  admissions  by  a  party-opponent  under  Rule 
801(d)(2).  Id. 

11.  The  Department  of  Defense  clearly  qualifies  as  a  party  opponent  in  this  case.  PFC  Manning 
is  charged  with  releasing  documents  from  the  Department  of  Defense  and  is  facing  action  under 
the  Uniform  Code  of  Military  Justice.  U.S.  CENTCOM  falls  under  the  Department  of  Defense 
and,  as  such,  must  be  considered  a  party  opponent.  The  Director  of  Operations  for  CENTCOM, 
RADM  Donegan,  has  the  authority  to  speak  for  CENTCOM. 

12.  The  statement  is  admissible  pursuant  to  MRE  801(d)(2)(D).  Statements  by  a  party’s  agent 
or  servant  are  admissible  against  that  party  as  long  as  those  statements  fall  within  the  agent’s  or 
servant’s  scope  of  authority  and  are  made  while  the  agency  or  employment  relationship 
continued.  MRE  801(d)(2)(D).  Statements  made  in  the  scope  of  employment  by  a  government 
employee  may  properly  be  admitted.  C&H  Commercial  Contractors  v.  U.S.,  35  Fed.  Cl.  246, 

256  (Fed.  Cl.  1996).  The  court  in  U.S.  v.  Babat,  18  M.J.  316  (C.M.A.  1984)  held,  “statements 
someone  makes  through  an  authorized  agent  are  imputable  to  the  principle  and  may  be  admitted 
in  evidence  against  him.”  Id.  at  324.  The  rationale  for  this  rule  is  that  agents  or  employees  have 
an  incentive  not  to  make  statements  that  might  damage  the  party  who  retains  them. 

13.  While  some  circuit  courts  have  held  that  not  all  statements  by  government  agents  should 
been  considered  statements  by  a  party  opponent  under  rule  801(d)(2)(D),  such  holdings  are 
predicated  on  the  idea  that  an  individual  cannot  bind  the  sovereign.  U.S.  v.  Garza,  448  F.3d  294 
(5th  Cir.  2006).  However,  where  a  government  agent  is  capable  of  binding  the  sovereign, 
statements  from  that  agent  are  admissible  under  801(d)(2)(D).  U.S.  v.  Salerno,  937  F.2d  797 , 

812  (2d.  Cir.  1 991  )(holding  that  opening  and  closing  statements  made  by  prosecutor  in  a 
different,  but  related  criminal  prosecution  were  admissible  to  show  the  government  once  had 
expressed  a  different  theory  about  the  alleged  crime),  see  also,  U.S.  v.  Johnson,  —  F.Supp.2d  — 
-,  2012  WL  1836282  (N.D.  Iowa  2012)(discussingthe  admissibility  of  inconsistent  factual 
assertions  and  inconsistent  opinions),  U.S.  v.  Van  Griffin,  874  F.2d  634,  638  (9th  Cir. 

1 989)(holding  that  a  government  manual  on  field  sobriety  testing  issued  by  the  government  was 
admissible  where  the  agency  was  a  relevant  and  competent  section  of  the  government),  U.S.  v. 
Branham,  97  F.3d  835,  851  (6th  Cir.  1996)(noting  that  the  federal  government  is  a  party- 
opponent  of  the  defendant  in  a  criminal  case  and  a  statements  by  a  paid  informant  were 
admissible). 

14.  Here,  the  statement  for  which  judicial  notice  is  requested  was  made  by  an  individual  with 
the  power  to  speak  for  CENTCOM.  The  statements  in  questions  are  not  the  musings  of  random 
Soldiers  posted  to  a  blog.  Rather,  RADM  Donegan,  the  CENTCOM  Director  of  Operations, 
serves  in  a  high  level  position  and  spoke  on  behalf  of  those  who  did/do  have  the  ability  to  bind 
the  sovereign.  Moreover,  his  position  at  CENTCOM  is  relevant  to  this  case  because  PFC 
Manning  is  charged  with  leaking  various  CENTCOM  documents.  Because  the  statements  were 
made  by  party  opponents  within  the  scope  of  their  employment  and  the  party  opponents  have  the 
ability  to  bind  the  sovereign  their  statements  should  be  deemed  admissible  under  MRE 
801(d)(2)(D). 
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C.  A  Transcript  of  Prosecution  Exhibit  15  is  Admissible  Pursuant  to  MRE  201(b) 

15.  Rule  201(b)  allows  for  the  Court  to  take  judicial  notice  of  those  facts  which  are  “capable  of 
accurate  and  ready  determination  by  resort  to  sources  whose  accuracy  cannot  reasonably  be 
questioned.”  Enclosure  2  provides  the  Court  with  a  transcript  of  Prosecution  Exhibit  15.  The 
source  of  this  information  is  Prosecution  Exhibit  15.  The  transcript  can  easily  be  verified  by 
viewing  Prosecution  Exhibit  1 5  and  following  along.  As  such,  the  transcript  is  capable  of 
accurate  and  ready  determination.  This  transcript  promotes  judicial  economy  by  allowing  the 
Court  to  reference  the  dialogue  of  the  video  without  actually  viewing  the  Exhibit.  Accordingly, 
the  Defense  requests  this  Court  take  judicial  notice  of  Enclosure  2. 


CONCLUSION 


1 6.  Based  on  the  above,  the  Defense  requests  that  the  Court  to  take  judicial  notice  of  requested 
adjudicate  facts,  and  to  admit  these  facts  as  admissions  by  a  party  opponent  at  trial. 


Respectfully  Submitted 


JOSHUA  J.  TOOMAN 
CPT,  JA 
Defense  Counsel 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  MAJ  Ashden 
Fein,  via  electronic  mail,  on  15  June  2013. 


CPT,  JA 
Defense  Counsel 
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UNITED  STATES  CENTRAL  COMMAND 
7115  SOUTH  BOUNDARY  BOULEVARD 
MACD1LL  AIR  FORCE  BASE,  FLORIDA  33621-5101 


CCJ3 


13  October  2010 


MEMORANDUM  THRU  Qldef  of  Staff  (CoS),  United  States  Central  Command,  MacDill  A.P8, 
Tampa,  Florida,  33608.  ^ 

FOR  United  States  Army  Office  of  the  Judge  Advocate  General  USA  OTJAG 

SUBJECT:  CENTCOM  Assessment  of  the  Is*  Cavalry  Division  Classification  Determination  of 
Apache  Video  (Tasker  #  20100921-044) 

References:  (A)  Email  chain  from  OUSD 

(B)  CENTCOM  Regulation  (CCR  380-14,  USCENTCOM  Security  Classification 
Guide  0110,  Dated:  26  February  2010 

1 .  Purpose.  The  purpose  of  this  memorandum  is  to  provide  a  position  in  response  to  the 
question  of  whether  or  not  the  information  contained  in  the  subject  video  should  be 
classified  at  any  level  (Reference  A). 

2.  CENTCOM  Position.  In  our  view,  the  video  in  question  should  be  deemed 
UNCLASSIFIED.  Reference  B  sets  out  guidance  for  classification  of  materials  in  die 
CENTCOM  Area  of  Responsibility.  The  guidance  covers  a  wide  range  of  issues,  but  in 
this  instance  the  relevant  category  is  on  page  A-26,  “Specific  Operational  Information." 
Under  this  category,  operational  information  may  be  UNCLASSIFIED  if  the  information 
describes  a  past  event  in  generic  terms,  provides  no  indicators  of  potential  future 
operations,  does  not  provide  specific  locations,  unit  data,  TI  Ps,  capabilities,  or  does  not 
embarrass  Coalition  members.  The  subject  video  meets  these  criteria  and  should  therefore 
be  UNCLASSIFIE  D.  It  is  possible  that  some  elements  of  the  video  may  have  warranted 
higher  classification  at  the  time  of  the  event,  but  without  specific  operational  context  we 
cannot  now  make  an  assessment  on  this. 

3.  The  POC  for  this  memorandum,  is  MAJ  Brian  J.  Saiie  at  (813)  827-4166,  or  via  email  at 


RADM,  USN 
Director  of  Operations 


Classified  by:  CCR  380-34,  USCENTCOM  Security  Classification  Guide  01 10,  Dated:  26 
February  2010 
Reason:  1.4  (a)  (d) 

Declassify:  17  September  2010  +10  years  or  upon  completion  of  project,  whichever  is  sooner 
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Prosecution  Exhibit  15  Transcript  of  Video 


00:03  Okay  I  got  it. 

00:05  Last  conversation  Hotel  Two-Six. 

00:09  Roger  Hotel  Two-Six,  uh,  Victor  Charlie  Alpha.  Look,  do  you  want  your  Hotel  Two-Two 
two  element. 

00:14  1  got  a  black  vehicle  under  target.  It's  arriving  right  to  the  north  of  the  mosque. 

00:17  Yeah,  I  would  like  that.  Over. 

00:21  Moving  south  by  the  mosque  dome.  Down  that  road. 

00:27  Okay  we  got  a  target  fifteen  coming  at  you.  It's  a  guy  with  a  weapon. 

00:32  Roger. 

00:39  There's  a... 

00:42  There's  about,  ah,  four  or  five... 

00:44  Bushmaster  Six  copy  One-Six. 

00:48  ...this  location  and  there's  more  that  keep  walking  by  and  one  of  them  has  a  weapon. 

00:52  Roger  received  target  fifteen. 

00:55  Okay. 

00:57  See  all  those  people  standing  down  there. 

01:06  Affirmed.  And  open  the  courtyard. 

01 :09  Yeah  roger.  I  just  estimate  there's  probably  about  twenty  of  them. 

01:13  There's  one,  yeah. 

01:15  Oh  yeah. 

01:181  don't  know  if  that's  a... 

01:19  Hey  Bushmaster  element,  copy  on  the  one-six. 

01:21  Thats  a  weapon. 

01:22  Yeah. 

01:23  Hotel  Two-Six;  Crazy  Horse  One-Eight. 

01 :29  Copy  on  the  one-six,  Bushmaster  Six-Romeo.  Roger. 

01:32  Fucking  prick. 

01 :33  Hotel  Two-Six  this  is  Crazy  Horse  One-Eight.  Have  individuals  with  weapons. 

01 :41  Yup.  He's  got  a  weapon  too. 

01:43  Hotel  Two-Six;  Crazy  Horse  One-Eight.  Have  five  to  six  individuals  with  AK47s. 
Request  permission  to  engage. 

01:51  Roger  that.  Uh,  we  have  no  personnel  east  of  our  position.  So,  uh,  you  are  free  to  engage. 
Over. 

02:00  All  right,  we'll  be  engaging. 

02:02  Roger,  go  ahead. 

02:03  I'm  gonna...  I  can’t  get  ’em  now  because  they’re  behind  that  building. 

02:09  Um,  hey  Bushmaster  element... 

02:10  He's  got  an  RPG. 

02:1 1  All  right,  we  got  a  guy  with  an  RPG. 

02:13  I'm  gonna  fire. 

02:14  Okay. 

02:15  No  hold  on.  Let’s  come  around.  Behind  buildings  right  now  from  our  point  of  view. ... 
Okay,  we're  gonna  come  around. 

02:19  Hotel  Two-Six;  have  eyes  on  individual  with  RPG.  Getting  ready  to  fire.  We  won't... 
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02:23  Yeah,  we  had  a  guy  shoot— and  now  he's  behind  the  building. 

02:26  God  damn  it. 

02:28  Uh,  negative,  he  was,  uh,  right  in  front  of  the  Brad.  Uh,  'bout,  there,  one  o'clock. 

02:34  Haven't  seen  anything  since  then. 

02:36  Just  fuckin',  once  you  get  on  'em  just  open  'em  up. 

02:38  Roger,  I  am. 

02:40  I  see  your  element,  uh,  got  about  four  Humvees,  uh,  out  along... 

02:43  You're  clear. 

02:44  All  right,  firing. 

02:47  Let  me  know  when  you've  got  them. 

02:49  Lets  shoot. 

02:50  Light  'em  all  up. 

02:52  Come  on,  fire! 

02:57  Roger.  Keep  shooting,  keep  shooting. 

02:59  keep  shooting. 

03:02  keep  shooting. 

03:05  Hotel..  Bushmaster  Two-Six,  Bushmaster  Two-Six,  we  need  to  move,  time  now! 

03:10  All  right,  we  just  engaged  all  eight  individuals. 

03:12  Yeah,  we  see  two  birds  and  we're  still  firing. 

03:14  Roger. 

03:15  I  got  'em. 

03:16  Two-six,  this  is  Two-Six,  we're  mobile. 

03:19  Oops,  I'm  sorry  what  was  going  on? 

03:20  God  damn  it,  Kyle. 

03:23  All  right,  hahaha,  I  hit  'em... 

03:28  Uh,  you're  clear. 

03:30  All  right,  I'm  just  trying  to  find  targets  again. 

03:38  Bushmaster  Six,  this  is  Bushmaster  Two-Six. 

03:40  Got  a  bunch  of  bodies  layin'  there. 

03:42  All  right,  we  got  about,  uh,  eight  individuals. 

03:46  Yeah,  we  got  one  guy  crawling  around  down  there,  but,  uh,  you  know,  we  got,  definitely 
got  something. 

03:51  We're  shooting  some  more. 

03:52  Roger. 

03:56  Hey,  you  shoot,  I'll  talk. 

03:57  Hotel  Two-Six;  Crazyhorse  One-Eight. 

04:01  Crazyhorse  One-Eight;  this  is  Hotel  Two-Six.  Over. 

04:03  Roger.  Currently  engaging  approximately  eight  individuals,  uh  KIA,  uh  RPGs,  and  AK- 
47s. 

04:12  Hotel  Two-Six,  you  need  to  move  to  that  location  once  Crazyhorse  is  done  and  get 
pictures.  Over. 

04:20  Six  beacon  gaia. 

04:24  Sergeant  Twenty  is  the  location. 

04:28  Hotel  Two-Six;  Crazyhorse  One-Eight. 

04:31  Oh,  yeah,  look  at  those  dead  bastards. 

04:36  Nice. 
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04:37  Two-Six;  Crazyhorse  One-Eight. 

04:44  Nice. 

04:47  Good  shoot. 

04:48  Thank  you. 

04:53  Hotel  Two-Six. 

04:55  Hotel  Two-Six;  Crazyhorse  One-Eight. 

05:03  Crazyhorse  One-Eight;  Bushmaster  Seven.  Go  ahead. 

05:06  Bushmaster  Seven;  Crazyhorse  One-Eight.  Uh,  location  of  bodies,  Mike  Bravo  five-four- 
five-eight  eight-six-one-seven. 

05:15  Hey,  good  on  the  uh... 

05:17  Five-four-five-eight  eight-six-one-seven.  Over. 

05:21  This  is  Crazyhorse  One-Eight,  that's  a  good  copy.  They're  on  a  street  in  front  of  an  open, 
uh,  courtyard  with  a  bunch  of  blue  uh  trucks,  bunch  of  vehicles  in  the  courtyard. 

05:30  There's  one  guy  moving  down  there  but  he's  uh,  he's  wounded. 

05:35  All  right,  we'll  let  'em  know  so  they  can  hurry  up  and  get  over  here. 

05:40  One-Eight,  we  also  have  one  individual,  uh,  appears  to  be  wounded  trying  to  crawl  away. 
05:49  Roger,  we're  gonna  move  down  there. 

05:51  Roger,  we'll  cease  fire. 

05:54  Yeah,  we  won't  shoot  anymore. 

06:01  He's  getting  up. 

06:02  Maybe  he  has  a  weapon  down  in  his  hand? 

06:04  No,  I  haven't  seen  one  yet. 

06:07  I  see  you  guys  got  that  guy  crawling  right  now  on  that  curb. 

06:08  Yeah,  I  got  him.  I  put  two  rounds  near  him,  and  you  guys  were  shooting  over  there  too,  so 
uh  we'll  see. 

06:14  Yeah,  roger  that. 

06:16  Bushmaster  Thirty-Six  Element;  this  is  uh  Hotel  Two-Seven  over. 

06:21  Hotel  Two-Seven;  Bushmaster  Seven  go  ahead. 

06:24  Roger  I'm  just  trying  to  make  sure  you  guys  have  my  turf,  over. 

06:3 1  Roger  we  got  your  turf. 

06:33  Come  on,  buddy. 

06:38  All  you  gotta  do  is  pick  up  a  weapon. 

06:44  Crazyhorse  this  is  Bushmaster  Five,  Bushmaster  Four  break.  We  are  right  below  you  right 
time  now  can  you  walk  us  onto  that  location  over. 

06:54  This  is  Two-Six  roger.  I'll  pop  flares.  We  also  have  one  individual  moving.  We're  looking 
for  weapons.  If  we  see  a  weapon,  we're  gonna  engage. 

07:07  Yeah  Bushmaster,  we  have  a  van  that's  approaching  and  picking  up  the  bodies. 

07:14  Where's  that  van  at? 

07:15  Right  down  there  by  the  bodies. 

07:16  Okay,  yeah. 

07:1 8  Bushmaster;  Crazyhorse.  We  have  individuals  going  to  the  scene,  looks  like  possibly  uh 
picking  up  bodies  and  weapons. 

07:25  Let  me  engage. 

07:28  Can  I  shoot? 

07:31  Roger.  Break.  Uh  Crazyhorse  One-Eight  request  permission  to  uh  engage. 

07:36  Picking  up  the  wounded? 
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07:38  Yeah,  we're  trying  to  get  permission  to  engage. 

07:41  Come  on,  let  us  shoot! 

07:44  Bushmaster;  Crazyhorse  One-Eight. 

07:49  They're  taking  him. 

07:51  Bushmaster;  Crazyhorse  One-Eight. 

07:56  This  is  Bushmaster  Seven,  go  ahead. 

07:59  Roger.  We  have  a  black  SUV-uh  Bongo  truck  picking  up  the  bodies.  Request  permission 
to  engage. 

08:02  Fuck. 

08:06  This  is  Bushmaster  Seven,  roger.  This  is  Bushmaster  Seven,  roger.  Engage. 

08:12  One-Eight,  engage. 

08:12  Clear. 

08:13  Come  on! 

08:17  Clear. 

08:20  Clear. 

08:21  We're  engaging. 

08:26  Coming  around.  Clear. 

08:27  Roger.  Trying  to  uh... 

08:32  Clear. 

08:35  I  hear  'em  co..  1  lost  'em  in  the  dust. 

08:36  I  got  'em. 

08:41  I'm  firing. 

08:42  This  is  Bushmaster  Forty  got  any  BDA  on  that  truck.  Over. 

08:44  You're  clear. 

08:47  This  is  ah  Crazyhorse.  Stand  by. 

08:47  I  can't  shoot  for  some  reason. 

08:49  Go  ahead. 

08:50  I  think  the  van's  disabled. 

08:53  Go  ahead  and  shoot  it. 

08:54  I  got  an  azimuth  limit  for  some  reason 
09:00  Go  left. 

09:03  Clear  left. 

09:15  All  right,  Bushmaster  Crazyhorse  One-Eight. 

09:20  A  vehicle  appears  to  be  disabled. 

09:22  There  were  approximately  four  to  five  individuals  in  vehicle  moving  bodies. 

09:28  Your  lead  Bradley  should  take  the  next  right. 

09:3 1  That's  cruising  east  down  the  road. 

09:34  No  more  shooting. 

09:38  Crazyhorse;  this  is  Bushmaster  Four.  We're  moving  a  dismounted  element  straight  south 
through  the  Bradleys. 

09:44  1  have  your  Elem-  uh,  Bradley  element  turning  south  down  the  road  where  the 
engagements  were. 

09:53  Last  call  on  station's  uh  Bradley  element  say  again. 

09:56  Roger  this  is  Crazyhorse. 

09:58  Your  lead  Bradley  just  turned  south  down  the  road  where  all  the  engagements  happened. 
10:03  Should  have  a  van  in  the  middle  of  the  road  with  about  twelve  to  fifteen  bodies. 
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10:1 1  Oh  yeah,  look  at  that.  Right  through  the  windshield! 

10:14  Ha  ha! 

10:16  All  right.  There  were  uh  approximately  four  to  five  individuals  in  that  truck,  so  I'm 
counting  about  twelve  to  fifteen. 

10:24  I  would  say  that's  a  fairly  accurate  assessment  so  far. 

10:27  Roger  that. 

10:29  I  want  to  just  be  advised  Six,  Bushmaster  Six  are  getting  mounted  up  right  now. 

10:35  Okay,  roger.  Hey,  we  can't  flex  down  that  road  towards  that,  uh,  where  Crazyhorse 
engaged. 

10:43  So,  uh,  I  don't  know  if  you  want  us  to  do  so  or  stay  put.  Over. 

10:46  Why  can't  they  go  down  there? 

10:56  I  think  we  whacked  'em  all. 

10:58  That's  right,  good. 

10:59  This  is  Hotel  Two-Six. 

1 1 :03  Hey  you  got  my  dismounted  element  right  there  over  to  your  left. 

1 1 :06  Roger,  I  see 'em. 

11:11  Hey  yeah,  roger,  be  advised,  there  were  some  guys  popping  out  with  AKs  behind  that  dirt 
pile  break. 

1 1 :19  We  also  took  some  RPGs  off,  uh,  earlier,  so  just  uh  make  sure  your  men  keep  your  eyes 
open. 

1 1 :26  Roger. 

1 1 :27  And,  uh,  Bushmaster  ahead  are,  uh.  Hotel  Two-Six;  Crazyhorse  One-Eight. 

1 1:33  Crazyhorse  One-Eight;  this  is  Hotel  Two-Six. 

1 1 :35  Yeah  Two-Six;  Crazyhorse  One-Eight. 

1 1 :37  Uh,  location  I  have  about  twelve  to  fifteen  dead  bodies. 

1 1 :42  Uh,  where  else  are  we  taking  fire  from? 

1 1 :48  Currently  we're  not  being  engaged,  ah,  but  just  south  of  that  location.  Break. 

1 1 :55  You  should  see  dismounted  elements  with  Humvees  moving  to  the  east,  over. 

12:01  This  is  Crazyhorse  One-Eight;  we  have  elements  in  sight. 

12:05  Bushmaster  Three-Six. 

12:07  I'm  gonna  get  down  a  little  lower. 

12:09  All  right. 

12:10  I'm  gonna  come  down  a  little  lower  and  take  a  quick  gander. 

12:13  Roger  that. 

12:14  Six;  this  is  four.  We're  headed  to  the  area  where  Crazyhorse  engaged. 

12:26  Bushmaster  Six;  this  is  Hotel  Two-Six. 

12:28  Request  to  go  to  the  south  to  our  original  BP  so  if  you  flushed  them  to  the  south  we  will  be 
there  to  uh  intercept  over. 

12:39  Hey  this  is  Bushmaster  Seven;  we're  coming  up  on  B...  on  the  ass  end  of  the  Brads. 

12:54  Hey  uh,  Bushmaster  Element;  this  is  Copperhead  One-Six  break. 

13:00  We're  moving  in  the  vicinity  of  the  engagement  area  and  looks  like  we've  got  some  slight 
movement  from  ah,  the  ah  van  that  was  engaged. 

13:06  Looks  like  a  kid.  Over. 

13:11  This  is  Bushmaster  Seven,  roger.  Uh,  we're  about  a  hundred  meters  behind  you. 

13:16  Got  that  big  pile,  to  the  right? 
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13:18  Roger,  you  gonna  pull  in  here?  Do  you  want  me  to  push  stuff  so  you  can,  uh,  get  clear  of 
it? 

13:21  Right  on  the  corner? 

13:22  What's  that? 

13:23  Got  that  big  pile  of  bodies  to  the  right,  on  the  corner? 

13:24  Yeah,  right  here. 

13:25  We  got  a  dismounted  infantry  and  vehicles,  over. 

13:30  Again,  roger. 

13:31  And  clear. 

13:48  There's  the  Bradley  right  there. 

13:51  Got  'em. 

14:00  Hotel  two-six;  are  you  uh  at  this  grid  over? 

14:05  Yeah  I  wanted  to  get  you  around  so  didn't  you  just  get  that  one  dude  to  scare  them  all 
away.  It  worked  out  pretty  good. 

14: 1 1  I  didn't  want  those  fuckers  to  run  away  and  scatter. 

14:12  Yeah. 

14:15  Bushmaster  Six;  Hotel  Two-Six.  Roger,  we  linked  up  with  our  two  element  they  are  all 
mounted  up  in  our  trucks  break. 

14:23  We  moved  south  so  that  we  could  ah  possibly  intercept  personnel  being  flushed  south.  So 
we  are  vicinity  Fifth  Street. 

14:30  And  ah  phase  line  Gadins.  Over. 

14:37  Bring  the  trucks  in,  cordon  this  area  off. 

14:39  Can  we  move  the  Bradley  forward  so  we  can  bring  trucks  in  and  cordon  off  this  area. 

14:44  If  the  Bradleys  could  take  the  south  cordon,  that  could  help  out  a  lot. 

14:53  Bushmaster  or  element.  Which  Element  called  in  Crazyhorse  to  engage  the  eight-elem- 
eight-men  team  on  top  of  a  roof? 

1 5:02  Bushmaster  Six;  this  is  Hotel  Two-Six.  Uh,  I  believe  that  was  me. 

15:07  They  uh  had  AK-47s  and  were  to  our  east,  so,  where  we  were  taking  small  arms  fire.  Over. 
15:20  Hotel  Crazyhorse  One-Eight. 

15:26  Crazyhorse  One-Eight;  this  is  Hotel  Two-Six. 

15:28  Yeah  Two-Six.  One-Eight  I  just  also  wanted  to  make  sure  you  knew  that  we  had  a  guy 
with  an  RPG  cropping  round  the  comer  getting  ready  to  fire  on  your  location. 

1 5:36  That's  why  we  ah,  requested  permission  to  engage. 

1 5:40  Ok,  roger  that.  Tango  mike. 

15:46  Hotel  Two-Six;  do  you  understand  me,  over? 

15:51  I  did  not  copy  last,  uh,  you  got  stepped  on.  Say  again  please? 

16:00  They  cordoned  off  the  building  that  the  helicopters  killed  the  personnel  on. 

1 6:04  Don't  go  anywhere  else  we  need  to  cordon  off  that  building  so  we  can  get  on  top  of  the 
roof  and  SSC  the  building.  Over. 

16:13  Hotel  Two-Six;  Crazyhorse  One-Eight. 

16:16  This  is  Hotel  Two-Six. 

16:19  Hey,  whoever  was  talking  about  rooftops,  know  that  all  the  personnel  we  engaged  were 
ground  level.  I  say  again  ground  level. 

16:27  Roger  I  copy  ground  level.  Over. 

16:30  One-Eight  roger. 

16:33  Can  I  get  a  grid  to  that  one  more  time  please? 
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16:36  Target  twenty. 

16:36  Roger. 

16:40  You  want  me  to  take  over  talking  to  them? 

16:42  S'alright. 

16:46  Seven-Six  Romeo  Over. 

16:49  Roger,  I've  got  uh  eleven  Iraqi  KIAs  .  One  small  child  wounded.  Over. 

16:57  Roger.  Ah  damn.  Oh  well. 

17:04  Roger,  we  need,  we  need  a  uh  to  evac  this  child.  Ah,  she's  got  a  uh,  she's  got  a  wound  to 
the  belly. 

17:10  I  can't  do  anything  here.  She  needs  to  get  evaced.  Over. 

17:18  Bushmaster  Seven,  Bushmaster  Seven;  this  is  Bushmaster  Six  Romeo. 

17:20  We  need  your  location  over. 

17:25  Roger,  we're  at  the  location  where  Crazyhorse  engaged  the  RPG  fire  break. 

17:37  Grid  five-four-five-eight. 

17:46  Well  it's  their  fault  for  bringing  their  kids  into  a  battle. 

17:48  That's  right. 

17:56  Got  uh,  eleven. 

18:01  Yeah  uh,  roger.  We're  monitoring. 

18:02  Sorry. 

18:04  No  problem. 

18:07  Correction  eight-six-one-six. 

18:16  Looking  for  more  individuals-south. 

18:18  Bushmaster  Six-Bushmaster  Seven. 

18:29  That  guy  just  drove  over  a  body. 

18:31  Ha,  ha,  did  he? 

18:32  Yeah. 

18:37  Maybe  it  was  just  a  visual  illusion,  but  it  looked  like  it. 

18:41  Well,  they're  dead,  so. 

1 8:44  Bushmaster  Six;  Hotel  Two-Six  over. 

18:56  Six;  this  is  Four.  I  got  one  individual  looks  like  he's  got  an  RPG  round  laying  underneath 
him.  Break. 

19:05  Probably  like  to  get... 

19:10  Look  at  that. 

19:12  Bushmaster  Six;  Hotel  Two-Six  over. 

19:29  Bushmaster  Six;  Romeo  Hotel  Two-Six  over. 

19:44  Bushmaster  Six;  Hotel  Two-Six  over. 

19:56  Hotel  Two-Six;  Bushmaster  Seven  co-located  with  Six. 

20:08  Hotel  Two-Six;  Bushmaster  Seven. 

20:10  Bushmaster  Seven;  Hotel  Two-Six  over. 

20:14  Roger,  we  got  a  little  girl  who  needs  to  be  evaced.  What's  your  location  over? 

20:22  On  route  Gadins,  I  am  all  the  way  to  the  south.  So  I  am  Gadins  and  Fifth  Street. 

20:28  I  say  again  Gadins  and  Fifth  Street,  over. 

20:40  Bushmaster  Seven;  Hotel  Two-Six.  Do  you  want  us  to  push  to  your  location? 

20:55  Hey,  uh,  1  need  to  get  the  Brads  to  drop  rads  I  got  a  wounded  girl  we  need  to  take  her  to 
Rustamyan. 

21 :04  Bushmaster  Seven;  Hotel  Two-Six.  Do  you  want  us  to  move  to  your  location  over? 
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21:30  Bushmaster  Six;  Hotel  Two-Six  over. 

21:34  Hotel  Two-Six;  this  is  Bushmaster  Seven.  Roger,  come  to  our  location. 

21 :39  Okay,  roger,  we're  moving  up  north  on  Gadins  and  then  we  will  push  east  to  your  location. 
22:06  Bushmaster  elements  be  advised  we  have  friendlies  coming  from  the  south  to  your 
location.  Over. 

22:13  All  right,  got  'em  moving  up  from  the  south. 

22:35  Bushmaster  elements  be  advised  we  are  coming  up  from  the  east  over. 

23:49  Hey  One-Two;  follow  me  over.  I'm  going  to  try  and  get  out  of  here  as  quickly  as  possible. 
24:10  You  guys  all  right  back  there? 

24:13  Yeah,  we're  with  you. 

24:35  Lotta  guys  down  there. 

24:37  Oh  yeah. 

24:37  Came  out  of  the  woodwork. 

24:38  This  is  Operation,  ah,  Operation  Secure. 

25: 16  Yeah  we  have  fifty  rounds  left. 

25:17  Yep. 

25:19  Two-Six;  Six  Romeo  over. 

25:21  Two-Six;  Romeo  over. 

25:23  Hey  roger,  what's  your  current  location  over? 

25:47  Six;  speak  it's  Romeo. 

25:50  Three-Six  Romeo;  Six  Romeo  over. 

25:52  Roger,  at  the  six  once  it's  back  on  this  guy. 

25:56  Lost  him. 

26:00  What's  he  got  for  us? 

26:01  Standby. 

26:06  Hotel  Two-Six;  Crazyhorse  One-Eight. 

26:21  Hey,  did  you  got  action  on  that  target  yet  over? 

26:25  Speak  to  Charlie  roger. 

26:32  Hotel  Two-Six;  Crazyhorse  One-Eight. 

26:55  Bushmaster  Six;  Crazyhorse  One-Eight. 

26:59  Roger,  you  have  traffic  over. 

27:02  Roger.  Uh,  just  wondering  if  you  had  anything  else  you  wanted  us  to  drive  on? 

27:08  Yeah  roger  keep  on,  ah,  for  the  time  being  over. 

27:1 1  Six  calls  Six  Romeo.  Can  you  tell  battalion  that  two  civilian  children  casualties  are  coming 
back  to  Rustamyan  in  the  Bradley  over. 

27:26  Six  calls  Six  Romeo. 

27:29  Bushmaster  Six  Copper  White  Six. 

27:32  Copperhead  White  Six;  this  is  Bushmaster  Six  Romeo  over. 

27:36  Roger,  that's  a  negative  on  the  evac  of  the  two,  ah,  civilian,  ah,  kids  to,  ah,  rusty  they're 
going  to  have  the  IPs  link  up  with  us  over  here.  Break.  IPs  will  take  them  up  to  a  local  hospital 
over. 

27:50  Copy  over. 

27:54  One  six  oh. 

28:08  Where  they're  all  going  to. 

28:10  Say  again? 

28:12  Where  all  those  dismounts  are  going  to? 
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28:18  Going  into  this  hous-.  Sorry 

29:29  Three  Six,  Three  Six;  Bushmaster  Six  Romeo  over. 

29:37  Six  Romeo,  Six  Romeo. 

29:39  Roger,  Bushmaster  Seven  wants  an  up  on  all  personnel  in  your  platoon  over. 

29:44  Roger. 

30:08  ...friendlies  on  the  roof. 

30:10  Crazyhorse  One-Eight;  this  is  Bushmaster  Four  over. 

30:12  Bushmaster  Four;  this  is  Crazyhorse  One-Eight. 

30:15  Roger,  I  can  ah  hear  small  arms  fire  from  your  engagement  area  at  two  zero  zero  zero  ah 
about  three  hundred  meters  from  that  objective  over. 

30:27  Crazyhorse;  from  what  I  understand  small  arms  fire  at  two  zero  zero  zero  degrees  about 
two  hundred  meters. 

30:39  Just  to  the  southwest. 

30:41  Yup. 

30:49  Right  about  where  we  engaged. 

30:51  Yeah,  One  of  them  with  that  RPG  or  whatever. 

30:55  He's  got  a  weapon.  Got  an  RK— AK  47. 

30:58  Hotel  Two-Six;  Crazyhorse  One-Eight. 

31:02  Gonna  lose  him. 

31 :03  Crazyhorse  One-Eight  this  is  Hotel  Two-Six  over. 

3 1 :08  Roger,  have  another  individual  with  a  weapon. 

31:10  Dammit,  they're  in  the  same  building. 

31:12  Hey  roger  that,  just  make  sure  that  ah,  you're  firing  from  west  to  east  over. 

3 1 : 1 6  Just  went  in  the  building. 

31:18  Crazyhorse  Three  and  Four  will  be  on  their  way. 

31:21  The  individual  walked  into  the  building  previously  past  grid.  So  there’s  at  least  six 
individuals  in  that  building  with  weapons. 

3 1 :30  We  can  put  a  missile  in  it. 

31:31  If  you'd  like,  ah,  Crazyhorse  One-Eight  could  put  a  missile  in  that  building. 

3 1 :46  It's  a  triangle  building.  Appears  to  be  ah,  abandoned. 

3 1 :51  Yeah,  looks  like  it's  under  construction,  abandoned. 

31:52  Appears  to  be  abandoned,  under  construction. 

31:56  Uh,  like  I  said,  six  individuals  walked  in  there  from  our  previous  engagement. 

32:01  Crazyhorse  One-Eight;  this  is  Bushmaster  Six  Romeo.  If  you've  PIDed  the  individuals  in 
the  building  with  weapons,  go  ahead  and  engage  the  building  over. 

32:08  Crazyhorse  One-Eight;  will  be  coming  up  north  to  south  engaging  with  Hellfire. 

32:13  All  right,  I'm  going  to  do  manual. 

32:17  All  right,  we've  been  cleared  to  engage  with... 

32:18  This  is  Bushmaster  Six  Romeo.  Crazyhorse  One  Eight  is  going  to  be  engaging  north  to 
south  with  Hellfire  missiles  over. 

32:24  This  is  Hotel  Two-Six.  Roger. 

32:26  All  right,  you  ready? 

32:27  No,  I'm  trying  to  get  over  to  the  November.  Trying  to  find  the  fucking... 

32:33  This  is  Bushmaster  Six.  Has  that  RPG  round  been  extended  already  or  is  it  still  live,  over. 
32:38  Looks  live  to  me. 

32:40  Let  me  know  when  you're  going  to  fire. 
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32:44  All  right,  I'm  fucking  having  a  brain  fart.  Where's  the  man  advancement? 

32:48  You  got  one  on  the  clutch  on  the  bottom  left  on  your  left  door. 

32:54  Roger  let  me  stand  by. 

32:57  Got  it? 

32:59  No. 

33:03  All  right. 

33:09  Let  me  just  put  a  kilo  in  there. 

33:12  0k. 

33:15  Got  it? 

33:21  Put  a  kilo  in? 

33:22  All  right,  let  me  get  back. 

33:26  I'm  gonna  come  around,  get  some  more  distance. 

33:27  Roger  that,  you're  clear. 

33:33  Got  more  individuals  in  there. 

33:36  You  wanna  hit  from  north  to  south  or  you  wanna  go  from  west  to  east?  I  don't  wanna  fire 
with  the  friendlies  right  there,  you  know. 

33:41  Yeah,  go  north  to  south. 

33:53  Right,  come  around,  right. 

33:56  I'm  just  gonna  put  one  or  two  in,  if  they  want  any  more. 

34:09  Right. 

34:12  Found  the  missile. 

34:15  Roger,  I'll  get  you  in  this  straight. 

34:16  You're  clear. 

34:17  I'm  firing. 

34:26  Target  hit. 

34:28  It  was  a  missile. 

34:29  Left. 

34:32  You're  clear.  I'm  above  you. 

34:36  Crazyhorse  One-Eight;  was  that  explosion  you  engaging  over? 

34:38  Crazyhorse  One  Eight,  roger.  Engaging  building  with  one  hellfire. 

34:46  Let's  come  around  and  we'll  clear  the  smoke.  We'll  fire  one  more. 

34:50  Hey  uh,  we're  going  to  wait  for  the  smoke  to  clear. 

34:52  Yes  Crazyhorse  One  Eight  now.  We're  going  to  put  one  more  missile  into  the  building. 
34:57  Yeah,  did  it  ah,  go  in  the  building?  I  see  the  wall  knocked  out  of  the  way. 

34:59  Yeah,  it  went  in. 

35:01  Bushmaster  Six  Romeo;  this  is  Hotel  Two-Six.  Yeah  roger,  that  was  Crazyhorse  engaging 
with  one  Hellfire  over. 

35:10  Yeah  roger,  I  got  a  November  if  you  want. 

35:12  Fire  away. 

35:13  You  want  us  to  fire? 

35:18  You  ready? 

35:19  Yep. 

35:20  Bushmaster  Six  Romeo.  They  are  going  to  engage  ah,  with  one  more  Hellfire  in  that 
building. 

35:24  Uh  shit,  why  I  do  I  have  AP  flashing  on  there? 

35:47  We're  not  even  going  to  watch  this  fucking  shit? 
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35:49  Till  next  one.  It  won't  come  around,  I  need  a  little  more  distance. 

35:53  Still  want  me  to  shoot? 

35:57  You  guys,  following  hot. 

35:59  Roger. 

36:13  You  are  clear. 

36:14  Roger. 

36:16  You  going  to  bring  up  the  missile? 

36:18  Roger. 

36:19  And  firing. 

36:20  Come  down?  There  you  go. 

36:23  Fire. 

36:24  All  right. 

36:28  I've  got,  ah  backscatter. 

36:30  All  right,  come  around. 

36:32  Roger. 

36:34  Coming  around  left,  backscatter. 

36:53  There  it  goes!  Look  at  that  bitch  go! 

36:56  Patoosh! 

37:03  Ah,  sweet. 

37:07  Need  a  little  more  room. 

37:09  Nice  missile. 

37:1 1  Does  it  look  good? 

37:12  Sweet. 

37:16  Uh,  you  ready? 

37:18  Roger. 

37:30  There's  a  lot  of  dust. 

37:36  Crazyhorse  One-Eight;  this  is  Hotel  Two-Six.  Was  there  a  BDA? 

37:40  This  is  Crazyhorse  One-Eight.  Stand  by,  engaging  with  another  Hellfire. 
37:43  All  right. 

37:45  You're  clear. 

37:47  Lemme  know  when  I'm  clear. 

37:50  Roger  that. 

37:59  Alright,  he  wasn't. 

38:02  Hotel  Two-Six;  Crazyhorse  One-Eight. 

38:07  Go  ahead,  Crazyhorse  One-Eight. 

38:09  Roger,  building  destroyed.  Engaged  with  three  hellfire  missiles. 
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IN  THE  UNITED  STATES  ARMY 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES 


v. 


DEFENSE  MOTION  FOR 
JUDICIAL  NOTICE  OF 


MANNING,  Bradley  E.,  PFC 


WIKILEAKS  PUBLICATION  OF 
9/11  PAGER  MESSAGES 


U.S.  Army, 


) 


Headquarters  and  Headquarters  Company,  U.S.  ) 

Army  Garrison,  Joint  Base  Myer-Henderson  Hall,  )  DATED:  15  JUNE  2013 


Fort  Myer,  VA  2221 1 


RELIEF  SOUGHT 


1.  PFC  Bradley  E.  Manning,  by  and  through  counsel,  moves  this  court,  pursuant  to  Military 
Rules  of  Evidence  (MRE)  201  to  take  judicial  notice  that  Wikileaks,  on  or  about  25  November 
2009,  published  what  it  claims  are  text  and  pager  messages  sent  on  1 1  September 


BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 


2.  As  the  moving  party,  the  Defense  has  the  burden  of  persuasion.  RCM  905(c)(2).  The  burden 
of  proof  is  by  a  preponderance  of  the  evidence.  RCM  905(c)(1). 


FACTS 


3.  PFC  Manning  is  charged  with  five  specifications  of  violating  a  lawful  general  regulation,  one 
specification  of  aiding  the  enemy,  one  specification  of  disorders  and  neglects  to  the  prejudice  of 
good  order  and  discipline  and  service  discrediting,  eight  specifications  of  communicating 
classified  information,  five  specifications  of  stealing  or  knowingly  converting  Government 
property,  and  two  specifications  of  knowingly  exceeding  authorized  access  to  a  Government 
computer,  in  violation  of  Articles  92,  1 04,  and  1 34,  Uniform  Code  of  Military  Justice  (UCMJ) 
10  U.S.C.  §§  892,  904,  934  (2010). 

4.  The  original  charges  were  preferred  on  5  July  2010.  Those  charges  were  dismissed  by  the 
convening  authority  on  1 8  March  2011.  The  current  charges  were  preferred  on  1  March  201 1 . 
On  16  December  through  22  December  2011,  these  charges  were  investigated  by  an  Article  32 
Investigating  Officer.  The  charges  were  referred  to  a  general  court-martial  on  3  February  2012. 


1  The  Defense  does  not  request  this  Court  take  judicial  notice  of  the  messages  themselves,  nor  does  the  Defense 
request  this  Court  take  judicial  notice  that  the  messages  are  actually  from  1 1  September  2001 . 


APPELLATE  EXHIBIT 
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WITNESSES/EVIDENCE 


5.  The  Defense  does  not  request  any  witnesses  be  produced  for  this  motion. 

LEGAL  AUTHORITY  AND  ARGUMENT 

6.  In  the  interest  of  judicial  economy,  MRE  201  relieves  a  proponent  from  formally  proving 
certain  facts  that  reasonable  persons  would  not  dispute.  There  are  two  categories  of  adjudicative 
facts  that  may  be  noticed  under  the  rule.  First,  the  military  judge  may  take  judicial  notice  of 
adjudicative  facts  that  are  “generally  known  universally,  locally,  or  in  the  area  pertinent  to  the 
event.”  MRE  201(b)(1).  Under  this  category  of  adjudicative  facts,  it  is  not  the  military  judge’s 
knowledge  or  experience  that  is  controlling.  Instead,  the  test  is  whether  the  fact  is  generally 
known  by  those  that  would  have  a  reason  to  know  the  adjudicative  fact.  U.S.  v.  Brown,  33  M.J. 
706,  709  (N.M.C.A  1992).  The  second  category  of  adjudicative  facts  is  those  “capable  of 
accurate  and  ready  determination  by  resort  to  sources  whose  accuracy  cannot  reasonably  be 
questioned.”  MRE  201(b)(2).  This  category  of  adjudicative  facts  includes  government  records, 
business  records,  information  in  almanacs,  scientific  facts,  and  well  documented  reports.  Id.  See 
also,  U.S.  v.  Spann,  24  M.J.  508  (A.F.C.M.R.  1987).  Moreover,  judicial  notice  may  be  taken  of  a 
periodical.  U.S.  v.  Needham ,  23  M.J.  383,  385  (C.M.A.  1 983)(taking  judicial  notice  of  Drug 
Enforcement  Agency  publication).  The  key  requirement  for  judicial  notice  under  this  category  is 
that  the  source  relied  upon  must  be  reliable.  Salzburg,  Lee  D.  Schinasi  &  David  A.  Schlueter, 
Military  Rules  of  Evidence,  §201.02[3]  at  p.  2-7  (7th  Ed.,  Matthew  Bender  &  Co.  2011) 

7.  Under  MRE  201(d),  a  military  judge  must  take  judicial  notice  if  the  proponent  presents  the 
necessary  supporting  information.  In  making  the  determination  whether  a  fact  is  capable  of 
being  judicially  noticed,  the  military  judge  is  not  bound  by  the  rules  of  evidence.  Id. 

Additionally,  the  information  relied  upon  by  the  party  requesting  judicial  notice  need  not  be 
otherwise  admissible.  Id.  The  determination  of  whether  a  fact  is  capable  of  being  judicially 
noticed  is  a  preliminary  question  for  the  military  judge.  See  MRE  104(a). 

8.  That  fact  that  Wikileaks  published,  on  or  about  25  November  2009,  what  it  claims  are  text 
and  pager  messages  from  9/1 1  is  a  fact  not  subject  to  reasonable  dispute.2  The  publishing  was 
reported  by  media  outlets  worldwide,  both  on  25  and  26  November,  with  outlets  such  as  CNN, 
CBS  News,  NBC  News,  BBC  News,  NPR,  The  Guardian,  Telegraph,  New  York  Post,  New  York 
Daily  News,  and,  New  York  Times  all  reporting  on  the  release.  See  Attachment  1.  The  fact  that  a 
wide  array  of  reputable  news  organizations  all  reported  the  release  by  WikiLeaks  establishes  the 
reliability  necessary  for  this  Court  to  take  judicial  notice. 

9.  The  requested  fact  is  relevant.  Specification  1 1  of  Charge  II  alleges  that  PFC  Manning, 
between  on  or  about  1  November  2009  and  on  or  about  8  January  2010,  communicated  a  file 
named  “BE22  PAX.zip”  to  a  person  not  authorized  to  receive  it.  During  his  providence  inquiry, 
PFC  Manning  indicated  he  did  not  begin  paying  attention  to  WikiLeaks  until  after  they  published 
the  purported  9/1 1  messages.  PFC  Manning  testified  he  then  began  to  routinely  monitor  the 


2  The  Defense  has  not  provided  the  actual  WikiLeaks  page  on  which  the  text/pager  messages  were  released  due  to 
limitations  on  visiting  this  particular  website.  However,  a  web  search  employing  Google  and  the  search  terms, 
“9/1 1  test  messages,”  results  in  the  relevant  WikiLeaks  page  as  the  top  response. 
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WikiLeaks  website.  PFC  Manning  admitted  to  transferring  the  file  named  “BE22  PAX.zip”  to 
WikiLeaks  in  late  March  2009.  It  is  clear  from  Specification  1 1  that  the  Government  believes 
PFC  Manning’s  relationship  with  WikiLeaks  began  in  early  November  2009.  The  fact  that  PFC 
Manning  did  not  begin  monitoring  WikiLeaks  until  after  the  site  published  the  purported  9/1 1 
messages,  coupled  with  the  fact  that  WikiLeaks  published  the  aforementioned  in  late  November 
2009  makes  it  less  likely  that  PFC  Manning  began  communicating  with  WikiLeaks  in  early 
2009.  As  such,  the  date  WikiLeaks  published  the  purported  9/1 1  messages,  is  relevant. 


CONCLUSION 


1 0.  Based  on  the  above,  the  Defense  requests  that  the  Court  to  take  judicial  notice  of  the 
requested  adjudicative  fact. 


Respectfully  Submitted 


CPT,  JA 
Defense  Counsel 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  MAJ  Ashden 
Fein,  via  electronic  mail,  on  15  June  2013. 


Defense  Counsel 


3 


Q 


J 


ENCLOSURE  1 


o 


Page  1  of  1 


BBC  News  -  Website  Wikile 


$ 


nublishes  '9/1 1  messages' 


Page  last  updated  at  00:39  GMT, 


Thursday,  26  November  2009 
3  Printable  version 


Website  Wikileaks  publishes  '9/11  messages' 


A  website  has  published  what 
it  says  are  573,000  Intercepted 
pager  messages  sent  during 
the  9/11  attacks  in  the  United 
States. 


The  attacks  on  11  September  2001  left  nearly  3,000  people  dead. 

The  messages  are  being  published  over  a  24-hour  period,  ending  at 
0800GMT  on  Thursday.  They  are  being  released  simultaneously  on 
Wikileaks  and  social  networking  site  Twitter. 

'Live'  broadcast 

The  website  is  broadcasting  each  message  at  the  time  it  was  sent 
originally  in  2001. 

The  first  message  was  from  0300  local  time  (0800  GMT),  five  hours 
before  the  first  attack  in  New  York  and  the  last  24  hours  later. 

The  messages  are  not  all  about  the  attacks.  Some  are  mundane 
questions  about  what  people  are  having  for  lunch. 

However,  many  are  about  the  deadly  plane  attacks  and  range  from 
people  trying  to  find  out  if  their  loved  ones  are  safe,  to  government 
messages,  to  computer  server  errors. 

They  Include  messages  such  as 

•  This  is  Myrna,  I  will  not  rest  until  you  get  home,  the  second  tower  is 
down,  I  don't  want  to  have  to  keep  calling  you  after  every  event. 

Pis  just  go  home 

•  President  has  been  rerouted  won't  be  returning  to  Washington  but 
not  sure  where  he  will  go 

•  Bomb  detonated  in  World  Trade  Ctr,  Pis  get  back  to  Mike  Brady  w/a 
quick  assessment  of  your  areas  and  contact  us  if  anything  is 


New  York's  fire  and  police  departments  said  they  could  not  comment 
on  whether  messages  purportedly  sent  from  them  were  genuine  while 
the  US  Secret  Service  refused  to  comment. 

Pager  company  USA  Mobility  said  it  was  troubled  by  the  alleged 
interceptions,  the  Associated  Press  news  agency  reported. 

Wikileaks  allows  people  to  anonymously  post  documents  on  the  web, 
saying  its  aim  Is  to  promote  transparency. 

It  was  created  in  2006  by  dissidents,  journalists,  mathematicians  and 
technologists  from  the  US,  Taiwan,  Europe,  Australia  and  South  Africa. 

Wikileaks  spokesman  Daniel  Schmitt  said  the  messages  were 
submitted  anonymously  to  the  site  several  weeks  ago. 

He  told  Associated  Press:  "From  the  context  information  that  the 
source  provided  we  have  strong  reasons  to  believe  that  this  is  valid 

He  said  the  messages  would  help  provide  a  fuller  picture  of  what 
happened  that  day. 


http://news.bbc.co.uk72/hi/8379960.stm 
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Bloa  Of  The  Nation 

WikiLeaks  Releases  Private  9/11  Text  Messages 


WikiLeaks  usually  posts  classified  government  documents,  but  today  they're  posting  an 
archive  of  text  messages  sent  and  received  on  September  11,  2001. 

Beginning  at  3am  this  morning  and  continuing  until  3am  Thursday,  the  messages  are  being 
released  synchronized  to  the  time  of  day  they  were  originally  sent.  It's  a  fascinating  and  oddly 
gripping  glimpse  at  regular  life  that  morning,  and  then  the  unbelievable  chaos  that  ensued. 

In  the  archive,  you'll  find  everything  from  reminders  to  bring  home  groceries  after  work  to  to 
news  updates  on  the  attacks  to  pleas  from  a  loved  one  to  call  home  with  news  of  their 
whereabouts.  You'll  also  find  what  appear  to  be  text  ads,  and  automated  communications 
from  computers  and  servers.  The  full  archive  will  be  available  tomorrow,  in  the  meantime 
here's  a  sample  of  the  messages  posted  (with  emails  and  phone  numbers  removed): 

2001-09-11  09:30:54  Skytel  [004678448]  A  ALPHA  THE  WORLD  TRADE  CENTER  WAS 
HIT  BY  TWO  PLANES.  TURN  ON  THE  T.V.  IF  CAN.  PS...  THE  FURNITURE  ARRIVED 
AND  LOOKS  GREAT.  IRIS 

2001-09-11  09:49:16  Skytel  [004694769]  A  ALPHA  Joanna.xxxxxxxx@xxxx.xxx.xxx.xx|| 
All  Troopers  please  be  on  standby  for  deployment.  Capt.  Delaney 

2001-09-11  10:55:06  Arch  [1146801]  A  ALPHA  I  am  now  calculating  how  much  mo 

2001-09-1 1  10:55:08  Arch  [1 146801]  A  ALPHA  ney  I  am  going  to  collect  from  your  life 
insurance  policies  because,  if  you  don't  call  me  now!!  to  tell  me  you're  not  dead,  I  am 
going  to  kill  you!  [] 

2001-09-11  11:13:17  Arch  [1146801]  A  ALPHA  Please  call  me  I  am  panicking.  I  am 
starting  to  make  your  funeral  arrangements. 

The  full  archive  will  be  available  at  http://91 1. wikileaks.org 


wikileaks 


Happy  Thanksgiving,  BOTN  Readers! 


Awkward  Thanksgiving  Moments 


http://www.npr.org/blogs/talk/2009/!  l/wikileaks_releases_private  91 1  .html 
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9/11  re-enacted:  Wikileaks  publishes 
September  n  pager  messages 

Whistleblowing  website  publishes  'intercepted'  texts  in  order 
officials  and  witnesses  sent  them 


The  Wikileaks  website  is  publishing  pager  messages  sent  on  the  day  by  q/i  I  witnesses.  Photograph:  Graham 
Morrisou/AP 

The  unfolding  secret  story  of  the  9/11  attacks  on  the  World  Trade  Centre  and  the 
Pentagon  is  being  told  today  when  more  than  500,000  intercepted  pager  messages, 
many  from  US  officials,  are  published  online  in  the  order  in  which  they  were  sent. 

The  mass  live  leak  began  at  8am  GMT  and  will  continue  for  24  hours  until  all  of  the 
messages  are  seen  as  they  were  sent  on  September  11. 

The  experiment  by  whistleblowing  website  Wikileaks  includes  pager  messages  sent  on 
the  day  by  officials  in  the  Pentagon,  the  New  York  police  and  witnesses  to  the  collapse  of 
the  twin  towers. 

Wikileaks  said  the  messages  would  show  a  "completely  objective  record  of  the  defining 
moment  of  our  time". 

It  added:  "We  hope  that  its  entry  into  the  historical  record  will  lead  to  a  more  nuanced 
understanding  of  how  this  tragedy  and  its  aftermath  may  have  been  prevented." 

The  post  said  the  release  of  the  messages  at  times  corresponding  to  when  they  were  sent 
would  help  "foster  a  deeper  understanding". 

A  preview  of  some  of  the  messaees  to  be  leaked  suggests  they  show  how  panic  and 
rumour  began  to  spread  on  the  day,  and  are  likely  to  fuel  conspiracy  theories  about  the 
attacks. 


httD://www. euardian.co.uk/world/bloe/2009/nov/25/seotember-l  1  -wikileaks-Daeer-messae...  3/18/2013 
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One  message  from  a  New  York  City  official  sent  just  minutes  after  the  first  attack  said: 
"WTC  has  been  hit  by  an  airplane  and  a  bomb."  Another  says:  "It's  reported  that  a  US 
military  helicopter  circled  the  building  then  crashed  into  or  next  to  the  Pentagon."  Later 
in  the  day,  a  message  presciently  says:  "We  are  bombing  Afghanistan. 

One  message  from  a  witness  reads:  "Still  in  my  apt,  nowhere  to  go ...  This  is  the  end  of 
the  world  as  we  know  it." 


Wikileaks  would  not  reveal  the  source  for  the  leak,  but  hinted:  "It  is  clear  that  the 
information  comes  from  an  organisation  which  has  been  intercepting  and  archiving  US 
national  telecommunciations  since  prior  to  9/11. 


website  tends  to  get  overloaded  at  busy  times.  It  is  encouraging  readers  to  follow  the 
leaks  on  Twitter, 


Next 


More  from  the  Guardian  Wbafs.ihisZ  More  from  around  the  lhis? 


works  and  wh vi 2  Mar  2013 

The  Conservatives  are  plotting  and  talking  Ihvmselve; 


Legal  rights  in  big  d. 


The  One  Math  Skill  You  Need  lo  Succeed  al  WPrk  (Fox 


annarent  Nazi  salulci7  Mai 


8  College  DeerccsThat  Aren't  Worth  The  Money 

(Salary.com) 


All  rights  reserved. 


Page  2  of  2 


http://www.guardian.co.uk/world/blog/2009/nov/25/september-ll-wikileaks-pager-messag...  3/18/2013 


J 


Page  1  of 2 


9/1 1  pager  messages  reveale^J'elegraph 


9/11  pager  messages  revealed 

An  activist  group  lias  begun  posting  573,000  pager  messages  purportedly  sent  on  the 
day  of  the  September  11  attacks. 


Reith  lecturer  Dame  Eliza  Manningham-Buller  will  consider  the  lasting  significance  of  the  9/1 1  attacks.  Photo:  AP 
12:14PM  GMT  26  Nov  2009 

Wiki  leaks  said  some  of  the  messages  were  sent  by  federal  and  local  officials,  but  most  appear  to 
be  from  ordinary  people,  including  frantic  New  Yorkers  trying  to  reach  loved  ones  in  and 
around  the  World  Trade  Center. 

From  "Second  World  Trade  Center  tower  collapses"  to  "I'm  ok  &  love 
you.  .xoxoxoxoxoxoxoxox"  they  relive  the  anguish  and  emotion  of  the  day. 

Among  the  messages  are  "DO  NOT  GET  ON  THE  PATH  TRAIN. ..THE  WORLD  TRADE 
CENTER  IS  ON  FIRE";  "President  has  been  rerouted  wont  be  returning  to  Washington  but  not 
sure  where  he  will  go";  "THIS  IS  MYRNA,  I  WILL  NOT  REST  UNTIL  YOU  GO  HOME, 

THE  SECOND  TOWER  IS  DOWN,  I  DON'T  WANT  TO  HAVE  TO  KEEP  CALLING  YOU 
AFTER  EVERY  EVENT.  PLS  JUST  GO  HOME." 

Some  are  unrelated  to  the  terrorist  attacks,  such  as:  "Paul,  Jerry  and  I  feel  that  we  can  expect 
around  200  people  for  the  Pig  Picking.  Call  if  you  want  to.  Keith" 

Wikileaks  says  its  goal  is  to  promote  transparency  by  putting  leaked  documents  online.  Its 
repository  includes  manuals,  lawsuits  and  numerous  government  documents. 

Daniel  Schmitt,  a  Wikileaks  spokesman  in  Berlin,  said  the  pager  messages  were  submitted  to  the 
site  anonymously  several  weeks  ago. 

"From  the  context  information  that  the  source  provided  we  have  strong  reasons  to  believe  that 
this  is  valid  data,"  said  Mr  Schmitt. 

He  said  publishing  the  messages  "is  one  more  building  block  to  getting  a  full  picture  of  what 
happened  on  that  day."  He  noted  that  none  of  the  messages  appear  to  lend  credence  to 


httD://www.telegraDh.co.uk/news/worldnews/northamerica/usa/6660728/9 1 1  -pager-messag...  3/18/20 1 3 
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conspiracy  theories  that  suggest  the  US  government  was  behind  the  attacks  or  had  advance 
knowledge  of  them. 

New  York  City's  police  and  fire  departments  said  they  could  not  confirm  that  any  of  the 
messages  were  actual  department  communications.  The  Port  Authority  of  New  York  and  New 
Jersey,  the  US  Secret  Service  and  the  Federal  Emergency  Management  Administration  declined 
to  comment  on  the  messages. 

Most  of  the  pages  come  from  three  companies. 

Among  them,  USA  Mobility  Inc.,  which  merged  Arch  and  Metrocall  systems  in  2004,  issued  a 
statement  on  Wednesday  saying  it  was  "troubled  to  learn  that  paging  messages,  including 
communications  involving  government  officials,  appear  to  have  been  intercepted  and  publicly 
disclosed  in  clear  violation  of  federal  criminal  law." 

"We  hope  and  expect  that  persons  who  engage  in  unlawful  electronic  surveillance  will  be 
apprehended  and  prosecuted  to  the  fullest  extent  of  the  law,"  the  statement  said. 


Read  the  latest  on  the  September  11  attacks. 
©  Copyright  of  Telegraph  Media  Group  Limited  201 3 
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The  9/1 1  texts 

Last  Updated:  11:38  PM,  November  26,  2009 
Posted:  2:48  AM,  November  26,  2009 


The  following  poignant,  terrifying,  hopeful  and  desperate  text  messages  are  just 
some  of  the  more  than  half-million  that  were  sent  to  people's  pagers  on  Sept.  1 1 , 
2001. 

They  were  released  yesterday  by  the  Web  site  WikiLeaks. 

READ  ALL  OF  THE  9/1 1  TEXT  MESSAGES  HERE 

These  messages  —  a  real-time  account  of  the  9/1 1  terror  attacks  and  their  effect 
around  the  nation  --  are  "a  completely  objective  record  of  the  defining  moment  of 
our  time,"  said  WikiLeaks,  which  did  not  disclose  how  it  acquired  the  archive  of 
texts  during  the  entire  24  hours  of  that  fateful  day. 

"We  hope  that  its  revelation  will  lead  to  a  more  nuanced  understanding  of  the 
event  and  its  tragic  consequences." 

08:50:25  A  plane  crashed  thru  the  twin  towers.  Real  bad..BR 

08:51 :37  THE  WORLD  TRADE  CENTER  HAS  JUST  BLOWN  UP,  WE  SEEN 
THE  EXPLOSION  OUTSIDE  OUR  WINDOWS.  TERESA... 

08:54:27  LARRY,  CALL  BRIAN.  WANT  TO  KNOW  IF  OUR  MEN  ARE  OKAY, 
SAW  A  PLANE  HIT  BLDG. 

08:56:37  From:  Gross,  Kate  (Exchange)-  holy  s— !  a  plane  just  hit  the  top  of  the 
world  trade  center! 

09:00:39  HI  IT'S  NANCY  CALL  ME.  I  WANT  TO  KNOW  IF  YOU'RE  OK 
BECAUSE  OF  THE  PLANE  THAT  HIT  THE  TWI 

09:01:20  ade  center  damaged;  unconfirmed  reports  say  a  plane  has  crashed  into 


httD://www.nvbost.com/f/Drint/news/national/Daeer  messages  reveal  confusion  ebEiFNE...  3/18/2013 
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tower.  MARSH  AND  NYMEX  IMPACTED 

09:01:53  Plane  crash  into  World  Trade  Center.  All  MTA  PD  midnight  units  being 
held  over.  MTAPD  Comm  Ctr  (1/1) 

09:03:46  PLEASE  GIVE  ARIEL  A  CALL  RE:  CASUALTIES  AT  THE  WORLD 
TRADR  CTR  AIRPLANE  CRASH. 

09:04:37  PLEASE  CALL  YOUR  FATHER,  STAT,  AT,  PAGER  #22 

09:04:39  YOUR  SISTER  JOE  SAW  THE  NEWS  AND  WANT  TO  KNOW  IF  YOU 
ARE  OKAY.  PLEASE  CALL  ME  AT  WORK  AND  LEAVE  A  MESSAGE  IF  I  AM 
NOT  AT  MY  DESK. 


09:04:57  CAN  YOU  CALL  MOM  AT  HOME. 

09:05:33  PLANES  JUST  HIT  THE  WORLD  TRADE  CENTER  WITHIN  15  MINS! 
IT'S  HORRIBLE... 

09:05:38  I  am  on  Wall  Street.  A  plane  just  crashed  into  the  Twin  Towers.  This  is 
horrible.  Gerry  Genna  WorldCom  Conferencing  2001 

09:05:46  PLEASE  CALL  ME  ASAP.  I  NEED  TO  KNOW  IF  YOU  ARE  OK.  - 
ELLEN. 

09:05:52  it's  a  DELIBERATE  attack  -  a  second  plane  just  flew  into  the  second 
tower 

09:05:55  CHECK  THE  NEWS.  TWIN  TOWERS  BEING  DESTROYED.  - 
CAROLYN. 

09:05:55  PLEASE  CALL  YOUR  WIFE  AT  HOME  RIGHT  AWAY. 

09:06:03  PLEASE  CALL  ME  UPSTAIRS  ASAP.  LORI. 

09:06:03  WE  ARE  OKAY,  BUT  PLS  CALL.  KAREN  2001 

09:06:14  a  second  plane  crashed  into  the  other  tower !!!!  Something  doesn't  seem 
right 


http://www.nypost.eom/f/print/news/national/pager  messages  reveal  confusion  ebEiFNE...  3/18/2013 
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09:06:31  airplane  just  crashed  into  the  world  trade  center.  F —  huge  hole  and 
huge-er  fire. 

09:08:16  From  Kathy  Bauman:  Are  you  watching  TV?  World  trade  Center  blowing 
up? 

09:08:27  PLEASE  CALL  ME  ASAP.  LOVE,  KERRI 

09:08:35  ANOTHER  PLANE  HIT  THE  OTHER  TOWER.  CALL  ME  BACK. 

09:08:57  2  AIRPLANES  HAVE  JUST  CRASHED  INTO  THE  WORLD  TRADE 
CENTER.  PLEASE  BE  CAREFUL.  CALL  ME  WHEN  YOU  CAN-  YOUR  WIFE. 

09:09:37  Please  call  me  I  need  to  know  where  you  are! 

09:09:46  YOU  SHOULD  HEAD  UPTOWN  TO  GET  AWAY  FROM  THE  AREA.  IF 
YOU  WANT,  GO  TO  YOUR  AUNT'S.  KAREN 

09:15:10  Code  YELLOW  in  effect.  Situation  Room  is  open.  Only  Duty  Officers  to 
report. 

09:15:37  Ross,  you  are  to  report  to  the  office  ASAP  Buddy  two  plane  crashes  in 
NY 

09:15:38  Hey  Honey!  Can  you  bring  some  bagels  when  you  get  back?  The  pork 
chop  is  now  crying  about  the  World  Trade  Center  plane  crash.  Geez!  It  is  scary 
but  no  reason  to  cry.  Talk  to  you  later!  I  love  you! 


09:15:39  nyc  air  space  apparently  closed;  dunno  about  phil  2001 

09:15:59  Iburse  pis  call  lauree  asap  -  want  to  make  sure  everyone  there  is  okay!!! 

09:16:03  CALL  YOUR  HUSBAND  AT  HOME.  IT'S  AN  EMERGENCY. 

09:16:39  ws  is  saying  that  it  was  a  737  that  was  reported  hijacked.  Don't  know 
about  the  other  one. 

09:16:40  Victor,  What’s  the  status  on  the  WTC  guys?  Did  all  make  it  out?  Please 
call  &  let  us  know!  -Diana 

09:16:55  two  planes  have  crashed  into  the  qorld  trade  center  where  are  you  are 
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you  okay  45535  Marie 

09:16:57  ARE  YOU  OK?  PLEASE  EMAIL  OR  CALL.  WHAT  FLOOR  IS  JOSH 
ON? 

09:17:01  HAVE  U  HEARD  ABOUT  THE  ATTACK  ON  THE  WORLD  TRADE 
CENTER?  EDWARDS  2001 

09:17:07  WANT  TO  KNOW  THAT  YOU'RE  ALRIGHT.  I  HEARD  ABOUT  THE 
PLANE  HITTING  THE  WORLD  TRADE  CENTER.  ..  2001 

09:17:37  Frm:  Neil  &  Sally  Braid  Sub:  World  Trade  Center  Txt:  Can  you  believe  it! 
isn't  it  horrible. 


09:17:38  The  World  Trade  Center  has  been  severely  severly  damaged  by  2 
airplanes  that  flew  into  it  from  opposite  sides!  Both  towers  are  on  fire!! 

09:17:44  What  the  hell  is  happening  up  there????  Planes  gone  bezerk??? 

09:19:29  TURN  ON  YOUR  RAIDIO  THE  WORLD  TRADE  CENTER  HAS  BEEN 
BOMED  TANYA. 

09:19:42  I  CAN  NOT  GET  THROUGH  ON  THIER  CELLPHONE  TO  CONTACT 
ANY  OF  THEM  PLEASE  CALL  OFF. 

09:20:36  PLEASE  CALL  AUNT  MARY,  I'M  WORRIED  ABOUT  WHAT 
HAPPENED  DOWNTOWN. 

09:20:44  US  military  has  go  to  a  high  level  DEFCON  alert.  Fighter  aircraft  have 
been  scrambled. 

09:21 :01  CALL  ME.  I  LOVE  YOU  JACKIE 

09:21 :03  The  Pentagon  is  saying  it  is  a  terrorist  attack.  This  s—  isn't  funny  at 
ALL!!!!  I  don't  like  that  you  were  on  American  Airlines  &  have  to  fly  back  on  it.  They 
will  beef  up  security  at  A/A  now!!  jen 

09:24:05  Frm:  IPN  Sub:  New  York  City  Txt:  2  Large  Aircraft  have  struck  the  World 
Trade  Centers.  Very  Heavy  Fire  Cond  ATT.  Poss  Hijacked  Airecraft 

09:24:14  ARE  YOU  OK?  I  JUST  WANT  TO  MAKE  SURE.  WHEN  YOU  GET  THIS 
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MESSAGE  PLEASE  CALL  ME  -  OKHEE,  516... 


09:24:40  Joe  Conti  is  safe,  only  one  confirmed  thus  far.  He  had  not  arrived  to 
work.  He  is  trying  to  contact  others,  we  will  keep  trying.  Perry 

09:24:42  Bush  just  found  out  about  attack!  Cutting  vacation  short!  Markets  will  not 
open  for  now. 

09:24:44  "Katya  Petrova"  Are  you  watching  the  news????  World  Trade 
Center????  It'  horrible! 

09:30:20  I  am  OK,  I  heard  the  plane  and  then  I  heard  it  hit.  I  called  you  at  home; 
wait  till  you  hear  my  message. ..thank  you  for  calling  me! 

09:30:26  Bush  now  talking!  I  hope  your  are  able  to  watch!. 

09:31:05  JUST  HEARD  THE  NEWS  ON  THE  RADIO.  CALLING  TO  MAKE  SURE 
YOU  ARE  OK.  WASN'T  SURE  HOW  FAR  YOU 

09:31:18  PLS  CALL  HOME  AS  SOON  AS  YOU  GET  IN.  LOVE,  NANCY. 

09:31:33  Bush  is  talking  now.  He  confirms  the  terrorist  attack.  Moment  of  silence 
now. 

09:31:35  GLAD  YOU'RE  OK!! 

09:31:35  Basically,  I  had  a  deep,  deep  pain  in  my  stomach  today  and  I  get  the 
premonition  that  something  was  going  to  fall  out  of  the  sky  or  a  brick  would  fall 
from  a  bldg. 


09:31:55  MERRILL  LYNCH  PEOPLE  IN  FRONT-GU 

09:32:33  they  just  said  an  AA  jet  was  hi-jacked  from  Boston 

09:32:37  PLEASE  CALL  ME  AND  LET  ME  KNOW  YOUR  OK,  I  AM  AT  HOME.  I 
LOVE  YOU.  SUNSHINE 

09:32:38  2  planes  crashed  into  the  wtc  in  nyc.  unreal,  i  was  watching  the  first  one 
when  the  second  one  crashed,  i  am  on  a  plane  to  atlanta  now.  see  ya  later 
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Anisha157 

09:32:48  (1/1)  COMMUNICATION  CENTER  STARTING  TO  EXPERIENCE 
SOME  PHONE  PROBLEMS.  II  CC 

09:32:57  Howdy,  Just  to  let  you  know...  2  planes  have  apparently,  crashed  into 
both  towers  of  the  World  Trade  center  on  purpose.  Dont  know  anything  else,  the 
web  is  overloaded  with  people  trying  to  find  out.  CDE 

09:33:39  URGENT  !!  IT'S  TIM,  I'M  OKAY.  CALL  ME  AT  HOME,  ,  I  WAS 
OUTSIDE  THE  BUILDING  WHEN  IT  E 

09:33:40  Legacy  Hot:  The  S.  Tower  is  evacuating  due  to  the  plane  crash.  Bus. 
Impact:  Some  toll  free  traffic  is  being  rerouted.  Calls  to  the  S.  Tower  is  getting  fast 
busy.  The  GCSC  is  still  investigating 

09:33:46  All  NYCTOS  personnel  meet  at  the  baseball  field  near  the  Embassy 
Suites 

09:33:50  Someone  heard  on  the  radio  that  they  shut  down  the  Holland  &  Lincoln 
Tunnels.  He  thinks  they  may  have  shut  down  the  city.  Good  luck  getting 


09:33:55  Jack,  It's  Naomi. ..please  tell  me  you're  okay!!!! 

09:34:20  FAA  ATC  Advised  That  all  IFR  AIR  Traffic  in  the  United  States  has  been 
stopped 

09:34:42  URGENT!  I  NEED  A  LIST  OF  ANY  MERRILL  LYNCH  EMPLOYEES  IN 
THE  WORLD  TRADE  CTR  FROM  THE  EMPLOYEE  ACCTING  SYSTEM, 
IMMEDIATELY!  THE  LIST  MUST  GO  TO  TOM  MILLIGAN  TRISHA  ZELLNER,. 
PLEASE  CALL  ME  TO  CONFIRM! 

09:34:53  STEP  SON  IS  IN  THE  BULIDING.  -MARY,. 

09:35:37  TERRORIST  ATTACK  ON  WORLD  TRADE  CENTER  IN  NY.  2  PLANES 
FLOWN  INTO  BUILDING.  A  HIGHJACKED  PLANE  LOADED  WITH  PEOPLE  IS  1 
OF  THE  PLANES.  AWLFUL  LOVE  MOM 

09:35:42  Complete  Ground  Stop.  .  .No  aircraft  are  to  leave  the  ground.  .  .thanks.  . 
.janis 
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09:40:01  WE  EVACUATED  OUR  BLDG,  I  AM  GOING  TO  SUSAN'S  APT,.  LOVE 
YOU.  BRIDGES  AND  TUNNELS  ARE  CLOSED  AND  ALL  AIRPORTS  ARE  ALSO 
NOT  OPEN,  AND  I  AM  NOT  FLYING. 

09:40:14  All  house  staff  must  keep  pagers  on  all  day  today  and  tonight  and  be 
prepared  to  come  in  to  the  hospital  if  needed. 

09:40:35  Lower  Manhattan  Subway  service  suspended.  Downtown  and  municipal 
workers  being  evacuated.  MTA  PD  Command  Center  established 

09:55:06  PLEASE  CALL  YOUR  DAUGHTER,  IMMEDIATELY. 


10:50:03  Call  me  if  u  can.lm  scared!! 

10:50:16  FYI;  CITY  HALL  IS  LOCKED  DOWN...  PROPER  'ID'  IS  REQUIRED  TO 
COME/GO  FROM  CITY  HALL...  GBL 

10:50:29  JIM  ELLIS  AUNT  MARCELLA  YCANNOT  REACH  YOUR  SISTER  IN 
NEW  YORK.  HAVE  YOU  TALKED  TO  HER?  P/C  ME  ASAP 

10:50:54  FWD  from  S.Diederich:  stay  home  due  to  terrorist  attacks  around  our 
country  -  Do  not  go  to  downtown 

10:50:55  everywhere  shut  down,  crazy!  hope  you  all  made  it  okay.  Just  try  to  let 
us  know  all  is  well  with  you.  mom 

10:50:57  Let's  do  our  best  to  stay  focused  on  our  mission,  notwithstanding  this 
morning's  tragic  events.  The  objective  of  terrorists  is  to  both  destroy  and  disrupt. 
Massive  destruction  is  a  fact. 

10:51 :01  my  boss  sent  me  home  to  cover  the  firehouse.  I'm  here  now,  but  only  the 
Seagrave  is  in  service. 

1 1 :00:00  the  only  thoughts  i  have  of  are  of  nicholas,  ian  and  you.  i  am  terrified,  i 
needed  to  tell  you  that  i  truly  love  you 

11:00:03  If  you  haven't  already  heard,  don't  bother  coming  into  work  they  are 
sending  us  home.  Scott 

11:00:13  United  Air  flight  just  crashed  at  Camp  David.  So  now,  we  have  2 
hijacked  planes  that  took  down  the  Trade  Center,  plane  down  at  the  Pentagon,  fire 
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near  the  West  Wing,  and  car  bomb  in  front  of  state  dept  in  DC.  It's  scary! 


1 1 :32:56  If  I  do  not  hear  from  you  by  High  Noon,  I  am  going  to  pick  Laura  up  at 
school  and  tell  her  her  Father  is  dead. 

1 1 :34:07  Cathy  is  fine,  if  U  didn't  get  chance  to  call  her  yet.  Ted  called  heron  train 
and  she  turned  right  around  and  left  back  to  NJ.  END 

1 1 :51 :52  HEY  JIMMY  ITS  ME  I  JUST  WNATED  TO  LET  YOU  KNOW  IM  OK  I 
WAS  AWAY  FROM  MY  WORK  I  THINK  THE  EVACUATED  THE  BUILDING 

12:30:24  sweichmary,  i  hope  you  are  ok  and  that  your  family  and  friends  are  safe, 
we're  thinking  of  you.  let  me  know  if  i  can  do  anything  for  you.  shannon 

13:30:09  Jerry,  in  light  of  all  that  has  happened,  we  need  to  know  if  you  are  OK, 
and  if  your  surgury  was  done  or  postponed.  Thanks.  Rodger 

14:02:41  I’m  have  been  trying  to  call  and  cant  get  through.  Call  me  if  you  can.  I 
just  want  to  make  sure  you  are  ok.  I  love  you  di 

14:03:50  Thank  you  darlin',  Man  what  a  mess.  I  was  just  trying  to  make  sure 
you're  ok. ..worried,  because  of  the  business  you're  in. 

14:03:54  Tom,  I  have  some  instructions  for  you  about  flying  the  flag  at  half  staff. 
Susan 

17:05:54  :-()  I'm  so  happy  you  are  fine  and  same  time  I'm  verry  shocked  Dear 
Haven't  thought  something  like  this  happens  that  easy  and  fast  But  know  Dear  I'm 
here  ok  ?  and  i  miss  you  everytime  :-()  Sei  vorsichtig  Dear .-()  love  you  Dear :-() 

0 

17:20:30  Honey  wanted  to  tell  you  how  much  i  love  you.  I  was  alittle  worried. I 
Don't  want  to  lose  you  now  that  I  got  you  back.  You  mean  everything  to  me.  You 
have  my  whole  heart  and  life.  Hove  you  so  much. 
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DAILY  NEWS 

New  York 

Thousands  of  9/11  messages  released,  providing 
'real-time'  reminder  of  WTC  horror 

BY  JOHN  LAUINGER /  DAILY  NEWS  STAFF  WRITER 
WEDNESDAY,  NOVEMBER  25,  2009. 1 1:22  PM 


More  than  half  a  million  electronic  messages  sent  on  9/1 1  were  leaked  onto  the  Internet  Wednesday  - 
providing  a  chilling  "real-time"  reminder  of  the  terrorist  attacks. 

The  intercepted  dispatches  were  released  on  the  Web  site  www.wikiLeaks.org  in  a  minute-by-minute  format 
designed  to  re-create  the  order  in  which  the  messages  were  sent  that  terrible  day. 

Many  of  the  messages  were  sent  by  emergency  responders  from  the  Pentagon  and  New  York.  Others  were 
the  frantic  efforts  of  distressed  onlookers  to  contact  their  loved  ones. 

One  official  sent  this  message  at  9:1 1  a.m.;  "Chief.  2  planes  have  struck  the  World  Trade  Center...the  news 
says  terrorist  attack.. .both  buildings  have  heavy  smoke  showing  on  multiple  upper  floors," 

Another  official  wrote:  "We  need  all  available  personnel  to  report  to  the  station  and  be  prepared  to  stay  for  a 


"Will  try  to  pull  together  the  info  from  our  affiliates."  another  communication  read.  "Have  not  been  able  to 
maintain  connection  w/FDNY  audio." 

Several  messages  from  panicked  relatives  were  gut-wrenching  to  read. 

RELATED:  LUPICA:  GIANTS'  TRIP  EVOKES  9/11  MEMORY 

"Daddy,  it's  your  daughter.  Call  me,”  one  person  wrote.  "Let  me  know  everything  is  okay." 

Another  person  wrote  at  9:50  a.m,:  "Can't  reach  you  by  phone.... Be  safe.  Love  you  more  than  ever." 

"Greg,  I  hope  you  are  ok?  Please  give  me  a  call  to  make  me  feel  better,"  someone  named  Damarif  wrote  at 
1 1 :05  a.m.  "I  am  worried  about  you." 
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WikiLeaks  did  not  disclose  how  it  obtained  the  intercepted  messages,  which  it  began  releasing  at  3  a.m. 
yesterday.  By  early  evening,  the  site  reported  it  was  "overloaded  by  global  interest." 

WikiLeaks,  which  has  no  formal  relationship  to  the  online  user-written  encyclopedia  Wikipedia,  provides 
whistleblowers  and  journalists  with  a  portal  for  "untraceable  mass  document  leaking."  It  has  published  lawsuits 
and  various  government  documents. 

The  site  defended  its  decision  to  release  the  sensitive  messages. 

"The  archive  is  a  completely  objective  record  of  the  defining  moment  of  our  time,"  a  statement  on  the  site  read. 

"We  hope  that  its  entrance  into  the  historical  record  will  lead  to  a  nuanced  understanding  of  how  this  event  led 
to  death,  opportunism  and  war." 

jlauinger@nydailynews.com 


ARTICLES  AND  OFFERS  FROM  AROUND  THE  WEB 


occur  in  2015  that 
could  propel  him 


Alexandria  .  New  Virginia-  This 


get  auto 
as  $9 


Virginia  drivers  to 


simple  device 
could  stop  your 

prevent  health 
problems... 


Myrtle  Beach  on  Virginia: 

sale.  Save  with  Residents  qualify 

room  rates  from  to  become  debt 

$44  per  night  &  free  with  new 

package  specials  program  available 

at  select  resorts.  in  2013. 
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Web  site  posts  what  it  says  are  half  million  text  messages 
from  9/11  -  CNN.com 

By  Jeanne  Meserve  and  Mallory  Simon  ,  CNN 


CNN.com 


g  CNK  tsa'.Jie  is  uut  -ized  lc: 
-  abti  Playei  veigmVti 


Install  flash  player 


(CNN)  --  Newly  released  text  messages  reportedly  from  the  morning  of  September  11,  2001, 
show  panicked  family  members  trying  to  contact  loved  ones  and  officials  frantically  trying  to 
grasp  what  was  happening. 

More  than  half  a  million  messages,  released  by  whistleblower  site  Wikileaks,  reveal  the 
panic,  horror  and  pain  of  what  happened  that  morning  in  the  words  of  those  who 
experienced  it. 

On  September  11,  2001, 19  hijackers  commandeered  four  commercial  jetliners,  loaded  with 
fuel  for  cross-country  flights.  Two  were  flown  into  the  World  Trade  Center's  Twin  Towers  in 
New  York,  one  crashed  into  the  Pentagon,  and  another,  headed  for  an  unknown  location, 
crashed  in  Pennsylvania  when  it  was  disrupted  by  passengers. 

A  total  of  2,976  people  —  not  including  the  hijackers  --  were  killed  in  the  attacks. 

Some  people  witnessing  the  attacks  reached  out  to  loved  ones  out  of  fear  there  might  have 
been  more  attacks  coming  and  they  might  die. 

"The  only  thoughts  I  have  are  of  Nicholas,  Ian  and  you,"  read  one  text  message.  "I  am 
terrified.  I  needed  to  tell  you  that  I  truly  love  you.  always,  diane." 

"I  want  to  hold  you  now,"  one  text  message  a  minute  later  reads. 

"I  know  you  have  a  new  relationship  and  do  not  care  about  me.  But  just  in  case  anything 
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happens  know  I  love  you  hon.  Missed  Ya  good  bye." 

The  first  indication  of  a  problem  comes  at  8:50  a.m.,  five  minutes  aft.er  the  first  plane  hit  the 
World  Trade  Center. 

"An  aloha  call  is  starting.  This  is  for  a  fire  at  2wt ..." 

Another 
text 

message 


.. 

references  "a  bomb  detonation"  in  the  World  Trade  Center  and  asks  recipients  of  the 
message  to  report  back  assessments  of  their  areas. 

A  minute  later,  firsthand  reports  started  flooding  in. 

"The  world  trade  center  has  just  blow  up,  we  seen  the  explosion  outside  our  windows. 

Teresa ..." 

At  8:53  a.m.  a  message  from  the  New  York  Police  Department’s  operations  division 
mobilizes  officers  toward  the  World  Trade  Center,  telling  them  to  meet  at  Church  and  Vessey 
streets. 

At  9:03  a.m.  the  second  plane  hit  the  World  Trade  Center. 

"It’s  a  deliberate  attack  ...  a  second  plane  just  few  into  the  second  tower,"  a  message  said  52 
seconds  later. 

By  9:25  a.m.  the  personal  messages  have  grown  more  frequent  and  more  frantic. 

Companies  begin  sending  out  messages  asking  for  head  counts  on  all  employees. 

People  begin  sharing  reports  of  what  they  are  seeing  and  hearing  on  TV,D  including  early 
reports  of  people  jumping  from  the  World  Trade  Center. 
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Family  members  panicked,  struggling  to  get  through  jammed  phone  lines  to  find  out  if  their 
loved  ones  were  OK. 


9:25:40  a.m. 

"Please  call  my  work  as  soon  as  you  get  in  the  office.  Need  to  know  you're  safe." 

9:29:38  a.m. 

"Wondering  where  you  are.  Are  you  okay.  Give  me  a  call  back  asap.  I  just  need  to  know  these 
things.  Even  if  it's  collect.  Call  me.  Darryl" 

11:32:56  a.m. 

"if  i  do  not  hear  from  you  by  high  noon,  i  am  going  to  pick  laura  up  at  school  and  tell  her  her 
father  is  dead." 

"goodbye  my  sweety . im  going  to  miss  yo,"  another  said. 

"Honey  wanted  to  tell  you  how  much  i  love  you,"  one  sender  wrote.  "I  was  a  little  worried.  I 
Don't  want  to  lose  you  now  that  I  got  you  back.  You  mean  everything  to  me.  You  have  my 
whole  heart  and  life.  I  love  you  so  much." 

Some  texts  brought  relief. 

"My  dad  survived!  I  got  a  call  from  stepmom's  coworker  saying  my  dad  is  alive,  although  that 
is  all  the  info  I  have.  I  do  not  know  if  he  is  injured  or  unscathed." 

"Abroer's  father  is  alive,"  one  text  proclaims,  "survived  WTC  collapse.  I  am  trying  to  contact 
family  members  to  find  out  more." 

"urgent.  It's  tim.  I'm  okay.  Call  me  at  home...i  was  outside  the  building  when  it  exploded,  but 
i'm  fine." 

Others  have  to  wait  and  worry.  Numerous  messages  simply  read:  "Are  you  okay?"  "Where 
are  you?"  or  "CALL  ME  NOW!" 

"pete  is  ok.  He  can't  find  his  brother  who  works  in  the  world  financial  center  next  to  the 
trade  center . "  one  message  read. 

The  messages  also  give  insight  to  the  federal  government's  scramble  to  evacuate  buildings, 
bases  and  high-level  officials. 

"Jim:  DEPLOY  TO  MT.  WEATHER  NOW!  Tom"  reads  one  message,  referring  to  Mount 
Weather,  the  underground  bunker  where  high-level  officials  are  taken  in  a  national 
emergency  and  a  command  facility  for  the  Federal  Emergency  Management  Agency. 
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-If  million  text  messages  from  9/1 1  -  N.com 


A  message  at  10:24  a.m.  appears  to  show  authorities  working  to  secure  the  first  family. 

"TWINKLE  AND  TURQ  ARE  ACCOUNTED  FOR  AND  SAFE,"  the  message  says.  Twinkle 
and  Turquoise  were  the  code  names  used  for  then-president  George  W.  Bush's  twin 
daughters  Jenna  and  Barbara. 

At  10:32  a.m.  a  Secret  Service  message  said  "ANONYMOUS  CALL  TO  JOC  REPORTING 
ANGEL  IS  TARGET"  ~  referring  to  a  call  to  the  Joint  Operation's  Center  refering  a  threat 
made  against  Air  Force  One,  which  used  a  code  name  of  Angel. 

A  message  from  FEMA  at  12:37  p.m.  notes  "we  have  no  mission  statements  yet." 

A  message  from  the  Secret  Service’s  New  York  field  office  sent  conflicting  messages  about 
where  agents  should  report. 

The  messages  also  frantically  pass  along  reports  of  more  attacks.  Some  turned  out  to  be 
rumors,  others  real. 

Rumors  were  rampant: 

"There  is  a  hijacked  plane  circling  dulles  airport.  Please  call  me!" 

"unconfirmed  reports  of  plane  crash  at  camp  david  now." 

"think  one  more  plane  may  have  been  hijacked  and  headed  toward  the  capitol  building.. .not 
sure." 

Wikileaks  says  it  has  verified  some  of  the  texts  and  says  they  all  appear  to  be  authentic. 

"I  fully  understand  that  this  is  very  emotional  material,  but  this  does  not  mean  that  this  is 
not  part  of  our  historic  record,"  said  spokesman  Daniel  Schmitt. 

"And  from  the  publishing  perspective  of  the  Wikileaks  perspective,  that  is  what  counts.  We 
are  helping  to  maintain  an  uncensorable  part  of  this  day's  record  in  more  detail  than  has 
ever  been  provided  before." 

Wikileaks  will  not  say  if  the  source  was  in  government,  law  enforcement,  industry  or  was  a 
private  citizen  with  the  capability  to  intercept  messages. 


O 
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Egads!  Confidential  9/11  Pager  Messages  Disclosed 


As  the  World  Trade  Center  and  Pentagon  were  ablaze  on  September  1 1, 2001,  the  U.S.  Secret  Service's  presidential  protective  detail  was  informed  that 
a  "Korean  airliner  has  been  hijacked"  en  route  to  San  Francisco,  prompting  already-skittish  agents  to  worry  about  another  wave  of  terrorist  attacks. 

That  morning  and  afternoon.  Secret  Service  agents  assigned  to  protect  the  president  and  his  family  found  their  pagers  constantly  buzzing  with  alerts 
both  true  and  false.  There  was  a  false  alarm  about  a  car  bomb  in  downtown  Washington,  D.C.,  a  report  of  "two  Arab  males  detained"  after  asking  for 
directions  to  the  presidential  retreat  at  Camp  David,  and  reassurances  that  "Twinkle  and  Turq"  --  code  names  for  the  Bush  daughters  --  were  safe  and 
accounted  for. 


This  unusual  glimpse  into  the  events  of  9/1 1  comes  from  messages  sent  to  alphanumeric  pagers  that  were  anonymously  published  on  the  Internet  on 
Wednesday.  The  pager  transcripts,  which  total  about  573,000  lines  and  6.4  million  words,  include  numeric  and  text  messages  also  sent  to  private  sector 
and  unclassified  military  pagers. 


It's  impossible  to  tell  whether  the  logs  have  been  faithfully  reproduced  in  their  entirety.  But  there’s  evidence  they  have  been:  I  spoke  to  three  journalists 
working  on  September  1 1 , 200 1  whose  correspondence  appeared  in  the  logs  or  who  were  familiar  with  the  messages  circulated  in  their  newsrooms  that 
day.  All  three  say  the  logs  appear  to  be  legitimate. 

This  trove  of  messages  is  likely  to  become  a  boon  for  historians,  a  new  source  of  concern  for  privacy  advocates,  and,  depending  on  the  details,  a  point 
of  embarrassment  or  pride  for  the  government  agencies  and  corporations  whose  internal  conversations  have  been  divulged.  The  files  were  posted  on 
WikiLcaks.ora.  which  has  made  a  speciality  of  disclosing  confidential  documents  and  boasts  that  it  is  "uncensorable." 


One  string  of  messages  hints  at  how  federal  agencies  scrambled  to  evacuate  to  Mount  Weather,  the  government's  sort-ofsecret  bunker  buried  under  the 
Virginia  mountains  west  of  Washington,  D.C.  One  message  says,  "Jim:  DEPLOY  TO  MT.  WEATHER  NOW!,"  and  another  says  "CALL  OF1CE  (sic) 

AS  SOON  AS  POSSIBLE.  4145  URGENT."  That's  the  phone  number  for  the  Federal  Emergency  Management  Agency's  National  C . . u.L 

Programs  Directorate  --  which  is  charged  with  "the  preservation  of  our  constitutional  form  of  government  at  all  times,"  even  during  a  nuclear  war.  (A 
2006  article  in  the  U.K.  Guardian  newspaper  mentioned  a  "a  traffic  jam  of  limos  canying  Washington  and  government  license  plates"  heading  to 
Mount  Weather  that  day.) 


FEMA's  response  seemed  less  than  organized.  One  message  at  12:37  p.m.,  four  hours  after  the  attacks,  says:  "We  have  no  mission  statements  yet."  Bill 
Prusch,  FEMA's  project  officer  for  the  National  Emergency  Management  Information  System  at  the  time,  apparently  announced  at  2  p.m.  that  the 
Continuity  of  Operations  plan  was  activated  and  that  certain  employees  should  report  to  Mt.  Weather;  a  few  minutes  later  he  sent  out  another  note 
saying  the  activation  was  cancelled. 

The  first  pager  message  reporting  the  attacks  on  the  World  Trade  Center  appears  to  have  been  sent  by  Morgan  Stanley  at  8:50  a  m.  ET,  saying  that  an 
Aloha  call  is  starting"  due  to  a  fire  in  the  complex's  south  tower.  Morgan  Stanley  leased  840,000  square  feet  in  that  building,  on  over  20  floors. 


As  the  fires  spread,  and  as  police  and  firefighters  rushed  to  the  scene.  Wall  Street  firms  activated  their  emergency  response  plans.  Shortly  after  9  am.. 
Fidelity  evacuated  its  nearby  offices  at  200  Liberty  Street,  and  sent  out  a  messaging  saying:  "Those  in  the  area  should  meet  at  the  Winter  Garden.  Our 
plan  is  to  meet  there  and  (have  most  employees)  work  from  home."  (The  Winter  Garden  is  a  glass-enclosed  atrium  that  was  damaged  later  in  the  day 
when  the  towers  collapsed.) 


"On  that  particular  day,  literally  within  minutes  of  the  first  attack,  we  already  had  o: 
area  for  some  of  our  employees,"  Anne  Crowley,  a  spokeswoman  for  Fidelity  who  ■ 
telephone  interview. 


of  our  security  people...  lining  up  space  outside  the  New  York 
is  with  the  company  in  September  2001,  told  CBSNews.com  in  a 


By  10:29  a.m..  Fidelity's  Boston  offices  on  Summer  St.  had  been  closed,  and  an  alert  went  out:  "National  Master  Console  has  been  re-routed  to 
Merrimack."  It  was  followed  by:  "The  FBSI  war  room  is  operational,"  referring  to  Fidelity  Brokerage  Services  Inc. 


“That  quick  thinking  led  us  to  be  able  to  move  hundreds  of  New  York  employees  to  backup  locations  (and)  enabled  us  to  continue  to  operate  some  of 
our  important  functions,"  Crowley  said.  Even  with  U.S.  equity  markets  closed.  Fidelity's  phone  centers  continued  to  take  orders  and  could  even  process 
some  international  ones.  Crowley  said  she  didn't  know  what  Fidelity's  war  room  referred  to,  but  said  the  National  Master  Console  is  the  firm  s  mam 
phone  operation  that  was  shifted  to  Merrimack,  N.H. 

Similarly  Bank  of  America  ordered  the  evacuation  of  all  bank  "high  rise  buildings  only,"  while  noting  that  there  is  a  "nation-wide  run  on  cash. 
Mastercard  evacuated  its  new  York  and  Delaware  offices;  MBNA  decided  to  shutter  everything  but  inbound  call  centers.  Another  message  says. 
"SITUATION  LOCK  DOWN  ALL  AT&T  LOCATIONS  HAVE  BEEN  EVACUATED." 


How  the  messages  were  captured 
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The  pager  logs  seem  to  represent  messages  transmitted  on  September  1 1.  2001  through  the  networks  of  Arch  Wireless,  Mctrocall,  Skytel,  and  Weblink 
Wireless. 


It's  not  clear  how  they  were  obtained  in  the  first  place.  One  possibility  is  that  they  were  illegally  compiled  from  the  records  of  archived  messages 
maintained  by  pager  companies,  and  then  eventually  forwarded  to  WikiLeaks. 

The  second  possibility  is  more  likely:  Over-the-air  interception.  Each  digital  pager  is  assigned  a  unique  Channel  Access  Protocol  code,  or  capcode,  that 
tells  it  to  pay  attention  to  what  immediately  follows.  In  what  amounts  to  a  gentlemen's  agreement,  no  encryption  is  used,  and  properly-designed  pagers 
politely  ignore  what's  not  addressed  to  them. 

But  an  electronic  snoop  lacking  that  same  sense  of  etiquette  might  hook  up  a  sufficiently  sophisticated  scannci  to  a  Windows  computer  with  lots  of 
disk  space  —  and  record,  without  much  effort,  gobs  and  gobs  of  over-the-air  conversations. 

Existing  products  do  precisely  this.  Australia's  WiPath  Communications  offers  Interceptor  .v"  (there's  even  a  free  download).  Maryland-based  SWS 
Security  Products  sells  something  called  a  "Beeper  Buster"  that  it  says  let  police  "watch  up  to  2500  targets  at  the  same  time."  And  if  you’re  frugal, 
there's  a  video  showing  you  how  to  take  a  $10  pager  and  modify  it  to  capture  everything  on  that  network. 


Law  enforcement  agencies  knew  of  the  benefits  of  monitoring  pagers  long  ago.  A  1997  FBI  bulletin  describes  the  "use  of  a  clone  pager  to 
simultaneously  receive  the  transmission  emitted  from  the  pager's  service  provider  to  the  pager,"  and  the  federal  courts  have  a  standard  I'oiiii  forjudges 
to  use  when  approving  interceptions.  (The  American  Association  of  Paging  Carriers  has,  helpfully,  provided  its  members  with  a  list  of  how  to  comply.  ) 


Whatever  their  origin,  the  logs  are  likely  to  raise  i 
Cisco's  director  of  federal  operations,  at  4:18  p.m 
recipient  appears  to  be  Cisco  Chief  Development 
Menlo  Park,  Calif,  called  Silver  Lake. 


more  questions  than  they  answer.  Take  this  intriguing  message  that  was  sent  by  Jim  Massa,  then 
.  It  said:  "NEED  TO  DISCUSS  FBI  TEN  THOUSAND  UNIT  REQUIREMENT  ASAP."  The 
Officer  Charlie  Giancarlo,  who  left  the  company  in  2007  and  now  works  at  a  venture  capital  firm  in 


A  Cisco  representative  said  in  e-mail  to  CBSNews.com:  "I  know  we  worked  closely  with  law  enforcement  after  the  attacks  but  I  don't  have  any 
specifics."  Massa  did  not  immediately  respond  to  a  request  for  comment. 

One  possibility  is  that  the  FBI  urgently  needed  routers  or  other  Cisco  gear  to  upgrade  its  own  network.  But  technical  experts  that  CBSNcws.com 
contacted  believed  it's  more  likely  that  the  FBI  was  working  with  Internet  service  providers  to  reconfigure  their  networks  with  Cisco  hardware  to  allow 
wiretaps  to  be  conducted  more  readily.  Around  that  time,  Cisco  was  beginning  to  develop  wiretap  capabilities  for  its  routers  -  a  concept  that  eventually 
became  known  as  "lawful  intercept." 

The  logs  are  silent  on  precisely  that  point.  They  do  show,  however,  how  US.  network  providers  scrambled  to  respond  to  one  of  the  most  unexpected 
and  extensive  disruptions  in  recent  memory. 

After  7  World  Trade  Center  collapsed  (it  had  been  damaged  by  debris  earlier).  Sprint  lost  its  payment-processing  system  called  SpeedPay.  A 
subsequent  note  said:  "SpeedPay  is  down.  Site  lost  power  with  further  collapse  of  building  around  5PM.  They  are  mobilizing  to  relocate  equipment  to 
New  Jersey  site."  A  Sprint  spokeswoman  said  that  the  executives  who  were  with  the  company  on  9/1 1  are  on  holiday  break  and  unavailable  for 
comment. 

The  major  telecommunications  hub  at  (,t)  Hudson  Street,  about  eight  blocks  from  the  World  Trade  Center,  was  evacuated  around  9:20  a  rm  About  lour 
hours  later,  it  was  starting  to  show  signs  of  overheating,  with  temperatures  reaching  the  80s.  A  WorldCom  message  worried  that  New  York  City  might 
cut  power  to  60  Hudson,  saying.  "NYC  1  has  4  to  8  hours  of  battery  power  if  main  power  was  to  be  cut."  A  relieved  followup  said  that  the  company  s 
network  operations  center  had  learned  that  the  power  would  remain  on. 


Air  Force  One  reportedly  threatened 


Other  tidbits  from  the  logs  include: 

*  A  Secret  Service  page  at  10:32  a  m.  warned:  "ANONYMOUS  CALL  TO  JOC  REPORTING  ANGEL  IS  TARGET."  Angel  is  the  Secret 
Service  codeword  for  Air  Foree  One;  JOC  means  Joint  Operations  Center.  When  the  president's  plane  had  departed  Florida  about  half  an 
hour  earlier,  it  was  en  route  to  D  C.  That  anonymous  threat  seems  to  be  what  diverted  President  Bush  on  a  Ingh-spccd  Bight  across  the 
country,  first  to  Barksdale  Air  Force  Base  in  Louisiana,  and  then  to  an  underground  command  center  in  Nebraska. 


*  Amidst  the  confusion  that  day,  the  Secret  Service's  New  York  field  office  gave  contradictory  instructions  to  agents.  At  9:06  a.m.,  their 
pagers  lit  up  with  these  orders:  "MEET  AT  THE  BASEBALL  FIELD  BEHIND  THE  EMBASSY  SUITES  1 IOTEL  ON  WEST  STREET 
NY."  Ninety  minutes  later:  "ALL  NEW  YORK  FIELD  OFFICE  PERSONNEL  RESPOND  TO  STUYVESANT  HIGH  SCHOOL  AT 
THE  CORNER  OF  CHAMBERS  AND  WEST  STREET  ASAP."  Later:  "ALL  NYFO  PERSONNEL  ARE  TO  DISREGARD  THE  LAST 
PAGE  REGARDING  STUVYSANT  HIGH  SCHOOL." 


*  One  message  said:  "#2  MCLL  EXEC  WAS  ABOARD  ONE  OF  THE  PLANES.  1  OF  THE  ONES  WHO  BETRAYED  HARRY.  NO 
TEARS  HERE."  Metrocall  founder  Harry  Brock  had  been  ousted  as  president  six  years  earlier.  Metrocall  chief  operating  officer  Steven 
Jacoby  died  on  Flight  77  that  day. 

*  Brinks,  the  armored  car  operator,  received  a  series  of  requests  for  immediate  deliveries  from  banks  running  low  on  cash  after  Americans 
rushed  to  withdraw  currency:  "Micheal,  branch  officer,  is  requesting  a  same  day  cash  delivery.  His  branch  is  low  on  cash.  The  charge  will 
be  $50.00.  Please  respond  to  confirm." 

*  A  press  aide  for  then-Califomia  governor  Gray  Davis  spent  the  day  fending  off  requests  for  interviews  and  updates  from  KABC,  the 
Oakland  Tribune,  the  Long  Beach  Press-Telegram,  the  National  Guard,  KTTV,  Fox  News,  and  someone  who  wanted  to  know,  "Are  the 
schools  going  to  be  closed  for  the  rest  of  the  week?" 
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What's  unclear  is  what  the  impact  of  the  release  of  the  9/11  data  will  be.  Nothing  immcd.atcly  apparent  m  the  573,000-or-so  lines  of  text  suggests  a 
rethinking  of  how  we  view  the  events  of  that  day  (although  conspiracy  fanciers  arc  sure  to  highlight  excerpts  such  as  the  message  suggesting  mi  it  ry 
planes"  forced  down  a  commercial  jet,  and  one  saying  there  was  an  "explosion  and  fire  at  Pentagon"). 

We've  seen  something  like  this  before.  A  few  years  ago,  AOL  published  the  mostly-anonymi7.ed  search  histories  of  over  650.000  of  its  users,  which  ^ 
;e  to  the  kind  of  data  excavation  that's  currcnllv  lakina  place  in  connection  with  the  disclosure  of  the  9/1 1  pager  traffic.  In  the  last  few  days,  the 


gave 


kind  of  collective  analysis  of  thousands  of  files  has  accompanied  the  ]e 


This  should  be  a  lesson  to  anyone  who  would  prefer  their  personal  details  not  go  on  public  display:  Without  end-to-end  encryption,  and  perhaps  even 
with  it  your  correspondence  is  vulnerable  to  interception  and  publication.  And  if  you're  the  Secret  Service  responding  to  threats  against  the  president, 
or  FEMA  organizing  an  evacuation  to  an  underground  bunker,  why  are  you  letting  anyone  with  a  S10  pager  and  a  Windows  laptop  watch  what  you  re 
doing? 

Update  11-45  a  m.  ET:  Alert  CBSNews.com  Reader  Ryan  R.  points  out  that  the  first  automated  alert  relating  to  the  attacks  may  have  come  from  (see 
this  file!  Cantor  Fitzgerald,  which  had  offices  in  One  World  Trade  Center.  The  alert  is  timestamped  8:46  a.m.  and  says:  "Market  data 
inconsistent  .  Cantor  API  problem  Trading  system  offline" 


Update  1 1 :47  a.m.  ET:  FEMA  spokesman  Clark  Stevens  says  "FEMA  has  no  comment."  No  word  yet  from  the  Secret  Service. 

Update  1:39  p.m.  ET:  Alert  CBSNews.com  Reader  Bcmic  S.  reminds  me  of  the  1997  interception  of  pager  messages  from  President  Clinton: 
entourage,  including  messages  from  Hillary  and  Chelsea  and  love  letters  exchanged  between  aides.  Here's  a  summon  from  Harper's,  and  a  Urn 
writeup  from  Peter  Neumann's  always-useful  Risks  Digest. 


Update  3:04  p.m.  ET:  It  didn’t  take  long  for  the  fake  9/1 1  "Zionist  pager  intercepts"  to  appear.  Another  fake:  "WTC  south  tower  will  collapse  in 
minute  "  On  an  unrelated  note.  WikiLeaks  spokesman  Julian  Assange  previewed  the  files  at  a  eonlerenee  m  Copenhagen  last  week;  see  55.30  into 
,  jl)co  And  I  would  be  remiss  not  to  mention  the  remarkable  91  lstories.net  site,  which  is  displaying  animated  highlights. 


the 


n.Tlun  Met  nlhmli  is  a  correspondent  Tor  CBSNews.com.  lie  can  be  reached  at  dcclaiiocbMicns.com  and  can  be  followed  on  Twitter 
declaim!.  You  can  bookmark  Declan's  lakina  Lihcrlics  site  here,  or  subscribe  to  the  RSS  Iced. 
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51k  Jfauijwk  Chars 

City  Room 

Blogging  From  the  Five  Boroughs 


DECEMBER  1,  2009,  7:30  AM 

Digital  Tools  to  Sift  Through  WikiLeaks’  9/11  Messages 

By  JENNIFER  8.  LEE 

Programmers  are  introducing  tools  to  analyze  the  hundreds  of  thousands  of  pager 
messages,  supposedly  dating  from  Sept,  it,  released  last  week  by  WikiLeaks,  an 
organization  that  releases  sensitive  documents  and  materials. 

More  than  half  a  million  messages  were  released  by  WikiLeaks,  which  has  not  disclosed 
who  turned  over  the  messages.  Jeff  Clark,  a  data  visualization  research  who  is  not 
involved  in  WikiLeaks,  interpreted  the  data  in  the  aggregate,  creating  a  video  that  shows 
the  most  commonly  used  terms  that  day,  like  “complex  has  evacuated”  or  “possible 
terrorist  act.”  The  words  grow  brightest  when  they  hit  their  peak  and  are  sized  by  how 
frequently  there  were  used. 

“I  recognize  the  pager  data  was  very  much  like  Twitter  data,  because  it  s  basically  a  time 
stamp  with  a  bit  of  text,”  said  Mr.  Clark,  who  had  done  work  with  Twitter. 

He  also  created  small  time  lines  showing  when  certain  key  phrases  hit  their  peaks,  and 
then  ordered  the  phrases  by  the  peak  time  to  create  a  moving  narrative  of  the  day. 

Over  the  weekend,  another  programmer,  Colin  Keigher,  created  a  searchable  database  of 
the  messages,  which  makes  them  much  easier  to  parse  than  the  original  40-megabyte  file. 
“I  made  it  in  a  format  that  was  easier  for  everyone  else,”  he  said. 

There  is  no  way  to  verify  the  authenticity  of  the  messages,  and  the  programmers  say  their 
data  comes  entirely  from  WikiLeaks. 

Daniel  Schmitt,  a  spokesman  for  WikiLeaks,  said  that  the  organization  would  not  reveal 
the  source  of  the  intercepted  messages,  but  that  the  messages  represented  the  traffic  on 
the  top  four  pager  sendees  at  the  time.  The  pages  were  identified  by  message  number,  but 
it  wus  not  clear  from  most  of  the  messages  who  was  the  sender  and  w’ho  was  the 
recipient.  The  messages  come  from  a  program  that  was  monitoring  such  messages  before 
Sept.  11  attacks  even  took  place,  and  Mr.  Schmitt  said  the  organization  believed  it  had 
been  given  the  information  to  raise  awareness  around  issues  of  privacy  and  data 
retention. 

The  search  tools  allow-  people  to  find  the  individual  messages,  which  are  chilling  — 
especially  ones  from  the  front  lines  of  the  emergency  personnel  and  airline  employees 
who  were  watching  everything  unfold  in  real  time.  Of  the  voluminous  mass  of  messages,  a 
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few  stood  out.  (The  messages  cited  below  are  quoted  verbatim,  including  errors  in 
spelling,  grammar  and  punctuation.) 

After  the  first  plane,  American  Airlines  Flight  it,  crashed  at  8:46  a.m.  into  the  World 
Trade  Center’s  north  tower,  the  initial  impression  at  8:50  a.m.  was  that  the  explosion 
may  have  been  a  bomb: 

i)BOMB  DETINATED  IN  WORLD  TRADE  CTR.  PLS  GET  BACK  TO  MIKE 
BRADY  W/A  QUICK  ASSESSMENT  OF  YOUR  AREAS  AND  CONTACT  US  IF 
ANYTHING  IS  NEEDED 

The  first,  spartan  message  sent  out  by  New  York  police  officials  was  no  more  alarming 
than  numerous  emergencies  that  the  police  had  dealt  with  before: 

“NYPDOps  Div”  <  1 1  PCT  WORLD  TRADE  CENTER | —  1  PCT  -  WORLD 
TRADE  CENTER  -  POSSIBLE  EXPLOSION  WORLD  TRADE  BUILDING 

But  it  soon  became  clear  that  it  was  a  plane  crash,  and  new?s  organizations  from  NBC  to 
CNN  began  reporting  the  story  —  initially  described  by  many  as  an  accident  involving  a 
small  plane.  But  a  message  sent  at  8:58  a.m.  -  four  minutes  before  the  second  plane, 
United  Airlines  Flight  175,  hit  the  World  Trade  Center’s  south  ftwver  -  apparently 
revealed  that  someone  understood  that  American  Airlines  11  had  been  hijacked. 

Initialreports  indictate  that  AAL11,  B767,  after  initial  hijacking  on  flight  from 
BOS-LAX,  has  crashed  into  the  side  of  the  World  Trade  Center  in  ATCSCC/bl 

Another  message  at  9:02  a.m.  showed  that  the  newrs  was  traveling. 

BREAKINGNEWS:  PER  OPB,  IT  APPEARS  AA  757  HIJACKED  AND  RUN 
INTO  THE  WORLD  TRADE  CENTER.  THIS  IS  NOT  A  JOKE  AND  JUST 
BREAKING  RICK-Rick 

Minutes  later,  at  9:04,  one  of  the  first  reports  of  the  second  plane  crash  was  sent,  though 
many  were  watching  on  television  at  the  time. 

anotherexplosion  wtc!H. 

At  that  point,  terrorism  started  being  raised  as  a  possibility. 

But  one  of  the  most  chilling  messages  wras  one  apparently  sent  at  9:12  a.m.  as  internal 
United  Airlines  communication: 

AAL757  has  crashed  into  the  world  trade  center...  wrere  missing  UAL  i75-(7b7) 
and  a  2nd  aircraft  has  crasshed  into  the  other  twr  of  the  World  Trade  Center. 
Barber 


By  9:16  a.m.,  both  airplanes  had  been  identified: 
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EWRarpt  clsd  by  PONYA:  2nd  a/c  has  impacted  WTC;  ZNY  ATC  o  due  events; 
unable  to  confirm  but  believe  aircraft  were  AALii  BOS-LAX;  and  UAL175  NY 
ATCSCC/bl 

Within  a  minute  of  the  9:37  a.m.  plane  crash  into  the  Pentagon,  pager  messages  trickled 
out,  many  from  Defense  Department  employees  or  visitors:  “Explosionat  Pentagon  too,” 
“anexplosion  at  the  Pentagon  Bldg.  This  bizzare!”  “PENTAGONMAY  HAVE  HAD 
TROUBLE,”  “Blast@  Pentagon  |  Just  a  few  ago.” 

At  10:01  a.m.,  reports  of  the  south  tower  collapse  appeared:  “Southerntower  collapse, 
“Oneof  the  towers  has  now  collapsed,”  “heENTIRE  Tower  has  collapsed.  All  110  floors 
GONE!!!” 

And  by  10:02  a.m.,  the  possibility  of  a  fourth  hijacked  plane  was  raised:  United  Airlines 
93,  which  crashed  80  miles  southwest  of  Pittsburgh  just  seconds  before  the  message 
below  was  sent. 

ANOTHERPLANE  INBOUND  FROM  PITTSBURGH  HIJACKED  NO  OTHER 
DETAILS  JOC 

Within  hours  of  the  initial  attacks,  some  messages  raised  the  possibility  that  Osama  bin 
Laden  might  be  behind  the  attacks:  “Ben  Laden  most  likely  responsible,  Justchecking 
in.  They  don’t  know  who  is  responsible  yet  (they  think  Laden),”  “Osama  bin  Laden  top  of 
suspect  list  for  Robyn”  and  “OsamaBin  Louden  gave  a  report  to  an  Arabic  newspaper  that 
the  US  was  going  to  suffer  attacks.” 

The  messages  were  also  full  of  early  misinformation.  One  message  repeated  a  false  report 
that  the  military  had  brought  down  United  Airlines  93  in  Somerset  County,  Pa.,  while 
others  echoed  reports  of  a  fire  on  the  Washington  Mall. 
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570,000  pager  messages  from  9/11  released 

msnbc.com  staff  and  news  service  reports  NBCNeWS  COm 

11/25/2009  8:18:22  PM  ET 


Some  570,000  pager  messages  sent  on  Sept.  11,  2001,  some  of  them  by  government  officials, 
were  being  disclosed  Wednesday  by  a  nonprofit  activist  group. 

The  group,  Wikileaks,  says  some  of  the  messages  were  sent  by  federal  and  local  officials,  but 
most  appear  to  be  from  regular  people,  including  frantic  New  Yorkers  trying  to  reach  loved 
ones  in  and  around  the  World  Trade  Center. 

Wikileaks  was  posting  the  messages  for  most  of  the  day  Wednesday  and  expected  to  finish 
early  Thursday. 

The  messages  range  from  "DO  NOT  GET  ON  THE  PATH  TRAIN... THE  WORLD  TRADE 
CENTER  IS  ON  FIRE"  to  "President  has  been  rerouted  wont  be  returning  to  Washington  but 
not  sure  where  he  will  go." 

One  says,  "THIS  IS  MYRNA,  I  WILL  NOT  REST  UNTIL  YOU  GO  HOME,  THE  SECOND 
TOWER  IS  DOWN,  I  DON'T  WANT  TO  HAVE  TO  KEEP  CALLING  YOU  AFTER  EVERY 
EVENT.  PLS  JUST  GO  HOME." 

New  York  City's  police  and  fire  departments  said  they  could  not  confirm  that  any  of  the 
messages  were  actual  department  communications.  The  Port  Authority  of  New  York  and 
New  Jersey,  the  U.S.  Secret  Service  and  the  Federal  Emergency  Management  Administration 
declined  to  comment  on  the  messages. 

But  a  pager  company,  USA  Mobility,  said  it  was  troubled  to  learn  that  some  messages  on  its 
networks  appear  to  have  been  intercepted. 

Many  of  the  messages  are  completely  unrelated  to  the  Sept.  11  attacks,  but  others  are  clearly 
from  people  at  the  scene,  responding  or  trying  to  contact  people  at  the  World  Trade  Center. 
Examples  include: 

8-53-44  AM-  "NYPD  Ops  Div"  <|i  PCT  WORLD  TRADE  CENTER | —  1  PCT  -  WORLD 
TRADE  CENTER  -  POSSIBLE  EXPLOSION  WORLD  TRADE  CENTER  BUILDING.  LEVEL 
3  MOBILIZATION  TO  CHURCH  AND  VESSY. 

9:00:05  AM:  1/1)  CONFIRMED  PLANE  CRASH  AT  2  WORLD  TRADE  CENTER.  EMRP, 
38ST,  HAZMAT  RESPONDING. 

9:00:42  AM:  All  -  Plane  crashed  into  WTC,  our  staff  at  5  WTC  is  presently  recorded  safe 
details  to  follow. 

9:01:53  AM:  Plane  crash  into  World  Trade  Center.  All  MTA  PD  midnight  units  being  held 
over.  MTAPD  Comm  Ctr  (1/1) 
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9:04:01  AM:  AIR  TRAFFIC  CONTROL  HAS  NOT  GIVEN  US  ANY  CONCRETE 

INFO . INDICATED  PSBL  HI-JACK  COM  ACFT.  JOE  TURNER  OCC  DUTY  DIRECTOR 

9:10:35  AM:  Ellen  has  tried  to  get  Derek,  Brock,  &  Mark  but  unable  to  get  through,  their 
floors  are  at  the  top 

9:10:46  AM:  Due  to  the  explosions  in  the  WTC  all  ATM's  are  being  shutdown 

9:11:42  AM:  we're  under  another  "terrorist"  attack  in  new  york  city  at  the  world  trade 
buildings!!!  it's  horrible,  two  planes  crash  into  the  top  floors  of  each  building,  phi 

9:13:24  AM:  airports  are  closed  and  command  still  reports  numerous  jumpers  and  numerous 
others  trapped.  FDNY  is  avail  via  live 

In  a  statement,  WikiLeaks  said  that  "the  archive  is  a  completely  objective  record  of  the 
defining  moment  of  our  time.  We  hope  that  its  revelation  will  lead  to  a  more  nuanced 
understanding  of  the  event  and  its  tragic  consequences." 

Daniel  Schmitt,  a  Wikileaks  spokesman,  said  the  pager  messages  were  submitted  to  the  site 
anonymously  several  weeks  ago. 

"From  the  context  information  that  the  source  provided  we  have  strong  reasons  to  believe 
that  this  is  valid  data,"  Schmitt  said. 

Schmitt  said  publishing  the  messages  "is  one  more  building  block  to  getting  a  full  picture  of 
what  happened  on  that  day."  He  noted  that  none  of  the  messages  appear  to  lend  credence  to 
conspiracy  theories  that  suggest  the  U.S.  government  was  behind  the  attacks  or  had  advance 
knowledge  of  them. 

Company  expects  prosecutions 

Most  of  the  pages  come  from  three  companies,  Metrocall,  Skytel  and  Arch. 

USA  Mobility  Inc.,  which  merged  Arch  and  Metrocall  systems  in  2004,  issued  a  statement 
Wednesday  saying  it  was  "troubled  to  learn  that  paging  messages,  including  communications 
involving  government  officials,  appear  to  have  been  intercepted  and  publicly  disclosed  in 
clear  violation  of  federal  criminal  law." 

"We  hope  and  expect  that  persons  who  engage  in  unlawful  electronic  surveillance  will  be 
apprehended  and  prosecuted  to  the  fullest  extent  of  the  law,"  the  statement  said. 

Skytel  did  not  immediately  return  calls  seeking  comment. 

The  messages  are  being  released  at  Qti.wikileaks.org. 

The  Associated  Press  contributed  to  this  report. 
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UNITED  STATES  OF  AMERICA  ) 

) 

v.  ) 

) 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  ) 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  ) 


Witness  List  Order 
and  Proposed  PEs 
Prosecution  Witnesses 

17  June  2013 


The  United  States  hereby  submits  the  following  order  for  the  remaining  witnesses  the 
United  States  intends  to  call  in  the  above-captioned  court-martial.  is  placed  next  to  each 
witness  to  whom  the  United  States  is  willing  to  stipulate.  This  space  is  provided  for  the  defense 
to  mark  an  “X”  for  each  witness  it  is  willing  to  stipulate.  An  denotes  the  Government’s 
requirement  to  send  the  agreed  upon  stipulation  to  the  equity  holder  for  classification  and/or 
clearance  by  the  senior  United  States  Government  official.  The  Prosecution  Exhibit  (PE) 
number  is  next  to  each  stipulation  fully  executed  and  already  admitted  as  a  PE.  A  ~  denotes  an 
anticipated  closed  session  to  elicit  a  portion  of  the  witness’s  testimony. 


1. 

Mr.  Motes  -PE  1 3 1 

21. 

Ms.Thain  -PE  150 

2. 

RDML  Woods  -PE  132 

22. 

AMB  Pearce  -0* 

3. 

Mr.  Travieso  -PE  1 1 8a  /  PE  118b 

23. 

AMB  Seche  -X)* 

4. 

VADM  Harward  -PE  134 

24. 

AMB  Yamamoto  -(%£ 

5. 

Ms.  Strobl-PE  135a/ PE  135b 

25. 

Mr.  Yun  -Q$* 

6. 

Mr.  Allen -PE  137 

26. 

Mr.  Feeley  -QQ* 

7. 

SSG  Bigelow  -PE  142 

27. 

Mr.  Moore  -($* 

8. 

SA  Williamson  -PE  143 

28. 

AMB  Yavonovitch  -QQ* 

9. 

CW4  Nixon 

29. 

Mr.  Pittman  -($* 

10. 

CW4  Rouillard 

30. 

Mr.  Murphy  -Q0* 

11. 

Mr.  Janek  -Q()* 

31. 

SA  Bettencourt  -PE  76 

12. 

Mr.  Mundy  -M* 

SA  Rock  -PE  79 

32. 

SA  Mander 

13. 

33. 

CDR  Aboul-Enein  -QQ 

14. 

SA  Ellis  -PE  77 

34. 

Mr.  Benthal  -QQ 

15. 

Mr.  Downey  -PE  149 

35. 

SPC  Marshall 

16. 

SA  Shaver  ~ 

36. 

Mr.  Adkins 

17. 

#23  -M* 

#107  -(X)* 

37. 

CPT  Lim 

18. 

38. 

COL  Miller 

19. 

Dr.  Johnson,  Glenn  -(£Q* 

39. 

Mr.  Lewis  ~ 

20. 

Mr.  Wisecarver  -£()* 

This  list  only  accounts  for  the  witnesses  from  the 

Government’s  witness  list  which  the 

United  States  presently  intends  to  call.  Based  on  the  evidence  presented,  the  United  States 
reserves  the  right  to  augment  this  list  with  witnesses  previously  disclosed  on  the  Government’s 


02 


c 


o 


witness  list.  Additionally,  the  order  listed  above  could  change  based  on  the  presentation  of 
evidence  and  testimony. 


ASHDEN  FEIN 
MAJ,  JA 
Trial  Counsel 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  David 
Coombs,  Civilian  Defense  Counsel,  on  17  June  2013. 


MAJ,  JA 
Trial  Counsel 
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IN  THE  UNITED  STATES  ARMY" 
FIRST  JUDICIAL  CIRCUIT 


UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


v. 


ORDER:  REVIEW 
OF  STIPULATIONS  OF 
EXPECTED  TESTIMONY 


)  DATED:  18  June  2013 

)  SUSPENSE:  3  duty/business  days 


1 .  To  date  the  Government,  Defense,  and  Accused  have  entered  into  stipulations  for  the  expected 
testimony  of  thirty-three  (33)  Government  witnesses.  Those  stipulations  have  been  admitted  into 
evidence  and  read  on  the  record.  The  parties  notified  the  Court  that  they  anticipate  entering  into 
approximately  seventeen  (17)  additional  stipulations  of  expected  testimony  by  21  June  2013. 

2.  The  Government  notified  the  Court  that  government  organizations  with  equities  involved  have 
requested  to  review  certain  Stipulations  of  Expected  Testimony  before  they  are  admitted  into  evidence 
and  read  on  the  record.  The  Government  wishes  to  accommodate  this  request  and  proposes  to  have  those 
stipulations  signed  by  the  parties  before  sending  them  to  the  government  organizations  for  review.  The 
Defense  does  not  object. 


ORDER: 


1.  The  Court  approves  the  Government’s  request  for  the  requested  reviews  so  long  as  the  reviews  do  not 
unreasonably  delay  the  trial.  All  reviews  of  Stipulations  of  Expected  Testimony  will  be  completed 
within  three  duty  or  business  days  after  the  parties  and  the  Accused  enter  into  the  stipulation. 

2.  This  order  is  issued  under  the  Court’s  authority  to  regulate  the  proceedings  under  Rule  for  Courts- 
Martial  (RCM)  801  and  to  compel  the  production  of  witnesses  under  RCM  703.  Should  any  government 
organization  request  to  review  a  stipulation  and  fail  to  conduct  this  review  within  this  timeframe,  the 
Government  will  elect  to  offer  the  stipulation  into  evidence,  call  the  subject  witness,  or  forego  the  use  of 
the  testimony  in  the  Government’s  case-in-chief. 

So  ORDERED  this  18th  day  of  June  2013. 


DENISE  R.  LIND 
COL,  JA 

Chief  Judge,  Is'  Judicial  Circuit 
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UNITED  STATES  OF  AMERICA 


)  GOVERNMENT  RESPONSE  TO 


v. 


)  DEFENSE  MOTIONS  FOR 

)  JUDICIAL  NOTICE  AND 


) 

) 

) 

) 

) 


)  ADMISSION  OF  A  STATEMENT 

)  BY  A  PARTY-OPPONENT 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, . 
Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


19  June  2013 


RELIEF  SOUGHT 


COMES  NOW  the  United  States  of  America,  by  and  through  undersigned  counsel,  and 
respectfully  requests  this  Court  deny  the  Defense  Motion  for  Judicial  Notice  of  the  Freedom  of 
Information  Act  (FOIA)  Request  by  Reuters  America,  Inc.  (Reuters).  Specifically,  the  United 
States  objects  to  this  Court  taking  judicial  notice  that  Reuters  made  a  FOIA  request  to  the  United 
States  Central  Command  (CENTCOM),  to  which  it  received  a  response  twenty-one  months  later. 
This  fact  is  not  relevant  I  AW  Military  Rule  of  Evidence  (MRE)  401. 

The  United  States  also  requests  this  Court  deny  the  Defense  Motion  for  Judicial  Notice  of 
the  CENTCOM  Classification  Assessment  of  the  Apache  Video  and  the  Transcript  of 
Prosecution  Exhibit  (PE)  15.  Specifically,  the  United  States  objects  to  this  Court  taking  judicial 
notice  of  the  statement  made  by  RADM  Kevin  Donegan  and  that  the  transcript  provided  by  the 
defense  is  a  verbatim  account  of  the  video.  The  statement  of  RADM  Donegan  is  hearsay  and  not 
admissible  IAW  MRE  801(d)(2)(D).  The  transcript  provided  by  the  defense  is  not  a  verbatim 
account  of  the  video.  The  United  States  has  enclosed  a  copy  of  the  defense’s  transcript  with 
edits  tracked.  See  Enclosure  1.  Additionally,  the  United  States  has  enclosed  a  copy  of  the 
defense’s  transcript  with  edits  applied.  See  Enclosure  2.  The  United  States  stipulates  that 
Enclosure  2  is  an  accurate  representation  of  the  one  radio  channel  for  which  the  defense  intends 


to  use. 


Lastly,  the  United  States  does  not  object  to  the  Defense  Motion  for  Judicial  Notice  of 
WikiLeaks  Publication  of  9/1 1  Pager  Messages.  Specifically,  the  United  States  does  not  object 
to  this  Court  taking  judicial  notice  of  the  fact  “that,  on  25  November  2009,  WikiLeaks  published 
purported  text  and  paper  messages  surrounding  the  terrorist  attacks  against  the  United  States  on 
11  September  2001.” 


BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 


As  the  moving  party,  the  defense  has  the  burden  of  persuasion  on  any  factual  issue  the 
resolution  of  which  is  necessary  to  decide  the  motion.  Manual  for  Courts-Martial  (MCM), 
United  States,  Rule  for  Courts-Martial  (RCM)  905(c)(2)  (2012).  The  burden  of  proof  is  by  a 
preponderance  of  the  evidence.  RCM  905(c)(1). 


FACTS 


The  United  States  stipulates  to  the  facts  set  forth  in  the  Defense  Motion  for  Judicial 
Notice  of  FOIA  Request  by  Reuters,  the  Defense  Motion  for  Judicial  Notice  of  CENTCOM 
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Classification  Assessment  of  Apache  Video  and  Transcript  of  PE  15,  and  the  Defense  Motion  for 
Judicial  Notice  of  WikiLeaks  Publication  of  9/1 1  Pager  Messages. 

wttnesses/evipence 

The  United  States  does  not  request  any  witnesses  be  produced  for  this  response.  The 
United  States  requests  that  this  Court  consider  the  Charge  Sheet  and  the  cited  Appellate  Exhibits. 

LEGAL  AUTHORITY  AND  ARGUMENT 

A  judicially  noticed  fact  “must  be  one  not  subject  to  reasonable  dispute  in  that  it  is  either 
(1)  generally  known  universally,  locally,  or  in  the  area  pertinent  to  the  event  or  (2)  capable  of 
accurate  and  ready  determination  by  resort  to  sources  whose  accuracy  cannot  reasonably  be 
questioned.”  Military  Rule  of  Evidence  (MRE)  201(b);  see  also  United  States  v.  Needham,  23 
M.J.  383  (C.M.A.  1987).  Judicial  notice  of  facts  serves  as  a  substitute  for  testimonial, 
documentary,  or  real  evidence.  Stephen  A.  Saltzburg,  et  al.,  Military  Rules  of  Evidence  Manual 
§  201.02[1]  (7th  ed.  2011).  Additionally,  judicial  notice  promotes  judicial  economy  as  itrelieves 
a  proponent  from  formally  proving  certain  facts  that  a  reasonable  person  would  not  dispute.  Id. 

Judicial  notice  is  of  adjudicative  facts.  Judicial  notice  is  not  appropriate  for  inferences  a 
party  hopes  the  fact  finder  will  draw  from  the  fact(s)  judicially  noticed.  See  Appellate  Exhibit 
(AE)  356.  Legal  arguments  and  conclusions  are  not  adjudicative  facts  subject  to  judicial  notice. 
See  United  States  v.  Anderson,  22  M.J.  885  (A.F.C.M.R.  1985)).  Judicial  notice  also  cannot  be 
employed  in  contravention  of  the  relevancy,  foundation,  and  hearsay  rules.  See  American 
Prairie  Construction  Company  v.  Holch,  560  F.3d  780, 797  (8th  Cir.  2009)  (noting  that 
“[cjaution  must  also  be  taken  to  avoid  admitting  evidence,  through  the  use  of  judicial  notice,  in 
contravention  of  the  relevancy,  foundation,  and  hearsay  rules”). 

In  all  three  motions,  the  defense  relies  on  statements  made  by  the  accused  during  the 
providence  inquiry,  without  being  subject  to  cross-examination,  to  establish  the  relevance  of 
those  facts  which  it  now  requests  this  Court  take  judicial  notice.  Statements  made  by  the 
accused  during  the  providence  inquiry  in  a  mixed  plea  case  cannot  be  used  as  a  basis  of 
relevance  for  facts  at  trial.  See  United  States  v.  Davis,  65  M.J.  766,  767  (A.C.C.A.  2007) 
(holding  that  statements  from  a  guilty  plea  inquiry  cannot  be  considered  when  deciding  the 
admissibility  of  evidence  during  the  contested  portion  of  the  trial);  see  also  United  States  v. 

Calm,  31  M.J.  729  (A.F.C.M.R.  1990)  (finding  no  support  for  appellate  defense  counsel’s 
proposition  “that  an  accused’s  right  to  remain  silent  on  a  contested  offense  may  be  abridged  by 
allowing  consideration  of  statements  required  to  be  made  in  support  of  a  guilty  plea”).  Doing  so, 
the  Court  in  Calm  reasoned,  “would  tempt  an  accused  to  ‘garnish’  his  [providence  inquiry] 
testimony  with  favorable  statements,  thereby  placing  such  statements  before  the  court  without 
being  subject  to  cross-examination.”  Id,  at  731. 

A.  The  Reuters  FOIA  request  and  the  response  by  CENTCOM  are  not  relevant. 

The  United  States  objects  to  this  Court  taking  judicial  notice  that  Reuters  submitted  a 
FOTA  request,  to  which  CENTCOM  responded  twenty-one  months  later.  The  defense  has  not 
demonstrated  that  this  fact  is  relevant  IAW  MRE  401.  The  United  States  agrees  that  the 
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accused’s  motive  is  relevant  to  the  Specification  of  Charge  I;  however,  there  is  no  evidence 
before  the  Court  that  the  accused  had  knowledge  of  the  FOIA  request  or  of  CENTCOM’s 
response.  The  defense  cites  the  accused’s  statements  made  during  the  providence  inquiry  as 
evidence  supporting  its  request.  Statements  made  during  the  providency  inquiiy  cannot  be  used 
as  the  basis  of  relevance  for  facts  at  trial.  See  Davis,  65  M.J.  at  767.  Until  evidence  is  before  the 
Court  that  the  accused  knew  of  the  FOIA  request  and  of  CENTCOM’s  response,  these  facts  are 
neither  relevant  I  AW  MRE  401  nor  proper  for  judicial  notice. 

B.  The  statement  of  RADM  Donegal!  is  hearsay  and  not  otherwise  admissible  1AW  MRE 
801td¥2VDl. 

The  United  States  objects  to  this  Court  taking  judicial  notice  of  the  statement  made  by 
RADM  Donegan.  See  Enclosure  1  to  the  Defense  Motion.  The  defense  argues  this  statement  is 
an  admission  made  by  a  party-opponent  IAW  MRE  801(d)(2)(D).  The  United  States  opposes 
because  the  statement  does  not  otherwise  meet  the  three-part  test  outlined  in  United  States  v. 
Salerno,  937  F.2d  797, 81 1  (2d  Cir.  1991),  and  adopted  in  previous  rulings  by  this  Court. 

Hearsay  is  a  statement,  other  than  the  one  made  by  the  declarant  while  testifying  at  the 
trial,  offered  in  evidence  to  prove  the  truth  of  the  matter  asserted.  See  MRE  801(c).  Hearsay  is 
not  admissible  except  as  provided  by  the  Military  Rules  of  Evidence  or  by  any  Act  of  Congress 
applicable  in  trials  by  court-martial.  See  MRE  802. 

MRE  801(d)(2)  provides  in  relevant  part  that  admissions  by  a  party-opponent  are  not 
hearsay  if  the  statement  is  offered  against  a  party  and  is  either  (A)  the  parties'  own  statement  m 
either  the  party's  individual  or  representative  capacity;  (B)  a  statement  of  which  the  party  has 
manifested  the  party's  adoption  or  belief  in  the  truth;  (C)  a  statement  by  a  person  authorized  by 
the  party  to  make  a  statement  concerning  the  subject;  or  (D)  a  statement  by  the  party's  agent  or 
servant  concerning  a  matter  within  the  scope  of  the  agency  or  employment  of  the  agent  or 
servant  made  during  the  existence  of  the  relationship  ....  The  contents  of  the  statement  shall  be 
considered  but  are  not  alone  sufficient  to  establish  the  declarant's  authority  under  (C),  or  the 
agency  or  employment  relationship  and  the  scope  thereof  under  (D).  See  MRE  801(d)(2). 

This  Court  previously  noted  that  “it  is  possible  for  statements  by  executive  branch 
officials  to  be  admitted  in  a  criminal  proceeding  as  admissions  of  a  party  opponent[,]”  but  that 
“the  cases  allowing  such  admissions  are  those  where  the  prosecution  has  manifested  its  belief  iu 
the  truth  of  a  statement  in  a  court  proceeding  or  judicial  document  that  should  be  admissible 
when  the  Government  takes  a  contrary  position.”  AE  356  (citing  United  States  v.  Branham,  97 
F.3d  835, 851  (6th  Cir.  1991)  and  United  States  v.  Morgan,  581  F.3d  933,  937  (D.C.  Cir.  1978)). 
To  determine  whether  a  statement  is  admissible  against  the  United  States  IAW  MRE 
801(d)(2)(D),  this  Court  adopted  the  three-part  test  set  forth  in  Salerno.  See  Salerno,  937  F.2d 
at  81 1 .  First,  the  court  must  “be  satisfied  that  the  prior  [statement]  involves  an  assertion  of  fact 
inconsistent  with  similar  assertions  in  a  subsequent  trial.  Second,  the  court  must  determine  that 
the  [statements]  were  such  as  to  be  the  equivalent  of  testimonial  statements....  Last,  the  district 
court  must  determine  by  a  preponderance  of  the  evidence  that  the  inference  that  the  proponent  of 
the  statements  wishes  to  draw  is  a  fair  one  and  that  an  innocent  explanation  for  the  inconsistency 
does  not  exist.”  Salerno,  937  F.2d  at  81 1  (quoting  United  States  v.  McKeon,  738  F.2d  26, 33  (2d 
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Cir.  1984)  (quotations  omitted));  see  also  United  States  v.  DeLoach,  34  F.3d  1001,  1005  (11th 
Cir.  1994  (adopting  the  test  from  Salerno). 

Here,  the  first  prong  of  this  test  (i.e.,  that  the  prior  statement  involve  an  assertion  of  fact 
inconsistent  with  similar  assertions  in  a  subsequent  trial)  has  not  been  met.  RADM  Donegan’s 
statement  (i.e.,  that  the  Apache  video  should  not  be  classified)  is  first  and  foremost  an  opinion, 
not  an  assertion  of  fact.  Furthermore,  assuming  the  Court  considers  the  statement  an  assertion  of 
fact  the  statement  is  consistent  with  the  Charge  Sheet  and  the  United  States’  position  throughout 
this  court-martial.  See  Charge  Sheet.  At  no  point  has  the  United  States  offered  evidence  that  the 
video  is,  or  should  be,  classified.  Accordingly,  the  statement  should  not  be  admitted  as  the 
admission  of  a  party-opponent  under  MRE  801(d)(2). 

Additionally,  RADM  Donegan  has  been  a  named  sentencing  witness  for  the  United 
States  since  15  October  2102.  The  defense  has  previously  interviewed  him  in  preparation  for 
this  trial.  The  defense  is  free  to  cross-examine  RADM  Donegan  during  the  presentencing  phase 
on  the  content  of  this  statement,  if  otherwise  admissible  and  relevant. 

C.  The  transcript  provided  hv  the  defense  is  not  a  verbatim  account  of  PE  15.. 

The  United  States  objects  to  this  Court  taking  judicial  notice  that  the  transcript  provided 
by  the  defense  is  a  verbatim  account  of  the  video  contained  in  PE  15  because  the  transcript  is  not 
verbatim  and  the  defense  did  not  provide  any  explanation  of  how  the  transcript  was  produced. 
For  puiposes  of  judicial  economy,  the  United  States  stipulates  that  Enclosure  2  is  an  accurate 
representation  of  the  one  radio  channel  for  which  the  defense  intends  to  use.  See  Enclosure  2. 

D.  WikiLeaks  Publication  of  9/1 1  Pager  Messages. 

The  United  States  does  not  object  to  this  Court  taking  judicial  notice  of  the  fact  “that,  on 
25  November  2009,  WikiLeaks  published  purported  text  and  paper  messages  surrounding  the 
teixorist  attacks  against  the  United  States  on  1 1  September  2001. 


CONCLUSION 


For  these  reasons,  the  United  States  respectfully  requests  this  Court  deny  the  Defense 
Motion  for  Judicial  Notice  of  FOIA  Request  by  Reuters  and  the  Defense  Motion  for  Judicial 
Notice  of  CENTCOM  Classification  Assessment  of  Apache  Video  and  Transcript  of  PE  15. 


J.  HUNTER  WHYTE 
CPT,  JA 

Assistant  Trial  Counsel 


2  Enclosures 

1.  Defense’s  Transcript  of  PE  15  (edits  tracked) 

2.  Defense’s  Transcript  of  PE  15  (edits  applied) 
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I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Defense  Counsel, 
via  electronic  mail,  on  19  June  2013. 


J.  HUNTER  WHYTE 
CPT,  JA 

Assistant  Trial  Counsel 


5 


Prosecution  Exhibit  15  Transcript  of  Video 


00:03  Okay  I  got  it. 

00:05  Last  conversation  Hotel  Two-Six. 

00:09  Roger  Hotel  Two-Six,  uh,  Victor  Charlie  Alpha.  Look,  do  you  want  your  Hotel  Two-Two 
two  element. 

00: 14 1  got  a  black  vehicle  under  target.  It's  arriving  right  to  the  north  of  the  mosque. 

00:17  Yeah,  I  would  like  that.  Over. 

00:21  Moving  south  by  the  mosque  dome.  Down  that  road. 

00:27  Okay  we  got  a  target  fifteen  coming  at  you.  It's  a  guy  with  a  weapon. 

00:32  Roger. 

00:39  There's  a... 

00:42  There's  about,  ah,  four  or  five... 

00:44  Bushmaster  Six  copy  One-Six. 

00:48  ...this  location  and  there’s  more  that  keep  walking  by  and  one  of  them  has  a  weapon. 

00:52  Roger  received  target  fifteen. 

00:55  Okay. 

00:57  See  all  those  people  standing  down  there. 

01 :06  Affirmed.  And  open  the  courtyard. 

01 :09  Yeah  roger.  I  just  estimate  there's  probably  about  twenty  of  them. 

01:13  There's  one,  yeah. 

01:15  Oh  yeah. 

01:181  don't  know  if  that's  a. . . 

01:19  Hey  Bushmaster  element,  copy  on  the  one-six. 

01 :21  Thats  a  weapon. 

01:22  Yeah. 

01:23  Hotel  Two-Six;  Crazy  Horse  One-Eight. 

01 :29  Copy  on  the  one-six,  Bushmaster  Six-Romeo.  Roger. 

01 :32  Fucking  prick. 

01:33  Hotel  Two-Six  this  is  Crazy  Horse  One-Eight.  Have  individuals  with  weapons. 

01 :41  Yup.  He's  got  a  weapon  too. 

01:43  Hotel  Two-Six;  Crazy  Horse  One-Eight.  Have  five  to  six  individuals  with  AK47s. 
Request  permission  to  engage. 

01:51  Roger  that.  Uh,  we  have  no  personnel  east  of  our  position.  So,  uh,  you  are  free  to  engage. 
Over. 

02:00  All  right,  we'll  be  engaging. 

02:02  Roger,  go  ahead. 

02:03  I'm  gonna...  I  can't  get  'em  now  because  they're  behind  that  building. 

02:09  Um,  hey  Bushmaster  element... 

02:10  He's  got  an  RPG. 

02: 1 1  All  right,  we  got  a  guy  with  an  RPG. 

02:13  I'm  gonna  fire. 

02:14  Okay. 
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02: 1 5  No  hold  on.  Let's  come  around.  Behind  buildings  right  now  from  our  point  of 
view.. ..Okay,  we're  gonna  come  around. 

02:19  Hotel  Two-Six;  have  eyes  on  individual  with  RPG.  Getting  ready  to  fire.  We  won't... 

02:23  Yeah,  we  had  a  guy  shoot— and  now  he's  behind  the  building. 

02:26  God  damn  it. 

02:28  Uh,  negative,  he  was,  uh,  right  in  front  of  the  Brad.  Uh,  'bout,  there,  one  o'clock. 

02:34  Haven't  seen  anything  since  then. 

02:36  Just  fuckin',  once  you  get  on  'em  just  open  'em  up. 

02:38  Roger,  I  am. 

02:40  I  see  your  element,  uh,  got  about  four  Humvees,  uh,  out  along... 

02:43  You're  clear. 

02:44  All  right,  firing. 

02:47  Let  me  know  when  you've  got  them. 

02:49  Lets  shoot. 

02:50  Light  'em  all  up. 

02:52  Come  on,  fire! 

02:57  Roger.  Keep  shooting,  keep  shooting. 

02:59  keep  shooting. 

03:02  keep  shooting. 

03:05  Hotel..  Bushmaster  Two-Six,  Bushmaster  Two-Six,  we  need  to  move,  time  now! 

03: 10  All  right,  we  just  engaged  all  eight  individuals. 

03 : 12  Yeah,  we  see  two  birds  and  we're  still  firing. 

03:14  Roger. 

03:15  I  got  'em. 

03:16  Two-six,  this  is  Two-Six,  we're  mobile. 

03:19  Oops,  I'm  sorry  what  was  going  on? 

03:20  God  damn  it,  Kyle. 

03:23  All  right,  hahaha,  I  hit  'em... 

03:28  Uh,  you're  clear. 

03:30  All  right.  I'm  just  trying  to  find  targets  again. 

03:38  Bushmaster  Six,  this  is  Bushmaster  Two-Six. 

03:40  Got  a  bunch  of  bodies  layin'  there. 

03 :42  All  right,  we  got  about,  uh,  eight  individuals. 

03:46  Yeah,  we  got  one  guy  crawling  around  down  there,  but,  uh,  you  know,  we  got,  definitely 
got  something. 

03:51  We're  shooting  some  more. 

03:52  Roger. 

03:56  Hey,  you  shoot,  I'll  talk. 

03:57  Hotel  Two-Six;  Crazyhorse  One-Eight. 

04:01  Crazyhorse  One-Eight;  this  is  Hotel  Two-Six.  Over. 

04:03  Roger.  Currently  engaging  approximately  eight  individuals,  uh  KLA,  uh  RPGs,  and  AK- 
47s. 
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04:12  Hotel  Two-Six,  you  need  to  move  to  that  location  once  Crazyhorse  is  done  and  get 
pictures.  Over. 

04:20  Six  beacon  gaia. 

04:24  Sergeant  Twenty  is  the  location. 

:28  Hotel  Two-Six;  Crazyhorse  One-Eight. 

:3 1  Oh,  yeah,  look  at  those  dead  bastards. 

04:36  Nice. 

04:37  Two-Six;  Crazyhorse  One-Eight. 

04:44  Nice. 

04:47  Good  shoot. 

04:48  Thank  you. 

04:53  Hotel  Two-Six. 

04:55  Hotel  Two-Six;  Crazyhorse  One-Eight. 

05:03  Crazyhorse  One-Eight;  Bushmaster  Seven.  Go  ahead. 

05:06  Bushmaster  Seven;  Crazyhorse  One-Eight.  Uh,  location  of  bodies,  Mike  Bravo  five-four 
five-eight  eight-six-one-seven. 

05: 1 5  Hey,  good  on  the  uh... 

05 : 1 7  Five-four-five-eight  eight-six-one-seven.  Over. 

05:21  This  is  Crazyhorse  One-Eight,  that's  a  good  copy.  They're  on  a  street  in  front  of  an  open, 
uh,  courtyard  with  a  bunch  of  blue  uh  trucks,  bunch  of  vehicles  in  the  courtyard. 

05:30  There's  one  guy  moving  down  there  but  he's  uh,  he's  wounded. 

05 : 3  5  All  right,  we'll  let  'em  know  so  they  can  hurry  up  and  get  over  here. 

05:40  One-Eight,  we  also  have  one  individual,  uh,  appears  to  be  wounded  trying  to  crawl  away. 
05:49  Roger,  we're  gonna  move  down  there. 

05:51  Roger,  we'll  cease  fire. 

05:54  Yeah,  we  won't  shoot  anymore. 

06:01  He's  getting  up. 

06:02  Maybe  he  has  a  weapon  down  in  his  hand? 

06:04  No,  I  haven't  seen  one  yet. 

06:07  I  see  you  guys  got  that  guy  crawling  right  now  on  that  curb. 

06:08  Yeah,  I  got  him.  I  put  two  rounds  near  him,  and  you  guys  were  shooting  over  there  too,  so 
uh  we'll  see. 

06:14  Yeah,  roger  that. 

06:16  Bushmaster  Thirty-Six  Element;  this  is  uh  Hotel  Two-Seven  over. 

06:21  Hotel  Two-Seven;  Bushmaster  Seven  go  ahead. 

06:24  Roger  I'm  just  trying  to  make  sure  you  guys  have  my  turf,  over. 

06:3 1  Roger  we  got  your  turf. 

06:33  Come  on,  buddy. 

06:38  All  you  gotta  do  is  pick  up  a  weapon. 

06:44  Crazyhorse  this  is  Bushmaster  Five,  Bushmaster  Four  break.  We  are  right  below  you  right 
time  now  can  you  walk  us  onto  that  location  over. 

06:54  This  is  Two-Six  roger.  I'll  pop  flares.  We  also  have  one  individual  moving.  We're  looking 
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for  weapons.  If  we  see  a  weapon,  we're  gonna  engage. 

07:07  Yeah  Bushmaster,  we  have  a  van  that's  approaching  and  picking  up  the  bodies. 

07:14  Where's  that  van  at? 

07:15  Right  down  there  by  the  bodies. 

07:16  Okay,  yeah. 

07:18  Bushmaster;  Crazyhorse.  We  have  individuals  going  to  the  scene,  looks  like  possibly  uh 
picking  up  bodies  and  weapons. 

07:25  Let  me  engage. 

07:28  Can  1  shoot? 

07:3 1  Roger.  Break.  Uh  Crazyhorse  One-Eight  request  permission  to  uh  engage 
07:36  Picking  up  the  wounded? 

07:38  Yeah,  we're  trying  to  get  permission  to  engage. 

07:41  Come  on,  let  us  shoot! 

07:44  Bushmaster;  Crazyhorse  One-Eight. 

07:49  They're  taking  him. 

07:51  Bushmaster;  Crazyhorse  One-Eight. 

07:56  This  is  Bushmaster  Seven,  go  ahead. 

07:59  Roger.  We  have  a  black  SUV-uh  Bongo  truck  picking  up  the  bodies.  Request  permission 
to  engage. 

08:02  Fuck. 

08:06  This  is  Bushmaster  Seven,  roger.  This  is  Bushmaster  Seven,  roger.  Engage. 

08:12  One-Eight,  engage. 

08:12  Clear. 

08:13  Come  on! 

08:17  Clear. 

08:20  Clear. 

08:21  We're  engaging. 

08:26  Coming  around.  Clear. 

08:27  Roger.  Trying  to  uh... 

08:32  Clear. 

08:35  I  hear  'em  co..  I  lost  'em  in  the  dust. 

08:36  I  got  'em. 

08:41  I’m  firing. 

08:42  This  is  Bushmaster  Forty  got  any  BDA  on  that  truck.  Over. 

08:44  You're  clear. 

08:47  This  is  ah  Crazyhorse.  Stand  by. 

08:47  I  can't  shoot  for  some  reason. 

08:49  Go  ahead. 

08:50  I  think  the  van's  disabled. 

08:53  Go  ahead  and  shoot  it. 

08:54  I  got  an  azimuth  limit  for  some  reason 
09:00  Go  left. 
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09:03  Clear  left. 

09:15  All  right,  Bushmaster  Crazyhorse  One-Eight. 

09:20  A  vehicle  appears  to  be  disabled. 

09:22  There  were  approximately  four  to  five  individuals  in  vehicle  moving  bodies. 

09:28  Your  lead  Bradley  should  take  the  next  right. 

09:31  That's  cruising  east  down  the  road. 

09:34  No  more  shooting. 

09:38  Crazyhorse;  this  is  Bushmaster  Four.  We're  moving  a  dismounted  element  straight  south 
through  the  Bradleys. 

09:44  I  have  your  Elem-  uh,  Bradley  element  turning  south  down  the  road  where  the 
engagements  were. 

09:53  Last  call  on  station's  uh  Bradley  element  say  again. 

09:56  Roger  this  is  Crazyhorse. 

09:58  Your  lead  Bradley  just  turned  south  down  the  road  where  all  the  engagements  happened. 
10:03  Should  have  a  van  in  the  middle  of  the  road  with  about  twelve  to  fifteen  bodies. 

10:1 1  Oh  yeah,  look  at  that.  Right  through  the  windshield! 

10:14  Ha  ha! 

10:16  All  right.  There  were  uh  approximately  four  to  five  individuals  in  that  truck,  so  I'm 
counting  about  twelve  to  fifteen. 

10:24  I  would  say  that's  a  fairly  accurate  assessment  so  far. 

1 0:27  Roger  that. 

10:29  I  want  to  just  be  advised  Six,  Bushmaster  Six  are  getting  mounted  up  right  now. 

10:35  Okay,  roger.  Hey,  we  can't  flex  down  that  road  towards  that,  uh,  where  Crazyhorse 
engaged. 

10:43  So,  uh,  I  don't  know  if  you  want  us  to  do  so  or  stay  put.  Over. 

10:46  Why  can't  they  go  down  there? 

10:56  I  think  we  whacked  'em  all. 

10:58  That's  right,  good. 

10:59  This  is  Hotel  Two-Six. 

1 1 :03  Hey  you  got  my  dismounted  element  right  there  over  to  your  left. 

11:06  Roger,  1  see  'em. 

11:11  Hey  yeah,  roger,  be  advised,  there  were  some  guys  popping  out  with  AKs  behind  that  dirt 
pile  break. 

11:19  We  also  took  some  RPGs  off,  uh,  earlier,  so  just  uh  make  sure  your  men  keep  your  eyes 
open. 

1 1:26  Roger. 

1 1:27  And,  uh,  Bushmaster  ahead  are,  uh,  Hotel  Two-Six;  Crazyhorse  One-Eight. 

1 1 :33  Crazyhorse  One-Eight;  this  is  Hotel  Two-Six. 

1 1 :35  Yeah  Two-Six;  Crazyhorse  One-Eight. 

1 1 :37  Uh,  location  I  have  about  twelve  to  fifteen  dead  bodies. 

1 1 :42  Uh,  where  else  are  we  taking  fire  from? 

1 1:48  Currently  we're  not  being  engaged,  ah,  but  just  south  of  that  location.  Break. 
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1 1:55  You  should  see  dismounted  elements  with  Humvees  moving  to  the  cast,  over. 

12:01  This  is  Crazyhorse  One-Eight;  we  have  elements  in  sight. 

12:05  Bushmaster  Three-Six. 

12:07  I'm  gonna  get  down  a  little  lower. 

12:09  All  right. 

12:10  I'm  gonna  come  down  a  little  lower  and  take  a  quick  gander. 

12:13  Roger  that. 

12:14  Six;  this  is  four.  We're  headed  to  the  area  where  Crazyhorse  engaged. 

12:26  Bushmaster  Six;  this  is  Hotel  Two-Six. 

12:28  Request  to  go  to  the  south  to  our  original  BP  so  if  you  flushed  them  to  the  south  we  will  be 
there  to  uh  intercept  over. 

1  2:39  Hey  this  is  Bushmaster  Seven;  we're  coming  up  on  B...  on  the  ass  end  of  the  Brads. 

12:54  Hey  uh,  Bushmaster  Element;  this  is  Copperhead  One-Six  break. 

13:00  We're  moving  in  the  vicinity  of  the  engagement  area  and  looks  like  we've  got  some  slight 
movement  from  ah,  the  ah  van  that  was  engaged. 

13:06  Looks  like  a  kid.  Over. 

13:11  This  is  Bushmaster  Seven,  roger.  Uh,  we're  about  a  hundred  meters  behind  you. 

13:16  Got  that  big  pile,  to  the  right? 

13:18  Roger,  you  gonna  pull  in  here?  Do  you  want  me  to  push  stuff  so  you  can,  uh,  get  clear  of 
it? 

13:21  Right  on  the  comer? 

13:22  What’s  that? 

13:23  Got  that  big  pile  of  bodies  to  the  right,  on  the  comer? 

13:24  Yeah,  right  here. 

13:25  We  got  a  dismounted  infantry  and  vehicles,  over. 

13:30  Again,  roger. 

13:31  And  clear. 

13:48  There's  the  Bradley  right  there. 

13:51  Got 'em. 

14:00  Hotel  two-six;  are  you  uh  at  this  grid  over? 

14:05  Yeah  I  wanted  to  get  you  around  so  didn't  you  just  get  that  one  dude  to  scare  them  all 
away.  It  worked  out  pretty  good. 

14: 1 1  I  didn't  want  those  fuckers  to  run  away  and  scatter. 

14:12  Yeah. 

14:15  Bushmaster  Six;  Hotel  Two-Six.  Roger,  we  linked  up  with  our  two  element  they  are  all 
mounted  up  in  our  trucks  break. 

14:23  We  moved  south  so  that  we  could  ah  possibly  intercept  personnel  being  flushed  south.  So 
we  are  vicinity  Fifth  Street. 

14:30  And  ah  phase  line  Gadins.  Over. 

14:37  Bring  the  trucks  in,  cordon  this  area  off. 

14:39  Can  we  move  the  Bradley  forward  so  we  can  bring  trucks  in  and  cordon  off  this  area. 

14:44  If  the  Bradleys  could  take  the  south  cordon,  that  could  help  out  a  lot. 
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14:53  Bushmaster  or  element.  Which  Element  called  in  Crazyhorse  to  engage  the  eight-elem 
eight-men  team  on  top  of  a  roof? 

15:02  Bushmaster  Six;  this  is  Hotel  Two-Six.  Uh,  I  believe  that  was  me. 

15:07  They  uh  had  AK-47s  and  were  to  our  cast,  so,  where  we  were  taking  small  arms  fire. 
Over. 

15:20  Hotel  Crazyhorse  One-Eight. 

15:26  Crazyhorse  One-Eight;  this  is  Hotel  Two-Six. 

15:28  Yeah  Two-Six.  One-Eight  I  just  also  wanted  to  make  sure  you  knew  that  we  had  a  guy 
with  an  RPG  cropping  round  the  comer  getting  ready  to  fire  on  your  location. 

15:36  That's  why  we  ah,  requested  permission  to  engage. 

15:40  Ok,  roger  that.  Tango  mike. 

15:46  Hotel  Two-Six;  do  you  understand  me,  over? 

15:51  I  did  not  copy  last,  uh,  you  got  stepped  on.  Say  again  please? 

16:00  They  cordoned  off  the  building  that  the  helicopters  killed  the  personnel  on. 

16:04  Don't  go  anywhere  else  we  need  to  cordon  off  that  building  so  we  can  get  on  top  of  the 
roof  and  SSC  the  building.  Over. 

16:13  Hotel  Two-Six;  Crazyhorse  One-Eight. 

16:16  This  is  Hotel  Two-Six. 

16:19  Hey,  whoever  was  talking  about  rooftops,  know  that  all  the  personnel  we  engaged  were 
ground  level.  I  say  again  ground  level. 

16:27  Roger  I  copy  ground  level.  Over. 

16:30  One-Eight  roger. 

16:33  Can  I  get  a  grid  to  that  one  more  time  please? 

16:36  Target  twenty. 

16:36  Roger. 

16:40  You  want  me  to  take  over  talking  to  them? 

16:42  S'alright. 

16:46  Seven-Six  Romeo  Over. 

16:49  Roger,  I've  got  uh  eleven  Iraqi  KIAs.  One  small  child  wounded.  Over. 

16:57  Roger.  Ah  damn.  Oh  well. 

17:04  Roger,  we  need,  we  need  a  uh  to  evac  this  child.  Ah,  she's  got  a  uh,  she's  got  a  wound  to 
the  belly. 

17:10 1  can't  do  anything  here.  She  needs  to  get  evaced.  Over. 

17:18  Bushmaster  Seven,  Bushmaster  Seven;  this  is  Bushmaster  Six  Romeo. 

17:20  We  need  your  location  over. 

17:25  Roger,  we're  at  the  location  where  Crazyhorse  engaged  the  RPG  tire  break. 

17:37  Grid  five- four-five-eight. 

17:46  Well  it's  their  fault  for  bringing  their  kids  into  a  battle. 

17:48  That's  right. 

17:56  Got  uh,  eleven. 

18:01  Yeah  uh,  roger.  We're  monitoring. 

18:02  Sorry. 
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18:04  No  problem. 

1 8:07  Correction  eight-six-one-six. 

18:16  Looking  for  more  individuals-south. 

18:18  Bushmaster  Six-Bushmaster  Seven. 

1 8:29  That  guy  just  drove  over  a  body. 

18:31  Ha,  ha,  did  he? 

18:32  Yeah. 

18:37  Maybe  it  was  just  a  visual  illusion,  but  it  looked  like  it. 

18:41  Well,  they're  dead,  so. 

18:44  Bushmaster  Six;  Hotel  Two-Six  over. 

18:56  Six;  this  is  Four.  I  got  one  individual  looks  like  he's  got  an  RPG  round  laying  underneath 
him.  Break. 

19:05  Probably  like  to  get... 

19:10  Look  at  that. 

19:12  Bushmaster  Six;  Hotel  Two-Six  over. 

19:29  Bushmaster  Six;  Romeo  Hotel  Two-Six  over. 

19:44  Bushmaster  Six;  Hotel  Two-Six  over. 

19:56  Hotel  Two-Six;  Bushmaster  Seven  co-located  with  Six. 

20:08  Hotel  Two-Six;  Bushmaster  Seven. 

20:10  Bushmaster  Seven;  Hotel  Two-Six  over. 

20: 14  Roger,  we  got  a  little  girl  who  needs  to  be  evaced.  What's  your  location  over? 

20:22  On  route  Gadins,  I  am  all  the  way  to  the  south.  So  I  am  Gadins  and  Fifth  Street. 

20:28  I  say  again  Gadins  and  Fifth  Street,  over. 

20:40  Bushmaster  Seven;  Hotel  Two-Six.  Do  you  want  us  to  push  to  your  location? 

20:55  Hey,  uh,  I  need  to  get  the  Brads  to  drop  rads  I  got  a  wounded  girl  we  need  to  take  her  to 
Rustamyan. 

21:04  Bushmaster  Seven;  Hotel  Two-Six.  Do  you  want  us  to  move  to  your  location  over? 

21:30  Bushmaster  Six;  Hotel  Two-Six  over. 

21:34  Hotel  Two-Six;  this  is  Bushmaster  Seven.  Roger,  come  to  our  location. 

21 :39  Okay,  roger,  we're  moving  up  north  on  Gadins  and  then  we  will  push  east  to  your  location. 
22:06  Bushmaster  elements  be  advised  we  have  friendlies  coming  from  the  south  to  your 
location.  Over. 

22: 13  All  right,  got  'em  moving  up  from  the  south. 

22:35  Bushmaster  elements  be  advised  we  are  coming  up  from  the  east  over. 

23:49  Hey  One-Two;  follow  me  over.  I'm  going  to  try  and  get  out  of  here  as  quickly  as  possible. 
24:10  You  guys  all  right  back  there? 

24:13  Yeah,  we're  with  you. 

24:35  Lotta  guys  down  there. 

24:37  Oh  yeah. 

24:37  Came  out  of  the  woodwork. 

24:38  This  is  Operation,  ah.  Operation  Secure. 

25:16  Yeah  we  have  fifty  rounds  left. 
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25:17  Yep. 

25:19  Two-Six;  Six  Romeo  over. 

25:21  Two-Six;  Romeo  over. 

25:23  Hey  roger,  what's  your  current  location  over? 

25:47  Six;  speak  it's  Romeo. 

25:50  Three-Six  Romeo;  Six  Romeo  over. 

25:52  Roger,  at  the  six  once  it's  back  on  this  guy. 

25:56  Lost  him. 

26:00  What's  he  got  for  us? 

26:01  Standby. 

26:06  Hotel  Two-Six;  Crazyhorse  One-Eight. 

26:21  Hey,  did  you  got  action  on  that  target  yet  over? 

26:25  Speak  to  Charlie  roger. 

26:32  Hotel  Two-Six;  Crazyhorse  One-Eight. 

26:55  Bushmaster  Six;  Crazyhorse  One-Eight. 

26:59  Roger,  you  have  traffic  over. 

27:02  Roger.  Uh,  just  wondering  if  you  had  anything  else  you  wanted  us  to  drive  on? 

27:08  Yeah  roger  keep  on,  ah,  for  the  time  being  over. 

27:1 1  Six  calls  Six  Romeo.  Can  you  tell  battalion  that  two  civilian  children  casualties  are 
coming 

back  to  Rustamyan  in  the  Bradley  over. 

27:26  Six  calls  Six  Romeo. 

27:29  Bushmaster  Six  Copper  White  Six. 

27:32  Copperhead  White  Six;  this  is  Bushmaster  Six  Romeo  over. 

27:36  Roger,  that's  a  negative  on  the  evac  of  the  two,  ah,  civilian,  ah,  kids  to,  ah,  rusty  they're 
going  to  have  the  IPs  link  up  with  us  over  here.  Break.  IPs  will  take  them  up  to  a  local  hospital 
over. 

27:50  Copy  over.Thaf  s  a  good  copy  over. 

27:54  One  six  ©hover. 

28:08  Where  they're  all  going  to. 

28:10  Say  again? 

28:12  Where  all  those  dismounts  are  going  to? 

28:18  Going  into  this  hous-.  Sorry 

29:29  Three  Six,  Three  Six;  Bushmaster  Six  Romeo  over. 

29:37  Six  Romeo,  Six  Romeo. 

29:39  Roger,  Bushmaster  Seven  wants  an  up  on  all  personnel  in  your  platoon  over. 

29:44  Roger. 

30:08  ...friendlies  on  the  roof. 

30:10  Crazyhorse  One-Eight;  this  is  Bushmaster  Four  over. 

30:12  Bushmaster  Four;  this  is  Crazyhorse  One-Eight. 

30: 15  Roger,  I  can  ah  hear  small  arms  fire  from  your  engagement  area  at  two  zero  zero  zero  ah 
about  three  hundred  meters  from  that  objective  over. 
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30:27  Crazyhorse;  from  what  I  understand  small  arms  fire  at  two  zero  zero  zero  degrees  about 
two  hundred  meters. 

30:39  Just  to  the  southwest. 

30:41  Yup. 

30:49  Right  about  where  we  engaged. 

30:5 1  Yeah,  One  of  them  with  that  RPG  or  whatever. 

30:55  He's  got  a  weapon.  Got  an  RK--AK  47. 

30:58  Hotel  Two-Six;  Crazyhorse  One-Eight. 

3 1 :02  Gonna  lose  him. 

31:03  Crazyhorse  One-Eight  this  is  Hotel  Two-Six  over. 

31:08  Roger,  have  another  individual  with  a  weapon. 

31:10  Dammit,  they're  in  the  same  building. 

31:12  Hey  roger  that,  just  make  sure  that  ah,  you're  firing  from  west  to  cast  over. 

31:16  Just  went  in  the  building. 

31:18  Crazyhorse  Three  and  Four  will  be  on  their  way. 

3 1 :2 1  The  individual  walked  into  the  building  previously  past  grid.  So  there's  at  least  six 
individuals  in  that  building  with  weapons. 

3 1 :30  We  can  put  a  missile  in  it. 

31:31  If  you'd  like,  ah,  Crazyhorse  One-Eight  could  put  a  missile  in  that  building. 

3 1 :46  It's  a  triangle  building.  Appears  to  be  ah,  abandoned. 

31:51  Yeah,  looks  like  it's  under  construction,  abandoned. 

31:52  Appears  to  be  abandoned,  under  construction. 

3 1 :56  Uh,  like  I  said,  six  individuals  walked  in  there  from  our  previous  engagement. 

32:01  Crazyhorse  One-Eight;  this  is  Bushmaster  Six  Romeo.  If  you've  PIDed  the  individuals  in 
the  building  with  weapons,  go  ahead  and  engage  the  building  over. 

32:08  Crazyhorse  One-Eight;  will  be  coming  up  north  to  south  engaging  with  Hellfire. 

32: 13  All  right,  I'm  going  to  do  manual. 

32:17  All  right,  we've  been  cleared  to  engage  with... 

32: 18  This  is  Bushmaster  Six  Romeo.  Crazyhorse  One  Eight  is  going  to  be  engaging  north  to 
south  with  Hellfire  missiles  over. 

32:24  This  is  Hotel  Two-Six.  Roger. 

32:26  All  right,  you  ready? 

32:27  No,  I'm  trying  to  get  over  to  the  November.  Trying  to  find  the  fucking... 

32:33  This  is  Bushmaster  Six.  Has  that  RPG  round  been  extended  already  or  is  it  still  live,  over. 
32:38  Looks  live  to  me. 

32:40  Let  me  know  when  you're  going  to  fire. 

32:44  All  right.  I'm  fucking  having  a  brain  fart.  Where's  the  man  advancement? 

32:48  You  got  one  on  the  clutch  on  the  bottom  left  on  your  left  door. 

32:54  Roger  let  me  stand  by. 

32:57  Got  it? 

32:59  No. 

33:03  All  right. 
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33:09  Let  me  just  put  a  kilo  in  there. 

33:12  0k. 

33:15  Got  it? 

33:21  Put  a  kilo  in? 

33:22  All  right,  let  me  get  back. 

33:26  I'm  gonna  come  around,  get  some  more  distance. 

33:27  Roger  that,  you're  clear. 

33:33  Got  more  individuals  in  there. 

33:36  You  wanna  hit  from  north  to  south  or  you  wanna  go  from  west  to  east?  I  don’t  wanna  fire 
with  the  friendlies  right  there,  you  know. 

33:41  Yeah,  go  north  to  south. 

33:53  Right,  come  around,  right. 

33:56  I'm  just  gonna  put  one  or  two  in,  if  they  want  any  more. 

34:09  Right. 

34:12  Found  the  missile. 

34:15  Roger,  I’ll  get  you  in  this  straight. 

34: 1 6  You're  clear. 

34:17  I'm  tiring. 

34:26  Target  hit. 

34:28  It  was  a  missile. 

34:29  Left. 

34:32  You're  clear.  I'm  above  you. 

34:36  Crazyhorse  One-Eight;  was  that  explosion  you  engaging  over? 

34:38  Crazyhorse  One  Eight,  roger.  Engaging  building  with  one  hellfire. 

34:46  Let's  come  around  and  we'll  clear  the  smoke.  We'll  fire  one  more. 

34:50  Hey  uh,  we're  going  to  wait  for  the  smoke  to  clear. 

34:52  Yes  Crazyhorse  One  Eight  now.  We're  going  to  put  one  more  missile  into  the  building. 
34:57  Yeah,  did  it  ah,  go  in  the  building?  I  see  the  wall  knocked  out  of  the  way. 

34:59  Yeah,  it  went  in. 

35:01  Bushmaster  Six  Romeo;  this  is  Hotel  Two-Six.  Yeah  roger,  that  was  Crazyhorse  engaging 
with  one  Hellfire  over. 

35:10  Yeah  roger,  I  got  a  November  if  you  want. 

35:12  Fire  away. 

35: 13  You  want  us  to  fire? 

35:18  You  ready? 

35:19  Yep. 

35:20  Bushmaster  Six  Romeo.  They  are  going  to  engage  ah,  with  one  more  Hellfire  in  that 
building. 

35:24  Uh  shit,  why  I  do  I  have  AP  flashing  on  there? 

35:47  We're  not  even  going  to  watch  this  fucking  shit? 

35:49  Till  next  one.  It  won't  come  around,  I  need  a  little  more  distance. 

35:53  Still  want  me  to  shoot? 
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35:57  You  guys,  following  hot. 

35:59  Roger. 

36:13  You  are  clear. 

36:14  Roger. 

36: 16  You  going  to  bring  up  the  missile? 

36:18  Roger. 

36:19  And  firing. 

36:20  Come  down?  There  you  go. 

36:23  Fire. 

36:24  All  right. 

36:28  I've  got,  ah  backscatter. 

36:30  All  right,  come  around. 

36:32  Roger. 

36:34  Coming  around  left,  backscatter. 

36:53  There  it  goes!  Look  at  that  bitch  go! 

36:56  Patoosh! 

37:03  Ah,  sweet. 

37:07  Need  a  little  more  room. 

37:09  Nice  missile. 

37:1 1  Does  it  look  good? 

37:12  Sweet. 

37:16  Uh,  you  ready? 

37:18  Roger. 

37:30  There's  a  lot  of  dust. 

37:36  Crazyhorse  One-Eight;  this  is  Hotel  Two-Six.  Was  there  a  BDA? 

37:40  This  is  Crazyhorse  One-Eight.  Stand  by,  engaging  with  another  Hellfire. 
37:43  All  right. 

37:45  You're  clear. 

37:47  Lemme  know  when  I'm  clear. 

37:50  Roger  that. 

37:59  Alright,  he  wasn't. 

38:02  Hotel  Two-Six;  Crazyhorse  One-Eight. 

38:07  Go  ahead,  Crazyhorse  One-Eight. 

38:09  Roger,  building  destroyed.  Engaged  with  three  hellfire  missiles. 
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Prosecution  Exhibit  15  Transcript  of  Video 


00:03  Okay  I  got  it. 

00:05  Last  conversation  Hotel  Two-Six. 

00:09  Roger  Hotel  Two-Six,  uh,  Victor  Charlie  Alpha.  Look,  do  you  want  your  Hotel  Two-Two 
two  element. 

00:14  I  got  a  black  vehicle  under  target.  It's  arriving  right  to  the  north  of  the  mosque. 

00:17  Yeah,  I  would  like  that.  Over. 

00:21  Moving  south  by  the  mosque  dome.  Down  that  road. 

00:27  Okay  we  got  a  target  fifteen  coming  at  you.  It's  a  guy  with  a  weapon. 

00:32  Roger. 

00:39  There's  a... 

00:42  There's  about,  ah,  four  or  five... 

00:44  Bushmaster  Six  copy  One-Six. 

00:48  ...this  location  and  there's  more  that  keep  walking  by  and  one  of  them  has  a  weapon. 

00:52  Roger  received  target  fifteen. 

00:55  Okay. 

00:57  See  all  those  people  standing  down  there. 

01 :06  Affirmed.  And  open  the  courtyard. 

01 :09  Yeah  roger.  I  just  estimate  there's  probably  about  twenty  of  them. 

01:13  There's  one,  yeah. 

01:15  Oh  yeah. 

01:181  don't  know  if  that's  a... 

0 1 : 1 9  Hey  Bushmaster  element,  copy  on  the  one-six. 

01:21  Thats  a  weapon. 

01:22  Yeah. 

01:23  Hotel  Two-Six;  Crazy  Horse  One-Eight. 

01 :29  Copy  on  the  one-six,  Bushmaster  Six-Romeo.  Roger. 

01 :32  Fucking  prick. 

01:33  Hotel  Two-Six  this  is  Crazy  Horse  One-Eight.  Have  individuals  with  weapons. 

01 :41  Yup.  He's  got  a  weapon  too. 

01:43  Hotel  Two-Six;  Crazy  Horse  One-Eight.  Have  five  to  six  individuals  with  AK47s. 

Request  permission  to  engage. 

01:51  Roger  that.  Uh,  we  have  no  personnel  east  of  our  position.  So,  uh,  you  are  free  to  engage. 
Over. 

02:00  All  right,  we'll  be  engaging. 

02:02  Roger,  go  ahead. 

02:03  I'm  gonna...  I  can’t  get  'em  now  because  they're  behind  that  building. 

02:09  Um,  hey  Bushmaster  element... 

02:10  He's  got  an  RPG. 

02: 1 1  All  right,  we  got  a  guy  with  an  RPG. 

02:13  I'm  gonna  fire. 

02:14  Okay. 
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02: 1 5  No  hold  on.  Let's  come  around.  Behind  buildings  right  now  from  our  point  of 
view. ...Okay,  we're  gonna  come  around. 

02:19  Hotel  Two-Six;  have  eyes  on  individual  with  RPG.  Getting  ready  to  fire.  We  won't... 
02:23  Yeah,  we  had  a  guy  shoot— and  now  he's  behind  the  building. 

02:26  God  damn  it. 

02:28  Uh,  negative,  he  was,  uh,  right  in  front  of  the  Brad.  Uh,  'bout,  there,  one  o'clock. 

02:34  Haven't  seen  anything  since  then. 

02:36  Just  fuckin',  once  you  get  on  'em  just  open  'em  up. 

02:38  Roger,  I  am. 

02:40  I  see  your  element,  uh,  got  about  four  Humvees,  uh,  out  along... 

02:43  You're  clear. 

02:44  All  right,  firing. 

02:47  Let  me  know  when  you've  got  them. 

02:49  Lets  shoot. 

02:50  Light  'em  all  up. 

02:52  Come  on,  fire! 

02:57  Roger.  Keep  shooting,  keep  shooting. 

02:59  keep  shooting. 

03:02  keep  shooting. 

03:05  Hotel..  Bushmaster  Two-Six,  Bushmaster  Two-Six,  we  need  to  move,  time  now! 

03:10  All  right,  we  just  engaged  all  eight  individuals. 

03:12  Yeah,  we  see  two  birds  and  we're  still  firing. 

03:14  Roger. 

03:15  I  got  'em. 

03:16  Two-six,  this  is  Two-Six,  we're  mobile. 

03:19  Oops,  I'm  sorry  what  was  going  on? 

03:20  God  damn  it,  Kyle. 

03:23  All  right,  hahaha,  I  hit  'em... 

03:28  Uh,  you're  clear. 

03:30  All  right,  I'm  just  trying  to  find  targets  again. 

03:38  Bushmaster  Six,  this  is  Bushmaster  Two-Six. 

03:40  Got  a  bunch  of  bodies  layin'  there. 

03:42  All  right,  we  got  about,  uh,  eight  individuals. 

03:46  Yeah,  we  got  one  guy  crawling  around  down  there,  but,  uh,  you  know,  we  got,  definitely 
got  something. 

03:51  We're  shooting  some  more. 

03:52  Roger. 

03:56  Hey,  you  shoot,  I'll  talk. 

03:57  Hotel  Two-Six;  Crazyhorse  One-Eight. 

04:01  Crazyhorse  One-Eight;  this  is  Hotel  Two-Six.  Over. 

04:03  Roger.  Currently  engaging  approximately  eight  individuals,  uh  KIA,  uh  RPGs,  and  AK- 
47s. 
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04: 12  Hotel  Two-Six,  you  need  to  move  to  that  location  once  Crazyhorse  is  done  and  get 
pictures.  Over. 

04:20  Six  beacon  gaia. 

04:24  Sergeant  Twenty  is  the  location. 

04:28  Hotel  Two-Six;  Crazyhorse  One-Eight. 

04:31  Oh,  yeah,  look  at  those  dead  bastards. 

04:36  Nice. 

04:37  Two-Six;  Crazyhorse  One-Eight. 

04:44  Nice. 

04:47  Good  shoot. 

04:48  Thank  you. 

04:53  Hotel  Two-Six. 

04:55  Hotel  Two-Six;  Crazyhorse  One-Eight. 

05:03  Crazyhorse  One-Eight;  Bushmaster  Seven.  Go  ahead. 

05:06  Bushmaster  Seven;  Crazyhorse  One- Eight.  Uh,  location  of  bodies,  Mike  Bravo  five-four 
five-eight  eight-six-one-seven. 

05:15  Hey,  good  on  the  uh... 

05:17  Five-four-five-eight  eight-six-one-seven.  Over. 

05:21  This  is  Crazyhorse  One-Eight,  that's  a  good  copy.  They're  on  a  street  in  front  of  an  open, 
uh,  courtyard  with  a  bunch  of  blue  uh  trucks,  bunch  of  vehicles  in  the  courtyard. 

05:30  There's  one  guy  moving  down  there  but  he's  uh,  he's  wounded. 

05:35  All  right,  we'll  let  'em  know  so  they  can  hurry  up  and  get  over  here. 

05:40  One-Eight,  we  also  have  one  individual,  uh,  appears  to  be  wounded  trying  to  crawl  away. 
05:49  Roger,  we're  gonna  move  down  there. 

05:51  Roger,  we'll  cease  fire. 

05:54  Yeah,  we  won't  shoot  anymore. 

06:01  He's  getting  up. 

06:02  Maybe  he  has  a  weapon  down  in  his  hand? 

06:04  No,  I  haven't  seen  one  yet. 

06:07  I  see  you  guys  got  that  guy  crawling  right  now  on  that  curb. 

06:08  Yeah,  I  got  him.  I  put  two  rounds  near  him,  and  you  guys  were  shooting  over  there  too,  so 
uh  we'll  see. 

06: 14  Yeah,  roger  that. 

06:16  Bushmaster  Thirty-Six  Element;  this  is  uh  Hotel  Two-Seven  over. 

06:21  Hotel  Two-Seven;  Bushmaster  Seven  go  ahead. 

06:24  Roger  I'm  just  trying  to  make  sure  you  guys  have  my  turf,  over. 

06:31  Roger  we  got  your  turf. 

06:33  Come  on,  buddy. 

06:38  All  you  gotta  do  is  pick  up  a  weapon. 

06:44  Crazyhorse  this  is  Bushmaster  Five,  Bushmaster  Four  break.  We  are  right  below  you  right 
time  now  can  you  walk  us  onto  that  location  over. 

06:54  This  is  Two-Six  roger.  I'll  pop  flares.  We  also  have  one  individual  moving.  We're  looking 
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for  weapons.  If  we  see  a  weapon,  we're  gonna  engage. 

07:07  Yeah  Bushmaster,  we  have  a  van  that's  approaching  and  picking  up  the  bodies. 

07:14  Where's  that  van  at? 

07:15  Right  down  there  by  the  bodies. 

07:16  Okay,  yeah. 

07: 1 8  Bushmaster;  Crazyhorse.  We  have  individuals  going  to  the  scene,  looks  like  possibly  uh 
picking  up  bodies  and  weapons. 

07:25  Let  me  engage. 

07:28  Can  1  shoot? 

07:31  Roger.  Break.  Uh  Crazyhorse  One-Eight  request  permission  to  uh  engage 
07:36  Picking  up  the  wounded? 

07:38  Yeah,  we're  trying  to  get  permission  to  engage. 

07:41  Come  on,  let  us  shoot! 

07:44  Bushmaster;  Crazyhorse  One-Eight. 

07:49  They're  taking  him. 

07:51  Bushmaster;  Crazyhorse  One-Eight. 

07:56  This  is  Bushmaster  Seven,  go  ahead. 

07:59  Roger.  We  have  a  black  SUV-uh  Bongo  truck  picking  up  the  bodies.  Request  permission 
to  engage. 

08:02  Fuck. 

08:06  This  is  Bushmaster  Seven,  roger.  This  is  Bushmaster  Seven,  roger.  Engage. 

08:12  One-Eight,  engage. 

08:12  Clear. 

08:13  Come  on! 

08:17  Clear. 

08:20  Clear. 

08:21  We're  engaging. 

08:26  Coming  around.  Clear. 

08:27  Roger.  Trying  to  uh... 

08:32  Clear. 

08:35  I  hear  'em  co..  I  lost  'em  in  the  dust. 

08:36  I  got  'em. 

08:41  I’m  firing. 

08:42  This  is  Bushmaster  Forty  got  any  BDA  on  that  truck.  Over. 

08:44  You're  clear. 

08:47  This  is  ah  Crazyhorse.  Stand  by. 

08:47  I  can't  shoot  for  some  reason. 

08:49  Go  ahead. 

08:50  I  think  the  van's  disabled. 

08:53  Go  ahead  and  shoot  it. 

08:54  I  got  an  azimuth  limit  for  some  reason 
09:00  Go  left. 
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09:03  Clear  left. 

09:15  All  right,  Bushmaster  Crazyhorse  One-Eight. 

09:20  A  vehicle  appears  to  be  disabled. 

09:22  There  were  approximately  four  to  five  individuals  in  vehicle  moving  bodies. 

09:28  Your  lead  Bradley  should  take  the  next  right. 

09:31  That's  cruising  east  down  the  road. 

09:34  No  more  shooting. 

09:38  Crazyhorse;  this  is  Bushmaster  Four.  We're  moving  a  dismounted  element  straight  south 
through  the  Bradleys. 

09:44  I  have  your  Elem-  uh,  Bradley  element  turning  south  down  the  road  where  the 
engagements  were. 

09:53  Last  call  on  station's  uh  Bradley  element  say  again. 

09:56  Roger  this  is  Crazyhorse. 

09:58  Your  lead  Bradley  just  turned  south  down  the  road  where  all  the  engagements  happened. 
10:03  Should  have  a  van  in  the  middle  of  the  road  with  about  twelve  to  fifteen  bodies. 

10: 1 1  Oh  yeah,  look  at  that.  Right  through  the  windshield! 

10:14  Ha  ha! 

10: 16  All  right.  There  were  uh  approximately  four  to  five  individuals  in  that  truck,  so  I'm 
counting  about  twelve  to  fifteen. 

10:24  I  would  say  that's  a  fairly  accurate  assessment  so  far. 

10:27  Roger  that. 

10:29  I  want  to  just  be  advised  Six,  Bushmaster  Six  are  getting  mounted  up  right  now. 

10:35  Okay,  roger.  Hey,  we  can't  flex  down  that  road  towards  that,  uh,  where  Crazyhorse 
engaged. 

10:43  So,  uh,  I  don't  know  if  you  want  us  to  do  so  or  stay  put.  Over. 

1 0:46  Why  can't  they  go  down  there? 

10:56  I  think  we  whacked  'em  all. 

10:58  That's  right,  good. 

10:59  This  is  Hotel  Two-Six. 

1 1 :03  Hey  you  got  my  dismounted  element  right  there  over  to  your  left. 

11:06  Roger,  1  see  'em. 

11:11  Hey  yeah,  roger,  be  advised,  there  were  some  guys  popping  out  with  AKs  behind  that  dirt 
pile  break. 

11:19  We  also  took  some  RPGs  off,  uh,  earlier,  so  just  uh  make  sure  your  men  keep  your  eyes 
open. 

1 1 :26  Roger. 

1 1 :27  And,  uh,  Bushmaster  ahead  are,  uh,  Hotel  Two-Six;  Crazyhorse  One- Eight. 

1 1:33  Crazyhorse  One-Eight;  this  is  Hotel  Two-Six. 

1 1 :35  Yeah  Two-Six;  Crazyhorse  One-Eight. 

1 1 :37  Uh,  location  I  have  about  twelve  to  fifteen  dead  bodies. 

1 1 :42  Uh,  where  else  are  we  taking  fire  from? 

1 1:48  Currently  we're  not  being  engaged,  ah,  but  just  south  of  that  location.  Break. 
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1 1:55  You  should  see  dismounted  elements  with  Humvees  moving  to  the  cast,  over. 

12:01  This  is  Crazyhorse  One-Eight;  we  have  elements  in  sight. 

12:05  Bushmaster  Three-Six. 

12:07  I'm  gonna  get  down  a  little  lower. 

12:09  All  right. 

12: 10  I'm  gonna  come  down  a  little  lower  and  take  a  quick  gander. 

12:13  Roger  that. 

12:14  Six;  this  is  four.  We're  headed  to  the  area  where  Crazyhorse  engaged. 

12:26  Bushmaster  Six;  this  is  Hotel  Two-Six. 

12:28  Request  to  go  to  the  south  to  our  original  BP  so  if  you  flushed  them  to  the  south  we  will  be 
there  to  uh  intercept  over. 

1  2:39  Hey  this  is  Bushmaster  Seven;  we're  coming  up  on  B...  on  the  ass  end  of  the  Brads. 

12:54  Hey  uh,  Bushmaster  Element;  this  is  Copperhead  One-Six  break. 

13:00  We're  moving  in  the  vicinity  of  the  engagement  area  and  looks  like  we've  got  some  slight 
movement  from  ah,  the  ah  van  that  was  engaged. 

13:06  Looks  like  a  kid.  Over. 

13:11  This  is  Bushmaster  Seven,  roger.  Uh,  we're  about  a  hundred  meters  behind  you. 

13:16  Got  that  big  pile,  to  the  right? 

13:18  Roger,  you  gonna  pull  in  here?  Do  you  want  me  to  push  stuff  so  you  can,  uh,  get  clear  of 
it? 

13:21  Right  on  the  comer? 

13:22  What's  that? 

13:23  Got  that  big  pile  of  bodies  to  the  right,  on  the  comer? 

13:24  Yeah,  right  here. 

13:25  We  got  a  dismounted  infantry  and  vehicles,  over. 

13:30  Again,  roger. 

13:31  And  clear. 

13:48  There's  the  Bradley  right  there. 

13:51  Got 'em. 

14:00  Hotel  two-six;  are  you  uh  at  this  grid  over? 

14:05  Yeah  I  wanted  to  get  you  around  so  didn't  you  just  get  that  one  dude  to  scare  them  all 
away.  It  worked  out  pretty  good. 

14:1 1  I  didn't  want  those  fuckers  to  run  away  and  scatter. 

14:12  Yeah. 

14:15  Bushmaster  Six;  Hotel  Two-Six.  Roger,  we  linked  up  with  our  two  element  they  are  all 
mounted  up  in  our  trucks  break. 

14:23  We  moved  south  so  that  we  could  ah  possibly  intercept  personnel  being  flushed  south.  So 
we  are  vicinity  Fifth  Street. 

14:30  And  ah  phase  line  Gadins.  Over. 

14:37  Bring  the  trucks  in,  cordon  this  area  off. 

14:39  Can  we  move  the  Bradley  forward  so  we  can  bring  trucks  in  and  cordon  off  this  area. 

14:44  If  the  Bradleys  could  take  the  south  cordon,  that  could  help  out  a  lot. 


6 


© 


14:53  Bushmaster  or  element.  Which  Element  called  in  Crazyhorse  to  engage  the  eight-elem 
eight-men  team  on  top  of  a  roof? 

15:02  Bushmaster  Six;  this  is  Hotel  Two-Six.  Uh,  I  believe  that  was  me. 

15:07  They  uh  had  AK-47s  and  were  to  our  cast,  so,  where  we  were  taking  small  arms  fire. 
Over. 

15:20  Hotel  Crazyhorse  One-Eight. 

15:26  Crazyhorse  One-Eight;  this  is  Hotel  Two-Six. 

15:28  Yeah  Two-Six.  One-Eight  I  just  also  wanted  to  make  sure  you  knew  that  we  had  a  guy 
with  an  RPG  cropping  round  the  comer  getting  ready  to  fire  on  your  location. 

1 5:36  That's  why  we  ah,  requested  permission  to  engage. 

15:40  Ok,  roger  that.  Tango  mike. 

15:46  Hotel  Two-Six;  do  you  understand  me,  over? 

15:51  I  did  not  copy  last,  uh,  you  got  stepped  on.  Say  again  please? 

16:00  They  cordoned  off  the  building  that  the  helicopters  killed  the  personnel  on. 

16:04  Don't  go  anywhere  else  we  need  to  cordon  off  that  building  so  we  can  get  on  top  of  the 
roof  and  SSC  the  building.  Over. 

16:13  Hotel  Two-Six;  Crazyhorse  One-Eight. 

16:16  This  is  Hotel  Two-Six. 

16: 19  Hey,  whoever  was  talking  about  rooftops,  know  that  all  the  personnel  we  engaged  were 
ground  level.  I  say  again  ground  level. 

16:27  Roger  I  copy  ground  level.  Over. 

16:30  One-Eight  roger. 

16:33  Can  I  get  a  grid  to  that  one  more  time  please? 

16:36  Target  twenty. 

16:36  Roger. 

16:40  You  want  me  to  take  over  talking  to  them? 

16:42  S'alright. 

16:46  Seven-Six  Romeo  Over. 

16:49  Roger,  I've  got  uh  eleven  Iraqi  KIAs.  One  small  child  wounded.  Over. 

16:57  Roger.  Ah  damn.  Oh  well. 

17:04  Roger,  we  need,  we  need  a  uh  to  evac  this  child.  Ah,  she's  got  a  uh,  she's  got  a  wound  to 
the  belly. 

17:101  can't  do  anything  here.  She  needs  to  get  evaced.  Over. 

17:18  Bushmaster  Seven,  Bushmaster  Seven;  this  is  Bushmaster  Six  Romeo. 

17:20  We  need  your  location  over. 

17:25  Roger,  we're  at  the  location  where  Crazyhorse  engaged  the  RPG  tire  break. 

17:37  Grid  five-four-five-eight. 

17:46  Well  it’s  their  fault  for  bringing  their  kids  into  a  battle. 

17:48  That's  right. 

17:56  Got  uh,  eleven. 

18:01  Yeah  uh,  roger.  We're  monitoring. 

18:02  Sorry. 


7 


© 


18:04  No  problem. 

18:07  Correction  eight-six-one-six. 

18:16  Looking  for  more  individuals-south. 

18:18  Bushmaster  Six-Bushmaster  Seven. 

1 8:29  That  guy  just  drove  over  a  body. 

18:31  Ha,  ha,  did  he? 

18:32  Yeah. 

18:37  Maybe  it  was  just  a  visual  illusion,  but  it  looked  like  it. 

18:41  Well,  they're  dead,  so. 

18:44  Bushmaster  Six;  Hotel  Two-Six  over. 

18:56  Six;  this  is  Four.  I  got  one  individual  looks  like  he's  got  an  RPG  round  laying  underneath 
him.  Break. 

19:05  Probably  like  to  get... 

19:10  Look  at  that. 

19:12  Bushmaster  Six;  Hotel  Two- Six  over. 

19:29  Bushmaster  Six;  Romeo  Hotel  Two-Six  over. 

19:44  Bushmaster  Six;  Hotel  Two-Six  over. 

19:56  Hotel  Two-Six;  Bushmaster  Seven  co-located  with  Six. 

20:08  Hotel  Two-Six;  Bushmaster  Seven. 

20:10  Bushmaster  Seven;  Hotel  Two-Six  over. 

20: 14  Roger,  we  got  a  little  girl  who  needs  to  be  evaced.  What's  your  location  over? 

20:22  On  route  Gadins,  I  am  all  the  way  to  the  south.  So  I  am  Gadins  and  Fifth  Street. 

20:28  I  say  again  Gadins  and  Fifth  Street,  over. 

20:40  Bushmaster  Seven;  Hotel  Two-Six.  Do  you  want  us  to  push  to  your  location? 

20:55  Hey,  uh,  I  need  to  get  the  Brads  to  drop  rads  I  got  a  wounded  girl  we  need  to  take  her  to 
Rustamyan. 

21:04  Bushmaster  Seven;  Hotel  Two-Six.  Do  you  want  us  to  move  to  your  location  over? 

21:30  Bushmaster  Six;  Hotel  Two-Six  over. 

21:34  Hotel  Two-Six;  this  is  Bushmaster  Seven.  Roger,  come  to  our  location. 

21 :39  Okay,  roger,  we're  moving  up  north  on  Gadins  and  then  we  will  push  east  to  your  location. 
22:06  Bushmaster  elements  be  advised  we  have  friendlies  coming  from  the  south  to  your 
location.  Over. 

22:13  All  right,  got  'em  moving  up  from  the  south. 

22:35  Bushmaster  elements  be  advised  we  are  coming  up  from  the  east  over. 

23:49  Hey  One-Two;  follow  me  over.  I'm  going  to  try  and  get  out  of  here  as  quickly  as  possible. 
24:10  You  guys  all  right-back  there? 

24: 13  Yeah,  we're  with  you. 

24:35  Lotta  guys  down  there. 

24:37  Oh  yeah. 

24:37  Came  out  of  the  woodwork. 

24:38  This  is  Operation,  ah.  Operation  Secure. 

25:16  Yeah  we  have  fifty  rounds  left. 
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25:17  Yep. 

25:19  Two-Six;  Six  Romeo  over. 

25:21  Two-Six;  Romeo  over. 

25:23  Hey  roger,  what's  your  current  location  over? 

25:47  Six;  speak  it's  Romeo. 

25:50  Three-Six  Romeo;  Six  Romeo  over. 

25:52  Roger,  at  the  six  once  it's  back  on  this  guy. 

25:56  Lost  him. 

26:00  What’s  he  got  for  us? 

26:01  Standby. 

26:06  Hotel  Two-Six;  Crazyhorse  One-Eight. 

26:21  Hey,  did  you  got  action  on  that  target  yet  over? 

26:25  Speak  to  Charlie  roger. 

26:32  Hotel  Two-Six;  Crazyhorse  One-Eight. 

26:55  Bushmaster  Six;  Crazyhorse  One-Eight. 

26:59  Roger,  you  have  traffic  over. 

27:02  Roger.  Uh,  just  wondering  if  you  had  anything  else  you  wanted  us  to  drive  on? 

27:08  Yeah  roger  keep  on,  ah,  for  the  time  being  over. 

27:1 1  Six  calls  Six  Romeo.  Can  you  tell  battalion  that  two  civilian  children  casualties  are 
coming 

back  to  Rustamyan  in  the  Bradley  over. 

27:26  Six  calls  She  Romeo. 

27:29  Bushmaster  Six  Copper  White  Six. 

27:32  Copperhead  White  Six;  this  is  Bushmaster  Six  Romeo  over. 

27:36  Roger,  that's  a  negative  on  the  evac  of  the  two,  ah,  civilian,  ah,  kids  to,  ah,  rusty  they're 
going  to  have  the  IPs  link  up  with  us  over  here.  Break.  IPs  will  take  them  up  to  a  local  hospital 
over. 

27:50  That’s  a  good  copy  over. 

27:54  One  six  over. 

28:08  Where  they're  all  going  to. 

28:10  Say  again? 

28: 12  Where  all  those  dismounts  are  going  to? 

28: 1 8  Going  into  this  hous-.  Sorry 

29:29  Three  Six,  Three  Six;  Bushmaster  Six  Romeo  over. 

29:37  Six  Romeo,  Six  Romeo. 

29:39  Roger,  Bushmaster  Seven  wants  an  up  on  all  personnel  in  your  platoon  over. 

29:44  Roger. 

30:08  ...friendlies  on  the  roof. 

30: 10  Crazyhorse  One-Eight;  this  is  Bushmaster  Four  over. 

30: 12  Bushmaster  Four;  this  is  Crazyhorse  One-Eight. 

30: 15  Roger,  I  can  ah  hear  small  arms  fire  from  your  engagement  area  at  two  zero  zero  zero  ah 
about  three  hundred  meters  from  that  objective  over. 
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30:27  Crazyhorse;  from  what  I  understand  small  arms  fire  at  two  zero  zero  zero  degrees  about 
two  hundred  meters. 

30:39  Just  to  the  southwest. 

30:41  Yup. 

30:49  Right  about  where  we  engaged. 

30:5 1  Yeah,  One  of  them  with  that  RPG  or  whatever. 

30:55  He's  got  a  weapon.  Got  an  RK-AK  47. 

30:58  Hotel  Two-Six;  Crazyhorse  One-Eight. 

3 1 :02  Gonna  lose  him. 

3 1 :03  Crazyhorse  One-Eight  this  is  Hotel  Two-Six  over. 

31:08  Roger,  have  another  individual  with  a  weapon. 

31:10  Dammit,  they're  in  the  same  building. 

31:12  Hey  roger  that,  just  make  sure  that  ah,  you're  firing  from  west  to  cast  over. 

31:16  Just  went  in  the  building. 

31:18  Crazyhorse  Three  and  Four  will  be  on  their  way. 

3 1 :21  The  individual  walked  into  the  building  previously  past  grid.  So  there's  at  least  six 
individuals  in  that  building  with  weapons. 

31:30  We  can  put  a  missile  in  it. 

31:31  If  you'd  like,  ah,  Crazyhorse  One-Eight  could  put  a  missile  in  that  building. 

3 1 :46  It's  a  triangle  building.  Appears  to  be  ah,  abandoned. 

31:51  Yeah,  looks  like  it's  under  construction,  abandoned. 

3 1 :52  Appears  to  be  abandoned,  under  construction. 

3 1 :56  Uh,  like  I  said,  six  individuals  walked  in  there  from  our  previous  engagement. 

32:01  Crazyhorse  One-Eight;  this  is  Bushmaster  Six  Romeo.  If  you've  PIDed  the  individuals  in 
the  building  with  weapons,  go  ahead  and  engage  the  building  over. 

32:08  Crazyhorse  One-Eight;  will  be  coming  up  north  to  south  engaging  with  Hellfire. 

32:13  All  right.  I'm  going  to  do  manual. 

32:17  All  right,  we've  been  cleared  to  engage  with... 

32:18  This  is  Bushmaster  Six  Romeo.  Crazyhorse  One  Eight  is  going  to  be  engaging  north  to 
south  with  Hellfire  missiles  over. 

32:24  This  is  Hotel  Two-Six.  Roger. 

32:26  All  right,  you  ready? 

32:27  No,  I'm  trying  to  get  over  to  the  November.  Trying  to  find  the  fucking... 

32:33  This  is  Bushmaster  Six.  Has  that  RPG  round  been  extended  already  or  is  it  still  live,  over. 
32:38  Looks  live  to  me. 

32:40  Let  me  know  when  you're  going  to  fire. 

32:44  All  right.  I'm  fucking  having  a  brain  fart.  Where's  the  man  advancement? 

32:48  You  got  one  on  the  clutch  on  the  bottom  left  on  your  left  door. 

32:54  Roger  let  me  stand  by. 

32:57  Got  it? 

32:59  No. 

33:03  All  right. 
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33:09  Let  me  just  put  a  kilo  in  there. 

33:12  0k. 

33:15  Got  it? 

33:21  Put  a  kilo  in? 

33:22  All  right,  let  me  get  back. 

33:26  I'm  gonna  come  around,  get  some  more  distance. 

33:27  Roger  that,  you're  clear. 

33:33  Got  more  individuals  in  there. 

33:36  You  wanna  hit  from  north  to  south  or  you  wanna  go  from  west  to  east?  I  don’t  wanna  fire 
with  the  friendlies  right  there,  you  know. 

33:41  Yeah,  go  north  to  south. 

33:53  Right,  come  around,  right. 

33:56  I'm  just  gonna  put  one  or  two  in,  if  they  want  any  more. 

34:09  Right. 

34:12  Found  the  missile. 

34:15  Roger,  I’ll  get  you  in  this  straight. 

34:16  You're  clear. 

34:17  I'm  tiring. 

34:26  Target  hit. 

34:28  It  was  a  missile. 

34:29  Left. 

34:32  You're  clear.  I'm  above  you. 

34:36  Crazyhorse  One-Eight;  was  that  explosion  you  engaging  over? 

34:38  Crazyhorse  One  Eight,  roger.  Engaging  building  with  one  hellfire. 

34:46  Let's  come  around  and  we'll  clear  the  smoke.  We'll  fire  one  more. 

34:50  Hey  uh,  we're  going  to  wait  for  the  smoke  to  clear. 

34:52  Yes  Crazyhorse  One  Eight  now.  We're  going  to  put  one  more  missile  into  the  building. 
34:57  Yeah,  did  it  ah,  go  in  the  building?  I  see  the  wall  knocked  out  of  the  way. 

34:59  Yeah,  it  went  in. 

35:01  Bushmaster  Six  Romeo;  this  is  Hotel  Two-Six.  Yeah  roger,  that  was  Crazyhorse  engaging 
with  one  Hellfire  over. 

35:10  Yeah  roger,  I  got  a  November  if  you  want. 

35:12  Fire  away. 

35:13  You  want  us  to  fire? 

35:18  You  ready? 

35:19  Yep. 

35:20  Bushmaster  Six  Romeo.  They  are  going  to  engage  ah,  with  one  more  Hellfire  in  that 
building. 

35:24  Uh  shit,  why  I  do  I  have  AP  flashing  on  there? 

35:47  We're  not  even  going  to  watch  this  fucking  shit? 

35:49  Till  next  one.  It  won't  come  around,  I  need  a  little  more  distance. 

35:53  Still  want  me  to  shoot? 
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35:57  You  guys,  following  hot. 

35:59  Roger. 

36:13  You  are  clear. 

36:14  Roger. 

36:16  You  going  to  bring  up  the  missile? 

36:18  Roger. 

36:19  And  firing. 

36:20  Come  down?  There  you  go. 

36:23  Fire. 

36:24  All  right. 

36:28  I've  got,  ah  backscatter. 

36:30  All  right,  come  around. 

36:32  Roger. 

36:34  Coming  around  left,  backscatter. 

36:53  There  it  goes!  Look  at  that  bitch  go! 

36:56  Patoosh! 

37:03  Ah,  sweet. 

37:07  Need  a  little  more  room. 

37:09  Nice  missile. 

37: 1 1  Does  it  look  good? 

37:12  Sweet. 

37:16  Uh,  you  ready? 

37:18  Roger. 

37:30  There's  a  lot  of  dust. 

37:36  Crazyhorse  One-Eight;  this  is  Hotel  Two-Six.  Was  there  a  BDA? 

37:40  This  is  Crazyhorse  One-Eight.  Stand  by,  engaging  with  another  Hellfire. 
37:43  All  right. 

37:45  You're  clear. 

37:47  Lemme  know  when  I'm  clear. 

37:50  Roger  that. 

37:59  Alright,  he  wasn't. 

38:02  Hotel  Two-Six;  Crazyhorse  One-Eight. 

38:07  Go  ahead,  Crazyhorse  One-Eight. 

38:09  Roger,  building  destroyed.  Engaged  with  three  hellfire  missiles. 
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UNITED  STATES  OF  AMERICA  ) 

) 

v.  )  Witness  List  Order 

)  and  Proposed  PEs 

Manning,  Bradley  E.  )  Prosecution  Witnesses 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  )  25  June  2013 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  ) 

The  United  States  hereby  submits  the  following  order  for  the  remaining  witnesses  the  United 
States  intends  to  call  in  the  above-captioned  court-martial.  “(X)”  is  placed  next  to  each  witness  to  whom 
the  United  States  and  defense  are  willing  to  stipulate.  An  denotes  the  Government’s  requirement  to 
send  the  agreed  upon  stipulation  to  the  equity  holder  for  classification  and/or  clearance  by  the  senior 
United  States  Government  official.  The  Prosecution  Exhibit  (PE)  number  is  next  to  each  stipulation  fully 
executed  and  already  admitted  as  a  PE.  A  denotes  an  anticipated  closed  session  to  elicit  a  portion  of 
the  witness’s  testimony. 


Wednesday.  26  June 

Thursday.  27  June 

Friday.  28  June 

1. 

Mr.  Wisecarver 

9.  Ms.  Thian  -PE  150 

21. 

SPC  Marshall 

2. 

Dr.  Johnson,  Glenn 

10.  AMB  Pearce  -( X )* 

22. 

Mr.  Adkins 

3. 

Mr.  Janek  -(X)* 

11.  AMB  Seche-(X)* 

23. 

CPT  Lim 

4. 

Mr.  Mundy  -(X)* 

12.  AMB  Yamamoto  -(X)* 

24. 

COL  Miller 

5. 

SA  Rock  -PE  79 

13.  Mr.  Yun  -(X)* 

25. 

Mr.  Lewis  ~ 

6. 

SA  Ellis  -PE  77 

14.  Mr.  Feeley  -(X)* 

26. 

#23  -(X)* 

7. 

8. 

Mr.  Downey  -PE  149 

SA  Shaver  ~ 

15.  Mr.  Moore -(X)* 

16.  AMB  Yavonovitch -(X)* 

17.  Mr.  Pittman  -(X)* 

18.  Mr.  Murphy  -(X)* 

19.  SA  Bettencourt  -PE  76 

20.  CDR  Aboul-Enein -(X) 

27. 

#107  -(X)* 

This  list  only  accounts  for  the  witnesses  from  the  Government’s  witness  list  which  the  United 
States  presently  intends  to  call.  Based  on  the  evidence  presented,  the  United  States  reserves  the  right  to 
augment  this  list  with  witnesses  previously  disclosed  on  the  Government’s  witness  list.  Additionally,  the 
order  listed  above  could  change  based  on  the  presentation  of  evidence  and  testimony. 


ASHDEN  FEIN 
MAJ,  JA 
Trial  Counsel 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Mr.  David  Coombs, 
Civilian  Defense  Counsel,  on  25  June  2013. 
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ASHDEN  FEIN 
MAJ,  JA 
Trial  Counsel 
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UNITED  STATES  OF  AMERICA 


Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


y. 


) 

) 

) 

) 

) 

) 

) 

) 

) 


PROSECUTION  MOTION 
FOR  JUDICIAL  NOTICE 


CORRECTED  COPY 


25  June  2013 


RELIEF  SOUGHT 


COMES  NOW  the  United  States  of  America,  by  and  through  undersigned  counsel,  and 
respectfully  requests  this  Court  take  judicial  notice  of  the  following  adjudicative  facts: 

Adjudicative  Facts:  WikiLeaks  Releases 

a.  WikiLeaks  released  a  video  titled  “Collateral  Murder”  on  5  April  2010; 

b.  WikiLeaks  released  more  than  390,000  records  from  the  Combined  Information  Data 
Network  Exchange  (CIDNE)  Iraq  database  on  22  October  2010; 

c.  WikiLeaks  released  more  than  75,000  records  from  the  CIDNE  Afghanistan  database 
on  25  July  2010; 

d.  WikiLeaks  released  more  than  700  detainee  assessments  produced  by  Joint  Task  Force 
Guantanamo  (JTF-GTMO)  on  25  April  2011; 

e.  WikiLeaks  released  a  memorandum  produced  by  the  Army  Counterintelligence  Center 
titled  “Wikileaks.org — An  Online  Reference  to  Foreign  Intelligence  Services,  Insurgents,  or 
Terrorist  Groups?”  on  15  March  2010; 

Adjudicative  Facts:  Salary  of  Servicemembers  and  Government  Employees 

f.  The  monthly  base  salary  for  Servicemembers  at  the  rank  of  Specialist,  E-4,  was 
$1,502.70  in  2003,  $1,558.20  in  2004,  $1,612.80  in  2005,  $1,662.90  in  2006,  $1,699.50  in  2007, 
$1,758.90  in  2008,  $1,827.60  in  2009,  and  $1,889,70  in  2010; 

g.  The  yearly  base  salary  for  government  employees  at  the  grade  of  12  on  the  General 
Schedule  (GS)  scale  was  $51,508  in  2003,  $52,899  in  2004,  $54,221  in  2005,  $55,360  in  2006, 
$56,301  in  2007,  $57,709  in  2008,  $59,383  in  2009,  and  $60,274  in  2010; 

Adjudicative  Facts:  Reference  Materials 

h.  The  existence  of  Army  Regulation  (AR)  25-1,  dated  13  November  2007,  specifically 
paragraphs  1-1,  subparagraphs  (a)  and  (b)  of  1-7,  and  subparagraphs  (d),  (e),  and  (f)  of  6-1  and 
the  definition  found  in  AR  25-2  of  “Information  System;” 
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i.  The  existence  of  DoD  5400.1 1-R:  Department  of  Defense  Privacy  Program,  dated  14 
May  2007,  specifically  Appendix  1  and  the  definition  of  “Personal  Information;” 

Adjudicative  Facts:  Miscellaneous 

j.  Thanksgiving  of 2009  occurred  on  26  November  2009; 

k.  The  term,  “.is,”  is  the  top  level  internet  domain  of  Iceland; 

l.  Johanna  Sigurdardottir  was  the  Prime  Minister  of  Iceland  from  February  2009  -  May 
2013,  Ossur  Skarphedinsson  was  the  Icelandic  Minister  for  Foreign  Affairs  from  February  2009 
-  May  2013,  Albert  Jonsson  was  the  Icelandic  Ambassador  to  the  United  States  from  2006-2009, 
and  Birgitta  Jonsdottir  has  been  a  member  of  the  Icelandic  parliament  since  2009;  and 

m.  The  Internet  chat  lingo  and  their  meanings  in  Enclosure  13  are  synonymous. 

BURDEN  OF  PERSUASION  AND  BURDEN  OF  PROOF 

The  burden  of  proof  on  any  factual  issue  the  resolution  of  which  is  necessary  to  decide  a 
motion  shall  be  by  preponderance  of  the  evidence.  Rule  for  Courts-Martial  (RCM)  905(c)(1). 
The  burden  of  persuasion  on  any  factual  issue  the  resolution  of  which  is  necessary  to  decide  a 
motion  shall  be  on  the  moving  party.  RCM  905(c)(2).  The  United  States  has  the  burden  of 
persuasion  as  the  moving  party. 


FACTS 


The  accused  is  charged  with  giving  intelligence  to  the  enemy,  in  violation  of  Article  104, 
Uniform  Code  of  Military  Justice  (UCMJ).  The  accused  is  also  charged  with  eight  specifications 
alleging  misconduct  in  violation  of  18  U.S.C.  §  793(e),  five  specifications  alleging  misconduct  in 
violation  of  18  U.S.C.  §  641,  two  specifications  alleging  misconduct  in  violation  of  18  U.S.C.  § 
1030(a)(1),  five  specifications  alleging  misconduct  in  violation  of  Article  92,  UCMJ,  and  one 
specification  alleging  misconduct  prejudicial  to  good  order  and  discipline  and  service 
discrediting,  See  Charge  Sheet. 


WITNESSES/EVIDENCE 


The  United  States  does  not  request  any  witnesses  be  produced  for  this  filing.  The  United 
States  requests  that  this  Court  consider  the  Charge  Sheet  and  the  enclosures  to  this  motion. 

LEGAL  AUTHORITY  AND  ARGUMENT 


A  judicially  noticed  fact  “must  be  one  not  subject  to  reasonable  dispute  in  that  it  is  either 
(1)  generally  known  universally,  locally,  or  in  the  area  pertinent  to  the  event  or  (2)  capable  of 
accurate  and  ready  determination  by  resort  to  sources  whose  accuracy  cannot  reasonably  be 
questioned.”  Military  Rule  of  Evidence  (MRE)  201(b);  see  also  United  States  v.  Needham ,  23 
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M.J.  383  (C.M.A.  1987).  Judicial  notice  of  facts  serves  as  a  substitute  for  testimonial, 
documentary,  or  real  evidence.  See  Stephen  A.  Saltzburg,  et  al.,  Military  Rules  of  Evidence 
Manual  §  201.02[1]  (7th  ed.  2011).  Additionally,  judicial  notice  promotes  judicial  economy  as  it 
relieves  a  proponent  from  formally  proving  certain  facts  that  a  reasonable  person  would  not 
dispute.  See  id. 

Adjudicative  Facts:  WikiLeaks  Releases 

a.  WikiLeaks  released  a  video  titled  “Collateral  Murder”  on  5  April  2010. 

The  fact  that  WikiLeaks  released  a  video  titled  “Collateral  Murder”  on  5  April  2010  is  a 
fact  generally  known  or,  at  a  minimum,  capable  of  accurate  and  ready  determination  by  resort  to 
sources  whose  accuracy  cannot  be  reasonably  questioned.  This  fact  was  reported  in  several 
media  sources,  as  well  as  in  the  Information  Review  Task  Force  (IRTF)  impact  statement.  See 
Enclosure  1;  see  also  Enclosure  to  Appellate  Exhibit  (AE)  132,  at  102.  The  video  released  by 
WikiLeaks  is  an  edited  version  of  the  video  that  forms  the  basis  of  Specification  2  of  Charge  II. 

The  fact  that  WikiLeaks  released  this  video  on  5  April  2010  is  relevant  to  Specification  2 
of  Charge  II,  a  specification  to  which  the  accused  has  pled  not  guilty  to  the  charged  offense.  The 
fact  that  WikiLeaks  released  this  video  on  5  April  2010  makes  it  more  probable  than  not  that  the 
video  was  closely  held  prior  to  5  April  2010.  See  MRE  401;  .see  also  Charge  Sheet. 

b.  WikiLeaks  released  more  than  390.000  records  from  the  CIDNE  Iraq  database  on  22 
October  2010. 

The  fact  that  WikiLeaks  released  more  than  390,000  records  from  the  CIDNE  Iraq 
database  on  22  October  2010  is  a  fact  generally  known  or,  at  a  minimum,  capable  of  accurate 
and  ready  determination  by  resort  to  sources  whose  accuracy  cannot  be  reasonably  questioned. 
This  fact  was  reported  in  several  media  sources,  as  well  as  in  a  press  release  by  the  Department 
of  Defense  and  in  the  IRTF  impact  statement.  See  Enclosure  2;  see  also  Enclosure  to  AE  132,  at 
34. 


The  feet  that  WikiLeaks  released  more  than  390,000  records  from  the  CIDNE  Iraq 
database  on  22  October  2010  is  relevant  to  Specifications  4  and  5  of  Charge  II,  two 
specifications  to  which  the  accused  has  pled  not  guilty  to  the  charged  offenses.  The  fact  that 
WikiLeaks  released  more  than  390,000  records  from  the  CIDNE  Iraq  database  on  22  October 
2010  makes  it  more  probable  than  not  that  the  accused  stole,  purloined,  or  knowingly  converted 
those  records  between  on  or  about  3 1  December  2009  and  on  or  about  5  January  2010.  Further, 
the  fact  that  WikiLeaks  released  these  records  makes  it  more  probable  than  not  that  the  records 
were  closely  held  prior  to  22  October  20 1 0.  See  MRE  40 1 ;  see  also  Charge  Sheet. 

c.  WikiLeaks  released  more  than  75.000  records  from  the  CIDNE  Afghanistan  database 
on  25  July  2010. 

The  feet  that  WikiLeaks  released  more  than  75,000  records  from  the  CIDNE  Afghanistan 
database  on  25  July  2010  is  a  fact  generally  known  or,  at  a  minimum,  capable  of  accurate  and 
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ready  determination  by  resort  to  sources  whose  accuracy  cannot  be  reasonably  questioned.  This 
fact  was  reported  in  several  media  sources,  as  well  as  in  a  press  release  by  the  Department  of 
Defense  and  in  the  IRTF  impact  statement.  See  Enclosure  3;  see  also  Enclosure  to  AE  132,  at 
10. 


The  fact  that  WikiLeaks  released  more  than  75,000  records  from  the  CIDNE  Afghanistan 
database  on  25  July  2010  is  relevant  to  Specifications  6  and  7  of  Charge  II,  two  specifications  to 
which  the  accused  has  pled  not  guilty  to  the  charged  offense.  The  fact  that  WikiLeaks  released 
these  records  on  25  July  2010  makes  it  more  probable  than  not  that  the  accused  stole,  purloined, 
or  knowingly  converted  those  records  between  on  or  about  3 1  December  2009  and  on  or  about  8 
January  2010.  Further,  the  fact  that  WikiLeaks  released  these  records  on  25  July  2010  makes  it 
more  probable  than  not  that  the  documents  were  closely  held  prior  to  25  July  2010.  See  MRE 
401;  see  also  Charge  Sheet. 

d.  WikiLeaks  released  more  than  700  detainee  assessments  produced  bv  JTF-GTMO  on 
25  April  2011. 

The  fact  that  WikiLeaks  released  more  than  700  detainee  assessments  produced  by  JTF- 
GTMO  on  25  April  201 1  is  a  fact  generally  known  or,  at  a  minimum,  capable  of  accurate  and 
ready  determination  by  resort  to  sources  whose  accuracy  cannot  be  reasonably  questioned.  This 
fact  was  reported  in  several  media  sources,  as  well  as  in  a  press  release  by  the  Department  of 
Defense  and  in  the  IRTF  impact  statement.  See  Enclosure  4;  see  also  Enclosure  to  AE  132,  at 
58. 


The  fact  that  WikiLeaks  released  more  than  700  detainee  assessments  produced  by  JTF- 
GTMO  on  25  April  2011  is  relevant  to  Specifications  8  and  9  of  Charge  II,  two  specifications  to 
which  the  accused  has  pled  not  guilty  to  the  charged  offenses.  The  fact  that  WikiLeaks  released 
these  records  on  25  April  201 1  makes  it  more  probable  than  not  that  the  accused  stole,  purloined, 
or  knowingly  converted  those  records  on  or  about  8  March  2010.  Further,  the  fact  that 
WikiLeaks  released  these  records  on  25  April  201 1  makes  it  more  probable  than  not  that  the 
documents  were  closely  held  prior  to  25  April  2011.  See  MRE  401;  see  also  Charge  Sheet. 

e.  WikiLeaks  released  a  memorandum  produced  bv  the  Army  Counterintelligence  Center 
titled  “Wikileaks.org — An  Online  Reference  to  Foreign  Intelligence  Services.  Insurgents,  or 

Terrorist  Groups?”  on  15  March  2010. 

The  fact  that  WikiLeaks  released  the  above  record  on  15  March  2010  is  a  fact  generally 
known  or,  at  a  minimum,  capable  of  accurate  and  ready  determination  by  resort  to  sources  whose 
accuracy  cannot  be  reasonably  questioned.  This  fact  was  reported  in  several  media  sources,  as 
well  as  in  the  IRTF  impact  statement.  See  Enclosure  5;  see  also  Enclosure  to  AE  132,  at  97.  This 
record  forms  the  basis  of  Specification  1 5  of  Charge  II. 

The  fact  that  WikiLeaks  released  this  record  on  1 5  March  2010  is  relevant  to 
Specification  15  of  Charge  II,  a  specification  to  which  the  accused  has  pled  not  guilty  to  the 
charged  offense.  The  fact  that  WikiLeaks  released  this  record  on  15  March  2010  makes  it  more 
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probable  than  not  that  the  record  was  closely  held  prior  to  15  March  2010.  See  MRE  401 ;  see 
also  Charge  Sheet. 

Adjudicative  Facts:  Salary  of  Servicemembers  and  Government  Employees 

f.  The  monthly  base  salary  for  Servicemembers  at  the  rank  of  Specialist.  E-4.  was 
$1.502.70  in  2003.  $1.558.20  in  2004.  $1.612.80  in  2005.  $1.662.90  in  2006.  $1,699.50  in  2007. 

$1.758.90  in  2008.  $1.827.60  in  2009,  and  $1.889.70  in  2010. 


The  fact  that  Servicemembers  at  the  rank  of  Specialist,  E-4,  earned  the  above  monthly 
base  salary  from  2003-2010  is  a  fact  generally  known  or,  at  a  minimum,  capable  of  accurate  and 
ready  determination  by  resort  to  sources  whose  accuracy  cannot  be  reasonably  questioned.  The 
base  monthly  salary  of  these  Servicemembers  is  published  by  the  Department  of  Defense.  See 
Enclosure  6. 

The  base  monthly  salary  of  Servicemembers  at  this  rank  is  relevant  to  prove  that  the 
charged  documents  in  Specifications  8  and  16  of  Charge  II,  two  specifications  to  which  the 
accused  has  pled  not  guilty,  are  of  a  value  of  more  than  $1,000.  The  United  States  has  presented 
evidence  that  these  charged  documents  were  produced  and/or  maintained  by  Servicemembers 
with  the  lowest  rank  of  Specialist,  E-4,  between  2003-2010.  See  Prosecution  Exhibit  (PE)  131; 
Testimony  of  Chief  Warrant  Officer  4  Armond  Rouillard.  The  fact  that  Servicemembers  at  the 
rank  of  Specialist,  E-4,  earned  the  above  monthly  base  salary  makes  it  more  probable  than  not 
that  the  records  were  of  a  value  of  more  than  $1000.  See  MRE  401 ;  see  also  Charge  Sheet. 

g.  The  yearly  base  salary  for  government  employees  at  the  grade  of  12  on  the  GS  scale 
was  $51.508  in  2003.  $52,899  in  2004.  $54,221  in  2005.  $55.360  in  2006.  $56.301  in  2007. 

$57.709  in  2008,  $59.383  in  2009.  and  $60.274  in  2010. 

The  fact  that  government  employees  at  the  grade  of  12  on  the  GS  scale  earned  the  above 
yearly  base  salary  from  2003-2010  is  a  fact  generally  known  or,  at  a  minimum,  capable  of 
accurate  and  ready  determination  by  resort  to  sources  whose  accuracy  cannot  be  reasonably 
questioned.  The  base  yearly  salary  of  these  government  employees  is  published  by  the 
Department  of  Defense.  See  Enclosure  7. 

The  base  yearly  salary  of  these  government  employees  is  relevant  to  prove  that  the 
charged  documents  in  Specification  8  of  Charge  II,  a  specification  to  which  the  accused  has  pled 
not  guilty,  are  of  a  value  of  more  than  $1 ,000.  The  United  States  has  presented  evidence  that 
these  charged  documents  were  produced  and/or  maintained  by  government  employees  with  the 
lowest  grade  of  12  on  the  GS  scale.  See  PE  131.  The  fact  that  government  employees  at  the 
grade  of  12  on  the  GS  scale  earned  the  aboye  yearly  base  salary  makes  it  more  probable  than  not 
that  the  records  were  of  a  value  of  more  than  $1000.  See  MRE  401;  see  also  Charge  Sheet. 
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Adjudicative  Facts:  Reference  Materials 

h.  The  existence  of  AR  25-1,  dated  13  November  2007.  specifically  paragraphs  1-1. 
subparagraphs  (V)  and  fbl  of  1-7.  and  subparagraphs  fcP.  fe).  and  ffl  of  6-1  and  the  definition 

found  in  AR  25-2  of “Information  System.” 

The  existence  of  AR  25-1,  dated  13  November  2007,  is  a  fact  generally  known  or,  at  a 
minimum,  capable  of  accurate  and  ready  determination  by  resort  to  sources  whose  accuracy 
cannot  be  reasonably  questioned.  AR  25-1  can  be  found  at  the  Army  Publishing  Directorate,  a 
source  whose  accuracy  cannot  be  reasonably  questioned.  See  Enclosure  8.  This  Court  has 
previously  taken  judicial  notice  of  other  paragraphs  contained  within  AR  25-2.  See  AE  288. 

The  United  States  specifically  requests  this  Court  take  judicial  notice  of  paragraphs  1-1, 
subparagraphs  (a)  and  (b)  of  1-7,  subparagraphs  (d),  (e),  and  (f)  of  6-1,  and  the  definition  found 
in  AR  25-2  of  “Information  System.”  These  specific  paragraphs  and  subparagraphs  are  relevant 
to  Specification  1 6  of  Charge  II  and  Specification  4  of  Charge  III.  These  paragraphs  make  it 
more  probable  than  not  that  the  information  for  which  the  accused  is  charged  with  stealing, 
purloining,  or  knowingly  converting  in  Specification  16  of  Charge  II  was  a  record  or  thing  of 
value  belonging  to  the  United  States  government.  These  paragraphs  make  it  more  probable  than 
not  that  the  accused’s  use  of  the  information  system  in  Specification  4  of  Charge  III  was  in  a 
manner  other  than  its  intended  purpose.  See  MRE  401;  see  also  Charge  Sheet. 

i.  The  existence  of  DoD  5400.1 1-R:  Department  of  Defense  Privacy  Program,  dated  14 
May  2007.  specifically  Appendix  1  and  the  definition  of  “Personal  Information.” 

The  existence  of  DoD  5400.1 1-R,  dated  14  May  2007,  is  a  fact  generally  known  or,  at  a 
minimum,  capable  of  accurate  and  ready  determination  by  resort  to  sources  whose  accuracy 
cannot  be  reasonably  questioned.  DoD  5400.1 1-R  can  be  found  at  the  Defense  Technical 
Infonnation  Center  database,  a  source  whose  accuracy  camiot  be  reasonably  questioned.  See 
Enclosure  9. 

The  United  States  specifically  requests  this  Court  take  judicial  notice  of  Appendix  1  and 
the  definition  of  “Personal  Information.”  These  specific  portions  are  relevant  to  Specification  16 
of  Charge  II  and  Specification  4  of  Charge  III.  These  portions  make  it  more  probable  than  not 
that  the  information  for  which  the  accused  is  charged  with  stealing,  purloining,  or  knowingly 
converting  in  Specification  16  of  Charge  II  was  a  record  or  thing  of  value  belonging  to  the 
United  States  government.  These  portions  make  it  more  probable  than  not  that  the  accused’s  use 
of  the  information  system  in  Specification  4  of  Charge  III  was  in  a  manner  other  than  its 
intended  purpose.  See  MRE  401;  see  also  Charge  Sheet. 

Adjudicative  Facts:  Miscellaneous 

j.  Thanksgiving  of 2009  occurred  on  26  November  2009. 

The  fact  that  Thanksgiving  of 2009  occurred  on  26  November  2009  is  a  fact  that  is 
generally  known  or,  at  a  minimum,  capable  of  accurate  and  ready  detennination  by  resort  to 
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sources  whose  accuracy  cannot  be  reasonably  questioned.  The  date  of  Thanksgiving  was 
published  in  several  media  sources,  as  well  as  in  a  Presidential  Proclamation  released  by  the 
White  House.  See  Enclosure  10. 

The  date  of  Thanksgiving  in  2009  is  relevant  to  Specifications  1  and  1 1  of  Charge  II,  two 
specifications  to  which  the  accused  has  pled  not  guilty  to  the  charged  offense.  Both 
specifications  allege  that  the  accused  transmitted  information  to  WikiLeaks  as  early  as  1 
November  2009.  The  United  States  has  presented  evidence,  through  the  accused’s  own 
admission,  that  the  accused  began  helping  WikiLeaks  “right  after  thanksgiving  timeframe  of 
2009.”  See  PE  30.  The  fact  that  Thanksgiving  occurred  on  26  November  2009  makes  it  more 
probable  than  not  that  the  accused  caused  intelligence  to  be  published  on  the  internet  for 
Specification  1  of  Charge  II  and  transmitted  the  charged  video  file  in  Specification  1 1  of  Charge 
II  to  WikiLeaks  during  the  alleged  timeframe.  See  MRE  401;  see  also  Charge  Sheet. 

k.  Tlie  term,  “.is.”  is  the  top  level  internet  domain  of  Iceland. 

The  fact  that  “.is”  is  the  top  level  internet  domain  of  Iceland  is  a  fact  that  is  generally 
known  or,  at  a  minimum,  capable  of  accurate  and  ready  determination  by  resort  to  sources  whose 
accuracy  cannot  be  reasonably  questioned.  The  fact  that  “.is”  is  the  top  level  internet  domain  of 
Iceland  is  capable  of  accurate  and  ready  determination  by  reviewing  the  Uniform  Resource 
Locator  (URL)  of  any  Iceland  government  website.  See  Enclosure  1 1 . 

The  fact  that  “.is”  is  the  top  level  internet  domain  of  Iceland  is  relevant  to  Specification  l 
of  Charge  II,  a  specification  to  which  the  accused  has  pled  not  guilty.  Specification  1  of  Charge 
II  alleges  that  die  accused  “wantonly”  caused  intelligence  to  be  published  on  the  Internet.  See 
Charge  Sheet.  The  defense  stipulated  that  the  accused  searched  for  “Iceland”  on  Intelink.  See 
Testimony  of  Mr.  Chad  Madaras.  The  United  States  presented  evidence  that  the  accused  had  no 
legitimate  reason  to  search  for  information  relating  to  Iceland.  See  Testimony  of  Chief  Warrant 
Officer  2  Kyle  Balonek.  Further,  the  fact  that  “.is”  is  the  top  level  internet  domain  of  Iceland  is 
relevant  to  explain  portions  of  the  accused’s  chat  logs  with  Julian  Assange,  where  the  accused 
mentioned  “.is”  in  the  context  of  a  conversation  about  information  the  accused  has  reviewed  on 
the  SIPRNET.  See  PE  123  at  5  (06:19:16).  The  fact  that  the  accused  searched  for  and  reviewed 
information  relating  to  Iceland  on  SIPRNET,  without  a  legitimate  reason  for  doing  so,  makes  it 
more  probable  than  not  that  the  accused  acted  wantonly.  See  MRE  401;  see  also  Charge  Sheet. 

l.  Johanna  Sieurdardottir  was  the  Prime  Minister  of  Iceland  from  February  2009  -  May 

2013.  Ossur  Skarphedinsson  was  the  Icelandic  Minister  for  Foreign  Affairs  from  February  2009 

-  May  2013.  Albert  Jonsson  was  the  Icelandic  Ambassador  to  the  United  States  from  2006-2009. 

and  Bireitta  Jonsdottir  has  been  a  member  of  the  Icelandic  parliament  since  2009. 

The  fact  that  Johanna  Sigurdardottir  was  tire  Prime  Minister  of  Iceland  from  February 
2009  -  May  2013,  Ossur  Skarphedinsson  was  the  Icelandic  Minister  for  Foreign  Affairs  from 
February  2009  -  May  2013,  Albert  Jonsson  was  the  Icelandic  Ambassador  to  the  United  States 
from  2006-2009,  and  Birgitta  Jonsdottir  has  been  a  member  of  the  Icelandic  parliament  since 
2009  are  facts  that  are  generally  known  or,  at  a  minimum,  capable  of  accurate  and  ready 
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determination  by  resort  to  sources  whose  accuracy  cannot  be  reasonably  questioned.  The  facts 
are  published  in  several  media  sources.  See  Enclosure  12. 

These  facts  are  relevant  to  Specification  1  of  Charge  II,  a  specification  to  which  the 
accused  has  pled  not  guilty.  Specification  1  of  Charge  II  alleges  that  the  accused  “wantonly” 
caused  intelligence  to  be  published  on  the  Internet.  See  Charge  Sheet.  The  United  States  has 
presented  evidence  that  the  accused  downloaded  information  relating  to  Ossur  Skarphedinsson, 
Johanna  Sigurdardottir,  and  Albert  Jonsson  at  Forward  Operating  Base  (FOB)  Hammer,  Iraq. 

See  PE  39.  The  United  States  also  presented  evidence,  and  the  defense  stipulated,  that  the 
accused  searched  for  Birgitta  Jonsdottir,  among  others,  on  Intelink.  See  PE  49;  see  also 
Testimony  of  Mr.  Chad  Madaras.  Tire  United  States  has  presented  evidence  that  the  accused  had 
no  legitimate  reason  to  search  for  information  relating  to  Iceland.  See  Testimony  of  Chief 
Warrant  Officer  2  Kyle  Balonek.  The  identity  of  these  persons  will  assist  the  Court  with 
understanding  the  accused’s  activity  during  his  deployment.  See  PE  39  and  PE  81.  The  fact  that 
the  accused  searched  for,  and  downloaded,  information  relating  to  these  persons,  without  a 
legitimate  reason  for  doing  so,  makes  it  more  probable  than  not  that  the  accused  acted 
“wantonly.”  See  MRE  401;  see  also  Charge  Sheet. 

m.  The  Internet  chat  lingo  and  them  meanings  in  Enclosure  13  are  synonymous. 

The  fact  that  the  Internet  chat  lingo  and  their  meanings  in  Enclosure  13  are  synonymous 
is  generally  known  universally  and  locally.  See  Enclosure  13.  The  United  States  presented 
evidence  that  the  accused  discussed  his  misconduct  with  both  Mr.  Adrian  Lamo  and  Mr.  Julian 
Assange.  See  PEs  30  and  123.  The  meaning  of  this  chat  lingo  will  assist  the  Court  with 
understanding  these  statements  made  by  the  accused.  Further,  the  meaning  of  this  chat  lingo  is 
relevant  to  Specifications  1  and  1 1  of  Charge  II,  two  specifications  to  which  the  accused  has  pled 
not  guilty.  Defining  this  Internet  chat  lingo  will  assist  the  Court  with  understanding  the 
accused’s  statements  to  Mr.  Lamo  and  Mr.  Assange  relating  to  his  misconduct.  The  meaning  of 
this  chat  lingo  makes  it  more  probable  than  not  that  the  accused  acted  “wantonly”  by 
compromising  classified  information  to  WikiLeaks.  Further,  the  accused  specifically  discussed 
with  Mi\  Lamo  his  involvement  with  the  video  file  compromised  to  WikiLeaks.  See  PE  30,  at  12 
(2:15:57  PM)  and  at  46  (04:35:3 1  PM).  The  meaning  of  this  chat  lingo  makes  it  more  probable 
than  not  that  the  accused  committed  the  misconduct  alleged  in  Specification  1 1  of  Charge  II.  See 
MRE  401;  see  also  Charge  Sheet. 


CONCLUSION 


For  the  reasons  stated  above,  the  United  States  respectfully  requests  this  Court  take 
judicial  notice  of  the  above  adjudicative  facts. 


CPT,  JA 

Assistant  Trial  Counsel 
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13  Enclosures 

1.  Sources  (WikiLeaks  release  of  Collateral  Murder) 

2.  Sources  (WikiLeaks  release  of  C1DNE  Iraq  records) 

3.  Sources  (WikiLeaks  release  of  CIDNE  Afghanistan  records) 

4.  Sources  (WikiLeaks  release  of  JTF-GTMO  records) 

5.  Sources  (WikiLeaks  release  of  Army  Counterintelligence  Center  report) 

6.  Sources  (Salary  of  Servicemembers) 

7.  Sources  (Salary  of  Government  Employees) 

8.  AR  25-1,  paragraphs  1-1,  subparagraphs  (a)  and  (b)  of  1-7,  and  subparagraphs  (d),  (e),  and  (f) 
of  6-1  and  the  definition  found  in  AR  25-2  of “Information  System” 

9.  DoD  5400.1 1-R,  Appendix  1  and  the  definition  of  “Personal  Information” 

10.  Sources  (Thanksgiving  2009) 

11.  Sources  (Internet  Domain  for  Iceland) 

12.  Sources  (Identity  of  Persons) 

13.  Chat  Lingo  and  Meanings 


I  certify  that  I  served  or  caused  to  be  served  a  true  copy  of  the  above  on  Defense  Counsel, 
via  electronic  mail,  on  25  June  2013. 


CPT,  JA 

Assistant  Trial  Counsel 
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UNITED  STATES  OF  AMERICA 
v. 

Manning,  Bradley  E. 

PFC,  U.S.  Army, 

HHC,  U.S.  Army  Garrison, 

Joint  Base  Myer-Henderson  Hall 
Fort  Myer,  Virginia  22211 


) 

) 

)  PROSECUTION  MOTION 

)  FOR  JUDICIAL  NOTICE 

) 

) 

)  Enclosure  1 

) 

) 
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SET  EDITION:  U.S.  international 


TV  A  Video  CNN 


I  Opinion  I  IReport  Money-  Sporti  ► 


Edward  Snowden,  charged  with  espionage  by  U.S.,  has  requested 
asylum  in  Ecuador,  its  Foreign  Ministry  said  via  Twitter. 


WikiLeaks  Fast  Facts 


Timeline: 

December  2007  -  WikiLeaks  posts  the  U.S.  Army  manual  for  soldiers 
dealing  with  prisoners  at  Camp  Delta.  Guantanamo  Bay. 

March  2008  -  WikiLeaks  posts  internal  documents  from  the  Church 
of  Scientology. 


Assange  and  Ecuador  need  each  other 


September  2008  -  WikiLeaks  posts  emails  from  Sarah  Palin’s  Yahoo 


November  2008  •  WikiLeaks  posts  a  list  of  names  and  addresses  of 
people  it  claims  belong  to  the  far-right  British  National  Party. 

November  2009  -  WikiLeaks  posts  about  500.000  pager  messages 
sent  in  New  York  City  on  the  day  of  the  September  1 1 ,  2001  attacks. 
Most  are  from  ordinary  people. 

April  5,  2010  -  A  classified  military  video  is  posted  by  WikiLeaks.  It 
shows  a  U.S.  Apache  helicopter  firing  on  and  killing  two  journalists 


escape  precedents 

but  bo's  not  tho  first  parson  to 
seek  an  escape  rout©  through 
a  diplomatic  mission.  Here  are 


Who  is  Julian  Assange? 


Famous  embassy 


http://www.cnn.com/20 1 3/06/03/world/wikileaks-fast-facts 
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and  a  number  of  Iraqi  civilians  in  2007.  The  military  claimed  that  the 
helicopter  crew  believed  the  targets  were  armed  insurgents,  not 
civilians. 

May  2010  -  The  U.S.  military  detains  Pfc.  Bradley  Manning  for 
allegedly  leaking  U.S.  combat  video,  including  the  U.S.  helicopter 
gunship  attack  posted  on  WikiLeaks,  and  classified  State  Department 
records.  Manning  was  turned  in  by  Adrian  Lamo,  a  former  hacker, 
who  Manning  confided  in  about  leaking  the  classified  records. 

July  6, 2010  •  The  U.S.  military  announces  it  has  charged  Manning 
with  violating  army  regulations  by  transferring  classified  information 
to  a  personal  computer  and  adding  unauthorized  software  to  a 
classified  computer  system  and  of  violating  federal  laws  of  governing 
the  handling  of  classified  information. 

July  25,  2010  -  WikiLeaks  posts  more  than  90.000  classified 
documents  relating  to  the  Afghanistan  war  in  what  has  been  called 
the  biggest  leak  since  the  Pentagon  Papers  during  the  Vietnam  War. 
The  documents  are  divided  into  more  than  100  categories  and  touch 
on  everything  from  the  hunt  for  Osama  bin  Laden  to  Afghan  civilian 
deaths  resulting  from  U.S.  military  actions. 

October  22,  2010  •  WikiLeaks  publishes  neariy  400,000  classified 
military  documents  from  the  Iraq  war,  providing  a  new  picture  of  how 
many  Iraqi  civilians  have  been  killed,  the  role  that  Iran  has  played  in 
supporting  Iraqi  militants  and  many  accounts  of  abuse  by  Iraqi's  army 
and  police. 


November  28,  2010  -  WikiLeaks  begins  publishing  approximately 
250,000  leaked  State  Department  cables  dating  back  to  1 966.  The 
site  says  the  documents  will  be  released  "in  stages  over  the  next  few 
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November  28, 2010  -  The  WikiLeaks  website  suffers  an  attack 
designed  to  make  it  unavailable  to  users.  A  Twitter  user  who  calls 
himself  Jester  daims  responsibility  for  the  attack. 

November  30, 2010  -  WikiLeaks  comes  under  another  electronic 
attack  designed  to  make  It  unavailable  to  users,  according  to  a 
Twitter  post  from  WikiLeaks. 

December  1,  2010  -  Amazon  removes  WikiLeaks  from  its  servers. 

April  24, 2011  -  Neariy  800  dassified  U.S.  military  documents 
obtained  by  WikiLeaks  reveal  details  about  the  alleged  terrorist 
activities  of  al  Qaeda  operatives  captured  and  housed  at  the  U.S. 
Navy's  detention  facility  in  Guantanamo  Bay.  Cuba. 

September  2,  2011  -  WkiLeaks  releases  its  archive  of  more  than 
250,000  unredaded  U.S.  diplomatic  cables. 

October  24,  201 1  -  WkiLeaks  announces  that  it  is  temporarily 
halting  publication  to  "aggressively  fundraise."  Assange  states  that  a 
finantial  blockade  by  Bank  of  America.  VISA,  MasterCard,  PayPal 
and  Western  Union  has  cut  off  95%  of  WikiLeaks'  revenue. 

December  16, 2011  -  Bradley  Manning's  Artide  32  hearing,  the 
military  equivalent  of  a  grand  jury  hearing  that  will  determine  whether 
enough  evidence  exists  to  merit  a  court-martial,  begins.  Manning's 
attorney  asks  Lt.  CoL  Paul  Almanza,  the  investigating  officer,  to 
recuse  himself.  Among  the  objedions  is  that  Almanza  had  a  conflid 
of  interest  with  his  dvilian  job  with  the  Justice  Department,  which  is 
investigating  WkiLeaks  founder  Julian  Assange. 

December  18,  2011  -  Army  investigator  Spedal  Agent  David  Shaver 
testifies  that  a  search  of  military  computers  used  by  Pfc.  Bradley 
Manning  in  Iraq  revealed  that  he  had  downloaded  the  same  secret 
documents  and  videos  that  were  released  online  by  WkiLeaks.  In 
addition  he  mentioned  finding  on  Manning's  computer  videos  that 
also  were  leaked,  with  one  showing  a  U.S.  Apache  helicopter  attack 
that  killed  two  Reuters  journalists  in  Baghdad  in  2007 


Nelson  Mandela 
Minister  Rami  Ha... 


More  from  CNN  Video: 

Planes  needy  col 


More  from  CNN  World: 


http://www.cnn.corn/2013/06/03/world/wikileaks-fast-facts 


6/23/2013 


WikiLeaks  Fast  Facts  - 


9 


Page  3  of  3 


February  23,  2012  -  Bradley  Manning  is  formally  charged  with  aiding 

thn  Hwnu  wmnnhiUy  rai  lahvj  IntoHinenr*  In  ho  n  ihtkhod  nn  thn 

Internet,  transmitting  national  defense  information,  and  theft  of  pubic 
property  or  records. 


February  26, 2012  -  WikiLeaks  begins  releasing  what  it  says  are  five 
million  e-mails  from  the  private  intelligence  company  Stratfor,  starting 
with  a  company  'glossary'  that  features  unflattering  descriptions  of 
U  S  government  agencies.  The  authenticity  of  the  documents  could 
not  be  independently  confirmed. 

April  24, 2012  -  Manning  appears  in  court  before  judge  Col.  Denise 
Lind  to  push  for  al  charges  against  him  to  be  dropped.  His  lawyers 
filed  two  motions  the  previous  week  -  one  pushes  for  an  charges 
against  Manning  to  be  dismissed.  If  that  fails,  the  second  pushes  for 
some  charges  to  be  dropped. 

April  25,  201 2  -  Col.  Lind  denies  both  motions  to  dismiss  charges 
against  Manning. 

June  16,  2012  •  Facing  extradition  to  Sweden  on  sexual  assault 
charges,  WikiLeaks  founder  Julian  Assange  requests  political  asylum 
at  Hie  Ecuadorian  embassy  in  London. 

July  5,  2012  -  WikiLeaks  begins  publishing  more  than  2.4  million  e- 
mails  from  Syrian  politicians,  government  ministries  and  companies 
dating  back  to  2006 
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February  28,  2013  -  Pfc.  Bradley  Manning  pleads  guilty  to  some  of 
the  22  charges  against  him.  but  not  the  most  serious  charge  of  aiding 
the  enemy,  which  carries  a  life  sentence. 


June  3, 2013  -  Pfc.  Bradley  Manning's  court-mBrtial  begins 
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Video  Shows  U.S.  Killing  of  Reuters  Employees 

By  ELISABETH  BUMILLER 
PuMshM:  April  5. 2010 

WASHINGTON  -  The  Web  site  WikiLeaks.org  released  a  graphic  recommend 

video  on  Monday  showing  an  American  helicopter  shooting  and  twitter 

killing  a  Reuters  photographer  and  driver  in  a  July  2007  attack  in  unkeoin 

Baghdad.  sign  into  e- 
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The  Lcde  Blog:  Wikileaks  Defends 
Release  of  Video  Showing  Killing  of 
Journalists  in  Iraq(April  6. 2010) 


A  senior  American  military  official 
confirmed  that  the  video  was 
authentic. 


REPRINTS 


Reuters  had  long  pressed  for  the 

release  of  the  video,  which  consists  of  38  minutes  of  black- 
and-white  aerial  video  and  conversations  between  pilots  in 
two  Apache  helicopters  as  they  open  fire  on  people  on  a 

Reuters  photographer,  Namir  Noor-Eldeen,  22,  and  the 
driver,  Saeed  Chmagh,  40. 


Reuters  employees  were  allowed  to  view  the  video  on  an  off 
-the-record  basis  two  weeks  after  the  killings,  but  they  were 
not  allowed  to  obtain  a  copy  of  it.  The  news  organization 
said  its  Freedom  of  Information  Act  requests  were  not 
approved. 

At  a  news  conference  at  the  National  Press  Club,  WikiLeaks 
said  it  had  acquired  the  video  from  whistle-blowers  in  the 
military  and  viewed  it  after  breaking  the  encryption  code. 
WikiLeaks  released  the  full  38-minute  video  as  well  as  a  17- 
minute  edited  version. 

David  Schlesinger,  the  editor  in  chief  of  Reuters  news,  said 
in  a  statement  that  the  video  was  “graphic  evidence  of  the 
dangers  involved  in  war  journalism  and  the  tragedies  that 


At  War  Blog:  Group  Releases  can  result.” 

Classified  Video  of  2007  Baghdad 

AttackCApril  5, 2010)  Qn  the  day  of  the  attack,  United  States  military  officials  said 

that  the  helicopters  had  been  called  in  to  help  American  troops  who  had  been  exposed  to 
small-arms  fire  and  rocket-propelled  grenades  in  a  raid.  “There  is  no  question  that 
coalition  forces  were  clearly  engaged  in  combat  operations  against  a  hostile  force,"  Lt.  Col. 
Scott  Bleichwehl,  a  spokesman  for  the  multinational  forces  in  Baghdad,  said  then. 


But  the  video  does  not  show  hostile  action.  Instead,  it  begins  with  a  group  of  people  milling 
around  on  a  street,  among  them,  according  to  WikiLeaks,  Mr.  Noor-Eldeen  and  Mr. 
Chmagh.  The  pilots  believe  them  to  be  insurgents,  and  mistake  Mr.  Noor-Eldeen’s  camera 
for  a  weapon.  They  aim  and  fire  at  the  group,  then  revel  in  their  kills. 

“Look  at  those  dead  bastards,”  one  pilot  says.  “Nice,”  the  other  responds. 
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A  wounded  man  can  be  seen  crawling  and  the  pilots  impatiently  hope  that  he  will  tiy  to  fire 
at  them  so  that  under  the  rules  of  engagement  they  can  shoot  him  again.  “All  you  gotta  do 
is  pick  up  a  weapon,”  one  pilot  says. 

A  short  time  later  a  van  arrives  to  pick  up  the  wounded  and  the  pilots  open  fire  on  it, 
wounding  two  children  inside.  “Well,  it’s  their  fault  for  bringing  their  kids  into  a  battle,” 
one  pilot  says. 
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At  another  point,  an  American  armored  vehicle  arrives  and  appears  to  roll  over  one  of  the 
dead.  “I  think  they  just  drove  over  a  body,”  one  of  the  pilots  says,  chuckling  a  little. 

Reuters  said  at  the  time  that  the  two  men  had  been  working  on  a  report  about  weightlifting 
when  they  heard  about  a  military  raid  in  the  neighborhood,  and  decided  to  drive  there  to 
check  it  out 
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“There  had  been  reports  of  clashes  between  U.S.  forces  and  insurgents  in  the  area  but  there 
was  no  fighting  on  the  streets  in  which  Namir  was  moving  about  with  a  group  of  men,” 
Reuters  wrote  in  2008.  “It  is  believed  two  or  three  of  these  men  may  have  been  carrying 
weapons,  although  witnesses  said  none  were  assuming  a  hostile  posture  at  the  time.” 


The  American  military  in  Baghdad  investigated  the  episode  and  concluded  that  the  forces 
involved  had  no  reason  to  know  that  there  were  Reuters  employees  in  the  group.  No 
disciplinary  action  was  taken. 


Late  Monday,  the  United  States  Central  Command,  which  oversees  the  wars  in  Iraq  and 
Afghanistan,  released  the  redacted  report  on  the  case,  which  provided  some  more  detail. 


The  report  showed  pictures  of  what  it  said  were  machine  guns  and  grenades  found  near  the 
bodies  of  those  killed.  It  also  stated  that  the  Reuters  employees  “made  no  effort  to  visibly 
display  their  status  as  press  or  media  representatives  and  their  familiar  behavior  with,  and 
close  proximity  to,  the  armed  insurgents  and  their  furtive  attempts  to  photograph  the 
coalition  ground  forces  made  them  appear  as  hostile  combatants  to  the  Apaches  that 
engaged  them.” 


Mr.  Schlesinger  of  Reuters  also  said  in  his  statement:  “The  deaths  of  Namir  Noor-Eldeen 
and  Saeed  Chmagh  three  years  ago  were  tragic  and  emblematic  of  the  extreme  dangers  that 
exist  in  covering  war  zones.  We  continue  to  work  for  journalist  safety  and  call  on  all 
involved  parties  to  recognize  the  important  work  that  journalists  do  and  the  extreme 
danger  that  photographers  and  video  journalists  face  in  particular.” 


Brian  Stelter  contributed  reporting  from  New  York. 
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WikiLeaks  posts  video  of  'US  military  killings'  in  Iraq 
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WikiLeaks  posts  Iraq  killings  video 


WikiLeaks  has  posted  a  video  on  its  website  which  it  claims 
shows  the  killing  of  civilians  by  the  US  military  in  Baghdad  in 
2007. 

The  website's  organisers  say  they  were  given  the  footage,  which  they 
say  comes  from  cameras  on  US  Apache  helicopters. 

They  say  they  decrypted  it,  but  would  not  reveal  who  gave  it  to  them. 

The  WikiLeaks  site  campaigns  for  freedom  of  information  and  posts 
leaked  documents  online.  So  far  there  has  been  no  official  Pentagon 
response. 

However,  Reuters  and  the  Associated  Press  have  quoted  unnamed  US 
military  officials  as  confirming  the  video  was  genuine. 

High-quality  video 

The  video,  released  on  Monday,  is  of  high  quality  and  appears  to  be 
authentic,  the  BBC's  Adam  Brookes  in  Washington  says. 

It  Is  accompanied  by  a  recording  of  the  pilots'  radio  transmissions  and 
those  of  US  troops  on  the  ground. 

The  video  shows  a  street  in 
Baghdad  and  a  group  of  about 
eight  people,  whom  the  helicopter 
pilots  identify  as  armed 
insurgents. 

The  transmissions  says  of  one  of 
the  individuals:  "He's  got  an  RPG 
[rocket-propelled  grenade].  I'm 
going  to  fire." 

WikiLeaks  posted  the  39-mlnute  long  Reuters 
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After  a  voice  on  the  transmission  urges  the  pilot  to  "light  'em  all  up",  The  BBC  15  not  responsible  for  i 
the  individuals  on  the  street  are  shot  by  the  gunship's  cannon.  internet  sites 


A  few  minutes  later  a  van  drives  to  the  scene,  and  Its  occupants 
appear  to  start  picking  up  a  wounded  person. 

It,  too,  is  fired  upon.  Altogether,  around  12  people  die. 

'Hostile  force' 

The  transmission  continues:  "Looks  like  we've  got  some  slight 
movement  from  the  van  that  was  engaged.  Looks  like  a  kid." 
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US  soldiers  on  the  ground  establish  there  are  two  child  casualties  and 
agree  to  take  them  to  a  hospital,  according  to  the  transmission. 

"Well  it’s  their  fault  for  bringing  their  kids  Into  a  battle,"  says  a  voice. 
Two  journalists  working  for  Reuters  were  killed  on  the  day  the  incident 
took  place  in  July  2007. 

A  spokeswoman  for  the  news  agency  said  they  were  not  sure  if  the 
individuals  In  the  footage  Included  those  two  Reuters  journalists. 
WikiLeaks  has  published  a  statement  from  Reuters  news  editor-in-chief 
David  Schleslnger  saying  that  the  video  was  "graphic  evidence  of  the 
dangers  Involved  in  war  journalism  and  the  tragedies  that  can  result". 
At  the  time,  the  US  military  said  the  helicopters  were  engaged  In 
combat  operations  against  a  hostile  force. 
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WikiLeaks  said  the  video  demonstrated  that  civilians  had  died  In  the  .Most  popular  now,  In  detail 
incident,  and  that  the  US  military’s  rules  of  engagement  were  flawed. 


The  website's  organisers  complained  recently  of  coming  under 
surveillance  by  the  US  government,  and  of  harassment  by  other 
governments,  ostensibly  for  their  role  in  posting  leaked  documents  on 
sensitive  subjects. 
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WikiLeaks’  Redaction  Doesn’t  Remove  Danger 

By  Cheryl  Pellerin 
American  Forces  Press  Service 

WASHINGTON,  Oct.  25, 201 0  -  Despite  WikiLeaks1  attempt  to  redact  the  names  of  Iraqi  informants  from  its 
recent  leak  of  classified  military  reports,  some  of  those  people  are  still  in  danger,  a  Pentagon  spokesman  said 


On  Oct  22,  WikiLeaks  released  more  than  400,000  sensitive  documents  chronicling  military  operations  during 
the  Iraq  war  from  2004  to  2009. 

"We  had  identified  300  or  so  people  whose  names  were  [mentioned  in  the  documents]  that  possibly  would  be  put 
at  risk  if  their  names  were  published;  Pentagon  spokesman  Marine  Corps  Col.  Dave  Lapan  said. 

Of  that  group,  he  added,  the  names  were  removed  but  "in  a  few  dozen  cases  there's  still  information  that  could 
Identify  those  people; 

Such  remaining  information  indudes  Job  titles,  he  said. 

The  U.S.  Central  Commaid  has  the  names  of  those  potentially  at  risk  and  "Is  deciding  whether  they're  going  to 
make  notifications  or  not;  Lapan  said. 

A  joint  task  force  led  by  the  Defense  Intelligence  Agency  is  comparing  the  original  with  redacted  documents,  he 
said,  to  assess  the  damage  that  WikiLeaks'  publication  of  the  classified  Iraq  significant-activities  reports,  called 
the  SIGACTS  data  base,  could  pose  to  the  U.S.  military,  Iraqi  allies  and  currant  operations. 

During  an  OcL  22  State  Department  press  briefing  with  Pakistani  Foreign  Minister  Mahmood  Qureshi,  Secretary 
of  State  Hillary  Rodham  Clinton  denounced  the  VMkiLeaks  release  of  sensitive  military  documents. 

■We  should  condemn  in  the  most-dear  terms  the  disdosure  of  any  dassified  information  by  individuals  and 
organizations  which  puts  the  lives  of  United  States'  and  partner  servicemembers  and  dvilians  at  risk,"  she  said, 
•threatening  our  national  security  and  the  national  security  of  those  with  whom  we  are  working." 

The  count  of  civilian  war  deaths  in  Iraq  —  1 5,000  more  than  reported  by  the  Pentagon,  according  to  some  news 
reports  and  the  nongovernmental  organization  Iraq  Body  Count  —  is  one  topic  arising  from  the  VMkiLeaks' 
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■We  have  rejeded  the  premise  that ...  the  U.S.  has  not  been  tracking  dvilian  casualties.  We  have.  We  report  that 
on  a  regular  basis  to  Congress;  Lapan  said. 

Also  in  the  reports  to  Congress,  he  added.  "We  note  carefully  that  these  are  not  a  complete  pidure.  ..We  don't 
profess  to  have  knowledge  about  every  dvilian  that's  killed  across  Iraq.  We  can  only  report  on  the  ones  that 


All  reports  of  dvilian  casualties  —  even  those  that  put  the  number  of  casualties  at  1 5,000  more  than  the  U.S  has 
reported  -  all  come  from  the  same  SIGACTS  datB  base.  Lapan  said. 

•The  matter  of  trying  to  estimate  Iraqi  dvilian  casualties  in  the  war  has  been  an  ongoing  issue;  he  said,  including 
a  June  report  by  the  Congressional  Research  Service. 

•To  suggest  that  there  is  some  kind  of  predse  number  that  some  organization  has,  I  find  hard  to  believe,'  he 
added,  "because  over  the  years  it  has  been  impossible  for  any  of  the  various  organizations  that  have  tried  to 
come  to  agreement  on  a  spedfrc  figure; 
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Press  Secretary  Calls  WikiLeaks  Release  Shameful 

By  Cheryl  Pellerln 
American  Forces  Press  Service 

WASHINGTON,  Oct.  22,  2010  -  VMkiLeaks  full  public  release  on  its  website  of  400,000  classified  military 
documents  from  Iraq  wer  operations  is  shameful,  the  Pentagon  press  secretary  said  tonight. 

This  is  an  extraordinary  disservice  to  America's  men  and  women  in  uniform,"  Geoff  Morrell  said. 

More  than  150,000  forces  in  Iraq  and  Afghanistan  are  already  in  considerable  danger,  he  said.  "That  danger  is 
now  exponentially  multiplied  as  a  result  of  this  leak  because  it  gives  our  enemies  the  wherewithal  to  look  for 
vulnerabilities  in  how  we  operate  and  to  exploit  those  opportunities  and  potentially  kill  our  forces.  That  Is  Just 
shameful." 


The  department  does  not  yet  know  in  detail  what  Wiki  leaks  has  published,  but  officials  say  they  expect  the  same 
sort  of  documents  the  organization  put  on  the  Internet  in  July  about  the  conflict  in  Afghan.  WikiLeaks  posted 
77,000  documents  from  the  Afghan  database  online  in  that  breach  of  national  security. 

This  document  leak  is  four  times  as  large  as  the  Afghan  document  leak,"  Morrell  said.  "It  gives  our  enemies  that 
much  more  to  mine,  and  it  puts  our  forces  that  much  more  in  danger,  so  we  condemn  it,  we  deplore  It" 


Based  on  information  contained  in  the  newly  released  Iraq  documents,  some  news  outlets  are  already  reporting 
on  allaged  abuse  and  civilian  deaths. 

"It  has  been  a  driving  force  for  us,  a  guiding  principle  for  us  over  the  last  seven  years  of  this  conflict  to  do 
everything  in  our  power  -  perhaps  more  than  any  other  military  in  the  history  of  the  world  has  ever  done  -  to 
minimize  civilian  casualties,"  Morrell  said. 

"We  have  not  always  been  perfect  but  we  have  been  far  better  than  anyone  else  has  in  the  history  of  warfare," 
he  added,  "and  we  continue  to  do  everything  in  our  power  to  prevent  innocent  civilians  from  being  killed  in  the 
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A  DOD  task  force  has  been  combing  through  the  Iraq  data  base  to  assess  the  damage  that  the  WikiLeaks 
publication  of  the  activity  reports  could  pose  to  the  U.S.  military,  Iraqi  allies  and  on-going  operations. 

■Potentially  what  one  could  mine  from  a  huge  data  base  like  this  are  vulnerabilities  in  terms  of  how  we  operate, 
our  tactics,  our  techniques,  our  procedures,  the  cepabilities  of  our  equipment,  how  we  respond  in  combat 
situations,  response  times  -  indeed  how  we  cultivate  sources,"  Morrell  said.  "All  of  that,  [given  the]  thinking  and 
adaptive  enemy  we've  been  facing  in  Iraq  and  Afghanistan,  can  be  used  against  us." 

U.S.  intelligence  reports  and  Taliban  public  statements  indicate  that  enemy  forces  have  been  mining  the 
released  Afghan  data  base  for  operational  vulnerabilities,  Morrell  said. 

"We  fear  that  this  indeed  can  further  endanger  and  get  our  troops  killed,"  he  said. 

"We  are  extraordinarily  disappointed  that  [VMkiLeaks  is]  making  the  same  mistake  twice,"  Morrell  said,  "that  they 
are  leaking  classified  information  -  In  fact  that  they  induce  people  to  break  the  law  to  leak  classified  information 
and  than  share  that  information  with  the  worid,  Including  our  enemies." 
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By  Michael  Weissenstein  and  Raphael  G.  Satter  -  Associated  Press  Friday,  October  22,  2010 


LONDON  (AP)  —  U.S.  forces  often  failed  to  follow  up  on  credible  evidence  that  Iraqi  forces  mistreated, 
tortured  and  killed  their  captives  in  the  battle  against  a  violent  insurgency,  according  to  accounts 
contained  in  what  was  purportedly  the  largest  leak  of  secret  information  in  U.S.  history. 

The  documents  are  among  nearly  400,000  released  Friday  by  the  WikiLeaks  website  in  defiance  of 
Pentagon  insistence  that  the  action  puts  the  lives  of  U.S.  troops  and  their  coalition  partners  at  risk. 

Although  the  documents  appear  to  be  authentic,  their  origin  could  not  be  independently  confirmed,  and 
WikiLeaks  declined  to  offer  any  details  about  them.  The  Pentagon  has  previously  declined  to  confirm 
the  authenticity  of  WikiLeaks-released  records,  but  it  has  employed  more  than  100  U.S.  analysts  to 
review  what  was  previously  released  and  has  never  indicated  that  any  past  WikiLeaks  releases  were 
inaccurate. 


The  391,831  documents  date  from  the  start  of  2004  to  Jan.  1,  2010,  mostly  by  low-ranking  officers  in 
the  field.  In  terse,  dry  language,  they  catalog  thousands  of  battles  with  insurgents  and  roadside  bomb 
attacks,  along  with  equipment  failures  and  shootings  by  civilian  contractors. 

The  documents  describe  a  full  gamut  of  a  country  at  war:  shootings  at  military  checkpoints,  contractors 
firing  on  Iraqis  and  savage  acts  committed  on  prisoners  using  boiling  water,  metal  rods,  electric  shocks 
and  rubber  hoses.  A  group  that  counts  casualties  from  the  war  said  the  files  also  document  15,000 
previously  unreported  deaths. 

The  United  States  went  to  war  in  part  to  end  the  brutality  of  Saddam  Hussein's  regime,  but  the 
WikiLeaks  material  depicts  American  officers  caught  in  a  complicated  and  chaotic  conflict  in  which  they 
often  did  little  but  report  to  their  superiors  when  they  found  evidence  that  their  Iraqi  allies  were 
committing  their  own  abuses. 

In  some  cases,  the  reports  show  the  U.S.  military  intervening  to  protect  detainees,  but  in  many  others 
officers  did  not  act  on  what  their  troops  described  as  clear  evidence  of  abuse. 

Allegations  of  torture  and  brutality  by  Shiite-dominated  security  forces  —  mostly  against  Sunni 
prisoners  —  were  widely  reported  during  the  most  violent  years  of  the  war  when  the  rival  Islamic  sects 
turned  on  one  another  in  Baghdad  and  other  cities.  The  leaked  documents  provide  a  ground's  eye  view 
of  abuses  as  reported  by  U.S.  military  personnel  to  their  superiors,  and  appear  to  corroborate  much  of 
the  past  reporting. 

WikiLeaks  said  it  provided  unredacted  versions  of  the  reports  weeks  ahead  of  time  to  several  news 
organizations,  including  the  New  York  Times,  Le  Monde,  The  Guardian  and  Der  Spiegel.  It  gave  The 
Associated  Press  and  several  other  news  organizations  access  to  a  searchable,  redacted  database 
hours  before  its  general  release  Friday. 
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WikiLeaks  was  criticized  for  not  redacting  the  names  of  informants  in  a  July  release  of  almost  77,000 
documents  from  the  Afghan  conflict.  This  time,  it  appears  to  have  removed  the  names  of  people, 
countries  and  groups  from  the  searchable  database. 

WkILeaks  declined  to  make  unredaded  files  available  to  the  AP,  saying  journalists  wanting  such  a 
copy  would  have  to  lodge  a  request  with  the  organization,  which  would  respond  within  a  ‘couple  of 

The  group  describes  itself  as  a  public  service  organization  whose  mission  is  to  ‘protect  whistle-blowers, 
journalists  and  activists  who  have  sensitive  materials  to  communicate  to  the  public.' 

WkiLeaks  editor-in-chief  Julian  Assange  did  not  respond  to  an  e-mail  from  the  AP  seeking  comment 
but  told  CNN  that  the  documents  show  ‘compelling  evidence  of  war  crimes,’  both  by  the  U.S.-led 
coalition  and  the  Iraqi  government.  Such  comments  from  Assange  have  drawn  controversy  in  the  past. 

Assange  rejected  claims  that  his  work  was  endangering  anyone. 

The  military  has  a  continuing  investigation  into  how  the  documents  were  leaked.  An  Army  intelligence 
analyst  stationed  in  Iraq,  Spc.  Bradley  Manning,  was  arrested  in  connection  with  the  leaking  other 
classified  material  to  WkiLeaks. 

Pentagon  press  secretary  Geoff  Morrell  called  the  release  ‘shameful"  and  said  it  "could  potentially 
undermine  our  nation's  security.’ 

He  said  about  300  Iraqis  mentioned  in  the  documents  are  ‘particularly  vulnerable  to  reprisal  attacks' 
and  that  U.S.  forces  in  Iraq  are  trying  to  protect  them. 

The  documents  appeared  to  be  mostly  contemporaneous  —  routine  field  accounts  that  junior  officers  in 
units  deployed  across  Iraq  sent  to  headquarters  within  Iraq  during  the  course  of  the  war. 

The  leaked  documents  include  hundreds  of  reports  from  across  Iraq  with  allegations  of  abuse.  In  a 
typical  case  from  August  2006,  filed  by  the  101st  Airborne,  U.S.  forces  discovered  a  murder  suspect 
who  daimed  that  Iraqi  police  hung  him  from  the  ceiling  by  handcuffs,  tortured  him  with  boiling  water 
and  beat  him  with  rods. 

The  suspect,  detained  at  the  Diyala  provindal  jail,  showed  evidence  of  abuse,  induding  bruises  on  his 
wrists,  back,  and  knees.  The  101st  notified  the  office  of  Iraqi  Prime  Minister  Nouri  al-Maliki,  and  the 
case  was  dosed,  according  to  the  documents. 

In  another  case,  U.S.  soldiers  inspecting  an  Iraq  army  base  quizzed  their  Iraqi  counterparts  about  a 
scab-covered  detainee  with  two  black  eyes  and  a  neck  which  had  turned,  in  the  words  of  the  report, 
"red/yellow."  The  prisoner  said  he  had  been  electrocuted.  Iraqi  offidals  daimed  the  man  received  the 
injuries  while  trying  to  escape,  according  to  the  report. 

In  many  cases,  U.S.  forces  did  not  appear  to  pursue  the  matter  because  there  was  no  allegation  that 
coalition  forces  were  involved.  Many  reports  signed  off  with:  ‘As  coalition  forces  were  not  involved  in 
the  alleged  abuse,  no  further  investigation  is  necessary." 

Other  reports  describe  American  attempts  to  halt  abuse  by  Iraqi  officers. 

In  one  case,  a  U.S.  State  Department  employee  prevented  a  prisoner  from  being  beaten,  the 
documents  show. 

One  report  describes  U.S.  troops  finding  evidence  of  torture  at  a  police  station  in  Husaybah,  induding 
large  amounts  of  blood,  a  wire  used  for  electric  shocks  and  a  rubber  hose.  It  describes  ensuing  visits 
by  the  Americans,  checking  of  detention  cells  and  demands  for  records  on  every  prisoner. 

"The  detention  cell  officers  have  been  counseled  on  the  severe  negative  ramifications  to  relations  with 
the  coalition  forces  if  human  rights  are  not  respected,"  it  reads. 

As  a  general  policy,  U.S.  forces  in  Iraq  were  supposed  to  take  reasonable  action  to  stop  or  prevent 
abuse.  Morrell  said  U.S.  troops  are  required  to  report  any  abuses  they  witness  to  their  superiors  and 
that  U.S.  policy  has  been  to  share  that  information  with  the  Iraqi  government  “at  the  appropriate  level." 
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U.S.  diplomats  and  military  commanders  in  Iraq  have  said  that  U.S.  and  allied  military  forces  in  Iraq 
tried  to  deter  abuse,  although  U.S.  officials  do  not  deny  that  torture  or  mistreatment  has  occurred. 

Amnesty  International  called  on  the  U.S.  to  investigate  how  much  its  officials  knew  about  torture  when 
they  handed  over  thousands  of  detainees  to  Iraqi  security  forces. 

Some  of  the  reports  released  Friday  are  laconic,  barely  a  line  long:  “Individual  stated  she  was  beaten 
and  raped  for  not  cooperating  with  IP  (Iraqi  police)  investigator,’  one  November  2007  report  filed  from 
Tikrit  said. 

Others  offer  more  a  more  detailed  description  of  the  abuse  —  and  evidence. 

U.S.  Marines  patrolling  Husaybah  found  a  man  in  the  custody  of  Iraqi  forces  who  said  he  was  pulled 
out  of  a  taxi,  blindfolded,  beaten  and  kept  in  a  room  for  three  days,  one  of  the  reports  says.  It  cites 
medical  documents  and  pictures  of  the  man's  injuries  as  evidence  that  his  allegation  of  abuse  is 
substantiated.  ‘No  further  investigation  is  warranted,'  it  reads. 

A  ‘serious  incident  report’  filed  in  December  2009  in  Tal  Afar  said  U.S.  forces  had  obtained  footage  of 
about  a  dozen  Iraqi  army  soldiers  —  including  a  major  —  executing  a  detainee.  The  video  showed  the 
bound  prisoner  being  pushed  into  the  street  and  shot,  the  Americans  said.  There  was  no  indication  of 
what  happened  to  the  video,  or  to  the  Iraqi  major  or  his  soldiers.  The  incident  is  marked  ‘closed." 

The  release  of  the  documents  comes  at  a  pivotal  time  for  the  U.S.  in  Iraq  as  the  military  prepares  to 
withdraw  all  50,000  remaining  troops  from  the  country  by  the  end  of  next  year.  The  U.S.  military  had  as 
many  as  170,000  troops  in  Iraq  in  2007. 

Violence  has  declined  sharply  over  the  past  two  years,  but  near-daily  bombings  and  shootings 
continue. 

The  situation  has  been  exacerbated  by  growing  frustration  among  the  public  over  the  failure  of  Iraqi 
politicians  to  form  a  new  government.  Al-Maliki  is  struggling  to  remain  in  power  since  his  Shiite  alliance 
narrowly  lost  the  March  7  vote  to  a  Sunni-backed  bloc  led  by  rival  Ayad  Allawi. 

Some  of  the  documents  focus  on  the  actions  of  coalition  troops.  A  report  from  February  2007  describes 
a  combat  helicopter  being  dispatched  to  destroy  a  truck  carrying  a  mortar  tube  that  had  just  been  used 
in  an  attack.  Two  insurgents  get  into  another  truck  and  drive  away,  then  attempt  to  surrender  after  they 
are  fired  on.  When  they  attempt  to  drive  away  a  second  time,  a  military  lawyer  advises  the  helicopter 
that  "They  can  not  surrender  to  aircraft  and  are  still  valid  targets.'  The  helicopter  opens  fire,  with  a 
missile,  driving  the  insurgents  into  a  shack  before  opening  fire  again  and  killing  them. 

The  reports  also  document  civilian  contractors  working  for  the  military  firing  on  cars  that  drove  too  dose 
to  their  convoys,  fearing  the  vehicles  might  be  driven  by  suicide  bombers. 

The  documents  also  provided  new  details  about  one  of  the  most  contentious  issues  of  the  war  — 
civilian  casualties. 

The  U.S.  military  has  recorded  just  over  66,000  dvilian  deaths,  according  to  the  documents  posted  by 
WikiLeaks.  Iraq  Body  Count,  a  private,  British-based  group  that  has  tracked  the  number  of  Iraqi 
dvilians  killed  since  the  war  began,  said  in  a  press  release  that  it  had  analyzed  the  information  and 
found  15,000  previously  unreported  deaths,  which  would  raise  its  total  from  as  many  as  107,369 
dvilians  to  more  than  122,000  dvilians. 

The  Iraqi  government  has  issued  a  tally  daiming  at  least  85,694  deaths  of  dvilians  and  security  offidals 
were  killed  between  January  2004  to  Od.  31,  2008. 


Associated  Press  writers  contributing  to  this  report  included  Fisnik  Abrashi  in  London;  Sagar  Meghani, 
Anne  Flaherty,  Robert  Bums,  Pauline  Jelinek  and  Anne  Gearan  in  Washington  and  Kim  Game I  in 
Cairo. 
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News  Wrap:  WikiLeaks  Releases  400,000  Iraq  War  Documents 

SUMMARY 


deadly  cholera  outbreak  Hari  Sreemvasan  speaks  with  Eric  Lotz  of  Operation  Blessing  International  about  efforts  to  provide  clean  drinking  water  there 


Transcript 

HARI  SREENIVASAN :  The  WikiLeaks  Web  site  released  nearly  400,000  secret  U.S.  files  on  the  Iraq  war  late  today.  It  was  the  largest  leak  of 
classified  U.S.  files  in  history.  'Hie  documents  count  at  least  15,000  civilian  deaths  that  were  never  reported  before. 

They  also  indicate  U.S.  officials  failed  to  pursue  accounts  of  Iraqi  authorities  brutalizing  prisoners.  WikiLeaks  earlier  published  more  than  90,000 
documents  on  the  Iraq  war. 

Doctors  and  aid  officials  in  Haiti  fought  today  to  contain  an  outbreak  of  cholera.  At  least  142  people  have  died,  mainly  in  the  central  part  of  the  country. 
Thousands  of  earthquake  refugees  now  live  there  in  squalid  camps. 

Cases  of  cholera  have  swamped  hospitals  in  the  region,  with  more  than  1,000  people  affected.  The  fast-moving  bacterial  infection  causes  severe 
diarrhea  and  can  kill  within  hours. 

At  the  U.N.  in  New  York,  officials  said  today  they  do  not  know  how  far  the  outbreak  might  spread  or  what  the  mortality  rate  will  end  up  being. 

CATHERINE  BRAGG,  United  Nations  Deputy  Emergency  Relief  Coordinator:  It  is  still  in  early  days,  and  it  is  very  difficult  for  -  And  we 
certainly  wouldn't  use  the  statistics,  that,  you  know,  10  percent  mortality  rate,  at  this  point.  We're  just  getting  the  report  of  both  the  deaths,  as  well  as 
the  number  of  people  affected.  And  those  numbers  can  change. 

HARI  SREENIVASAN:  Haitian  Prime  Minister  Jean-Max  Bellerive  says  he's  worried  the  outbreak  could  reach  all  the  way  to  the  capital  in  Port-au- 

For  more  on  the  situation  on  the  ground,  I  spoke  earlier  this  afternoon  with  Eric  Lotz  of  Operation  Blessing  International.  He's  working  at  the  center  of 
the  cholera  outbreak  in  Bambou  Laporte. 

Can  you  describe  the  last  24  hours? 

ERIC  LOTZ,  Operation  Blessing  International:  Yesterday  morning,  we  got  the  call  that  there  was  an  outbreak  here  that  we  needed  to  respond  to. 

And,  I  mean,  within  just  a  couple  hours,  we  were  mobilized  to  get  here.  Things  went  from  not  expecting  what  to  find  to  horror  when  we  were  at  the 
hospital.  1  mean,  almost  every  square  foot  of  the  hospital  grounds,  even  inside  and  outside,  were  just  covered  with  people,  laying  on  mattresses,  laying 
on  mats,  laying  on  cardboard  boxes  sometimes,  not  even  able  to  get  up  because  of  the  amount  of  pain  that  they  are  in. 

We  left  the  hospital,  came  out  to  the  village,  and  started  setting  up  our  first  water  filtration  system  here.  And  coming  down  the  road  towards  the  village, 
there  were  just  hundreds  of  people  lined  on  both  sides  of  the  street  with  their  buckets,  hoping  that  we  had  water  to  give  them. 

It  wasn't  water  that  we  had.  We  had  filtration  units,  which  allowed  them  to  get  water.  We  pulled  water  out  of  the  same  —  same  river  that  made  them 
dirty,  treated  it,  cleaned  it  up,  put  it  back  in  their  buckets.  And  now  they  are  able  to  have  healthy  water,  clean  water  to  drink. 

HARI  SREENIVASAN:  So  what  is  the  situation  on  the  ground  as  you  see  it  now? 

ERIC  LOTZ:  Out  here  in  the  village  where  we  are  at  now,  the  people  are  still,  many  places,  without  clean  water.  We  are  mobilizing  right  now,  actually, 
to  take  a  load  of  Lifesaver  Jerrycans  out  to  a  village,  a  remote  village  at  the  end  of  a  long  road,  a  long  road  running  alongside  the  river,  the  same  river 
that  has  made  them  sick,  should  be  those  -  that  village. 

HARI  SREENIVASAN:  I  know  your  operation  has  been  pretty  good  about  trying  to  get  filtration  systems  out  there,  but  is  there  a  chance  that  this  is 
going  to  get  worse? 

ERIC  LOTZ:  Well,  you  know,  we're  hoping  that,  by  nipping  it  in  the  bud  as  quick  as  we  are  and  getting  the  word  out  of  the  people  to  stop  drinking  the 
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local  water,  we  are  really  hoping  that  this  is  going  to  take  care  of  this  at  least  localized  outbreak. 

HARJ  SREENIVASAN :  And  is  there  a  threat  here  that  some  of  these  people  could  be  coming  back  into  city  centers  like  Port-au-Prince? 

ERIC  LOTZ:  I  mean,  that  is  always  a  possibility.  As  they  are  cured  of  the  sickness,  they  can  still  carry  it  back  in  the  form  of  just,  you  know,  bacteria  on 
their  skin,  on  their  hands,  carry  it  back  to  families  in  Port-au-Prince.  And  just  the  simple  act  of  cooking  a  meal  can  make  their  whole  family  sick. 

If  this  was  to  reach  Port-au-Prince,  it  could  have  devastating  circumstances. 

HARI  SREENIVASAN:  All  right,  Eric  Lotz  from  Operation  Blessing  International,  thanks  for  your  time. 

ERIC  LOTZ:  Thank  you. 

HARI  SREENIVASAN:  One-third  of  all  adult  Americans,  up  to  too  million  people,  may  have  diabetes  by  the  year  2050.  The  Centers  for  Disease 
Control  and  Prevention  issued  that  new  projection  today.  It's  up  sharply  from  estimates  that  one  in  to  Americans  now  have  diabetes,  or  about  24 
million  people.  The  spread  of  the  disease  is  closely  tied  to  rising  obesity  rates. 

French  police  forced  protesters  to  step  aside  today  and  reopened  a  vital  oil  refinery.  Striking  workers  had  blockaded  the  site  in  a  bid  to  kill  pension 
reforms.  Police  and  strikers  jostled  in  front  of  the  gates  of  the  refinery  50  miles  east  of  Paris.  It's  the  closest  source  of  gasoline  supplies  to  the  French 
capital. 

In  Paris,  the  French  Senate  today  passed  legislation  that  includes  raising  the  partial  retirement  age  from  60  to  62  and  the  full  retirement  age  from  65  to 
67- 

Wall  Street  turned  in  mixed  results  for  the  day,  but  gains  for  the  week.  The  Dow  Jones  industrial  average  lost  14  points  today  to  close  at  11,132.  The 
Nasdaq  rose  more  than  19  points  to  close  at  2479.  For  the  week,  both  the  Dow  and  the  Nasdaq  gained  roughly  half-a-percent. 


.Become  a  member  of  your  local  PBS  station. 
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WASHINGTON,  July  26, 2010  -  The  Pentagon  today  condemned  the  actions  of  the  group  WkiLeaks.org,  which 
released  thousands  of  classified  U.S.  military  documents  on  its  website  last  night. 

•The  leaking  of  classified  Information  is  something  we  take  very  seriously,-  Marine  Corps  Col.  Dave  Lapan,  a 
Pentagon  spokesman,  told  reporters  today. 


*We  are  In  the  process  right  now  of  assessing  the  documents,*  Lapan  added. 

The  documents,  reportedly  given  to  several  U.S.  and  international  media  weeks  ago,  are  said  to  detail  field 
reports  from  Afghanistan,  as  well  as  Pakistan  relationships  with  the  Taliban.  The  more  than  90,000  documents 
cover  the  period  from  January  2004  through  December  2009,  according  to  news  reports. 

The  Pentagon  has  yet  to  confirm  the  impact  of  the  reports,  as  it's  still  early  in  the  assessment  process,  Lapan 
said. 

■As  they  are  made  available,  we  will  be  looking  at  them  to  try  to  determine  potential  damage  to  lives  of  our 
servicemembers  and  our  coalition  partners;  whether  they  reveal  sources  In  methods  and  any  potential  damage 
to  national  security,*  he  said.  ‘Since  this  was  just  released  last  night,  we're  still  in  the  process  going  through  that 
assessment." 


PHOTO  ESSAYS 


Of  the  reports  the  Pentagon  has  seen,  they  fall  into  a  categocy  of  basic,  unit-level  reporting.  Lapan  said 

*We've  only  seen  a  fraction  of  the  documents  that  are  reported  to  be  out  there,  so  until  we  get  a  look  at  all  of 
them,  we  can't  know  exactly  what  the  extent  of  the  damage  may  be,*  he  said. 

It  could  lake  the  Pentagon  weeks  to  make  such  determinations.  Lapan  said  Bui  much  of  what  the  Pentagon  has 
discovered  early  in  the  investigation  is  that  the  documents  are  classified  at  a  ‘secret’  level,  and  not  ‘top-secret,’ 
which  is  reserved  for  more  sensitive  material,  he  said. 


The  disclosed  documents  reveal  *!he  type  of  reporting  that  goes  on  at  the  tactical  level  on  a  routine  basis,*  the 
colonel  seid,  noting  examples  such  as  roadside  bomb  incidences,  civilian  and  military  casualty  reports  and 
intelligence  and  information  gathering. 

•There's  nothing  we've  seen  so  far  that  is  particularly  relevant,*  Lapan  added. 

At  this  point,  he  said,  the  Pentagon  is  concentrating  on  the  information  that's  been  made  public,  and  is  not 
investigating  the  source  of  the  leak.  Lapan  explained  that  any  number  of  military  and  civilian  defense  employees 
have  access  to  such  documents. 

Also,  the  Pentagon  is  not  looking  to  limit  the  number  of  people  with  access  to  ‘secret*  material,  he  said. 

'We  have  lots  of  systems  in  place,'  Lapan  said.  ‘And  at  the  very  top  of  that  is  the  responsibility  that  those  who 
are  entrusted  with  access  to  that  type  of  information  protect  that  from  uneuthonzed  disclosure.* 

The  Pentagon,  however,  will  eventually  attempt  to  narrow  down  the  source  of  the  leak,  he  said.  However,  Lapan 
could  not  disclose  whether  a  formal  Investigation  on  the  matter  would  take  place. 

■As  we've  said,  we  put  a  great  deal  of  trust  and  confidence  in  individuals  not  to  betray  their  oath  to  their  country,* 
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Wikileaks  publishes  Afghan  war 
secrets 

Updated  Mon  Jut  26,  2010  3:41pm  AEST 

The  White  House  has  attacked 
online  whistleblowing  site 
Wikileaks  after  it  published 
some  200,000  pages  of  secret 
American  military  files  about 
the  war  in  Afghanistan. 

The  files,  published  online  by 
The  Guardian,  the  New  York 
Times  and  Germany's  Der 
Spiegel,  include  details  of  144 
incidents  in  which  Coalition 
forces  have  killed  civilians. 

The  Guardian  says  the  leaks 
show  that  troops  killed  hundreds 
of  civilians  in  previously 
unreported  incidents. 

In  one  example  cited  by  the 
British  paper,  French  troops 
fired  at  a  bus  full  of  children, 
injuring  eight. 

A  US  patrol  was  involved  in  a  similar  incident  that  wounded  or  killed  15 
passengers,  and  in  2007  Polish  troops  fired  mortars  at  a  village,  apparently  in  a 
revenge  attack,  killing  guests  at  a  wedding  party  which  included  a  pregnant 
woman. 


PHOTO:  Secret  war:  Wikileaks  has  published  some 
200,000  pages  of  secret  American  military  files  about 
the  war  in  Afghanistan 


RELATED  STORY:  US  sailors  still  missing  in 
Afghanistan 

EXTERNAL  LINK:Visit  the  Wikileaks  website 
MAP:  Afghanistan 
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According  to  the  New  York  Times  they  also  "suggest  that  Pakistan,  an 
ostensible  ally  of  the  United  States,  allows  representatives  of  its  spy  service  to 
meet  directly  with  the  Taliban." 

Describing  the  talks  as  "secret  strategy  sessions,"  the  newspaper  said  they 
"organise  networks  of  militant  groups  that  fight  against  American  soldiers  in 
Afghanistan,  and  even  hatch  plots  to  assassinate  Afghan  leaders." 

The  Guardian  says  the  files  revealed  a  secret  black-ops  unit  which  hunts  down 
Taliban  leaders  for  "kill  or  capture"  without  trial;  how  the  US  covered  up 
evidence  of  surface-to-air  missiles  acquired  by  the  Taliban;  and  how  the 
Taliban  have  caused  growing  carnage  with  their  roadside  bombing  campaign, 
killing  more  than  2,000  civilians  to  date. 

US  national  security  adviser  James  Jones  says  the  publication  of  the 
documents  puts  the  lives  of  soldiers  and  civilians  at  risk. 

"The  United  States  strongly  condemns  the  disclosure  of  classified  information 
by  individuals  and  organisations  which  could  put  the  lives  of  Americans  and  our 
partners  at  risk  and  threaten  our  national  security,"  he  said  in  a  statement. 

"Wikileaks  made  no  effort  to  contact  us  about  these  documents  -  the  United 
States  government  learned  from  news  organisations  that  these  documents 
would  be  posted." 

Much  of  the  information  is  not  new,  but  what  has  angered  officials  in 
Washington  is  the  detail  and  the  scope  of  the  information. 

The  New  York  Times  said  it,  along  with  the  Guardian  and  Der  Spiegel,  had 
received  the  leaked  material  several  weeks  ago  from  Wikileaks,  a  secretive 
web  organisation  headed  by  Australian  Julian  Assange. 

The  news  organisations  agreed  to  publish  their  reports,  based  on  the  files 
"used  by  desk  officers  in  the  Pentagon  and  troops  in  the  field  when  they  make 
operational  plans,"  on  Sunday. 

"Most  of  the  reports  are  routine,  even  mundane,  but  many  add  insights,  texture 
and  context  to  a  war  that  has  been  waged  for  nearly  nine  years,"  the  Times 
said  in  a  note  to  readers  describing  the  leaks. 
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"Overall  these  documents  amount  to  a  real-time  history  of  the  war  reported 
from  one  important  vantage  point  -  that  of  the  soldiers  and  officers  actually 
doing  the  fighting  and  reconstruction." 

-  ABC/wires 

Topics:unrest-conflict-and-war,  world-politics,  terrorism,  afghanistan,  pakistan,  united-states 
First  posted  Mon  Jut  26,  2010  10:33am  AEST 
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WikiLeaks:  Evidence  of  War  Crimes  in  Afghan  Docs 

WikiLeaks  founder  Julian  Assange  said  Monday  he  believes  there  is  evidence  of  war  crimes  in  the  thousands  of  pages  of  leaked  U.S.  military  documents  relating  to  the  war 
in  Afghanistan. 

The  remarks  came  after  WikiLeaks,  a  whistle-blowing  group,  posted  some  9 1 ,000  classified  U.S.  military  records  over  the  past  six  years  about  the  war  online,  including 
unreported  incidents  of  Afghan  civilian  killings  and  covert  operations  against  Taliban  figures. 

The  White  House,  Britain  and  Pakistan  have  all  condemned  the  release  of  the  documents,  one  of  the  largest  unauthorized  disclosures  in  military  history. 

Wikileaks  Reveals  Grim  Afghan  War  Realities 

Report;  Pakistan  AidmaAfghaiLlnsiirgsncy 

Assange  told  reporters  in  London  that  "it  is  up  to  a  court  to  decide  really  if  something  in  the  end  is  a  crime.  That  said ...  there  does  appear  to  be  evidence  of  war  crimes  in 
this  material." 

Assange  compared  the  impact  of  the  released  material  to  the  opening  of  the  East  German  secret  police  archives.  "This  is  the  equivalent  of  opening  the  Stasi  archives,"  he 

The  documents  cover  much  of  what  the  public  already  knows  about  the  troubled  nine-year  conflict:  U.S.  special  operations  forces  have  targeted  militants  without  trial, 
Afghans  have  been  killed  by  accident,  and  U.S.  officials  have  been  infuriated  by  alleged  Pakistani  intelligence  cooperation  with  the  very  insurgent  groups  bent  on  killing 
Americans. 

WikiLeaks  posted  the  documents  Sunday.  The  New  York  Times,  London's  Guardian  newspaper  and  the  German  weekly  Der  Spiegel  were  given  early  access  to  the  records. 

White  House  national  security  adviser  Gen.  Jim  Jones  said  the  release  "put  the  lives  of  Americans  and  our  partners  at  risk."  In  a  statement,  he  then  took  pains  to  point  out 
that  the  documents  describe  a  period  from  January  2004  to  December  2009,  mostly  during  the  administration  of  President  George  W.  Bush.  And,  Jones  added,  before 
President  Obama  announced  a  new  strategy. 

Pakistan's  Ambassador  Husain  Haqqani  agreed,  saying  the  documents  "do  not  reflect  the  current  on-ground  realities,"  in  which  his  country  and  Washington  are  "jointly 
endeavoring  to  defeat  al  Qaeda  and  its  Taliban  allies.” 

The  U.S.  and  Pakistan  assigned  teams  of  analysts  to  read  the  records  online  to  assess  whether  sources  or  locations  were  at  risk. 

Pakistan's  powerful  spy  agency,  Inter-Services  Intelligence,  said  Monday  that  the  accusations  it  had  close  connections  to  Taliban  militants  were  malicious  and 
unsubstantiated. 

A  senior  IS1  official  said  they  were  from  unverified  raw  intelligence  reports  and  were  meant  to  impugn  the  reputation  of  the  spy  agency.  He  spoke  on  condition  of 
anonymity  in  line  with  the  agency’s  policy. 

Hamid  Gul,  a  former  head  of  the  IS1  who  is  mentioned  many  times  in  the  documents,  also  denied  allegations  that  he’d  worked  with  the  insurgents. 

Assange  said  his  group  also  had  many  more  documents  on  other  subjects,  including  files  on  countries  from  across  the  globe. 

"We  have  built  up  an  enormous  backlog  of  whistleblower  disclosures,"  he  said.  "We  have  in  this  backlog  ...  files  that  concern  every  country  in  the  world  with  a  population 
of  over  1  million." 

He  refused  to  go  into  detail,  but  said  the  information  included  "thousands  of  databases  and  files  about  all  sorts  of  countries." 

Assange  said  that  he  believed  more  material  would  flood  amid  the  blaze  of  publicity. 

"It  is  our  experience  that  courage  is  contagious,"  he  said.  "Sources  are  encouraged  by  the  opportunities  that  they  see  before  them." 

O  2010  CBS  Interactive  Inc.  AH  Rights  Reserved.  This  material  may  not  be  published,  broadcast,  rewritten,  or  redistributed.  The  Associated  Press  contributed  to  this  report. 
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Ghost  army:  How  a  group  of  artists  helped  win  WWHDuring  WWII,  the  United  States  employed  a  "ghost  army"  of  artists,  designers  and  audio  technicians  to  use 

sights  and  sounds  to  confuse  the  enemy. 
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One  year  after  Afghan  massacre,  villagers  work  with  U  S.  troops  One  year  after  U  S,  Staff  Sgt.  Robert  Bales  was  accused  of  .slaughtering  16  Afghan  civilians,  the 

y-liajsr?.jn  llie  jown.wliere  the  atrocity  took  place  have  jqiM  the  U-S,  special  forces  stationed  there  to  aMi.^n.l|igJght  against  the  Taliban. 


yj.(!sg-§l!2yg.w.omM  tossing  perceived  rival  off  cliff 


Hour  Kong  Edward  Snpwden  has  left  for  third  cpuntry2 1 7  Comments 


Edward  Snowden  lands  in  Moscow 


Western  Canada  under  water  16  Photos 


Nin;  tourist?  killed  S>Y  militants  in  Pakistan 


Holy  cap!  Hals  of  the  Roval  Ascol20  Photos 


U.S.-Taliban  peace  talks  stalled,  hope  fading 


Putin  makes  offer  (q  replace.  Patriots  Super  Bpwl  ring 
29  Comments  Add  a  Comment 

linkicon  renorticon  emailicon 
Overruledl  says: 

My  Posting  was  removed  between  last  night  and  now. 

1  broke  no  rules  with  my  posting. 

It  seems  1  may  be  on  the  right  side  of  facts  of  the  US  rogue  government. 

We  have  been  betrayed  and  lied  to  from  every  administration  since  WW2,(Pentagon  Papers),  now  Wikileaks  has  courageously  exposed  the  lies. 

I  am  considering  not  posting  on  CBSNEWS.COM  ever  again.. .This  is  shameful  since  I  have  as  much  right  to  the  1  st  amendment  as  anyone. 

I  will  be  seen  instead  joining  a  new  political  affiliation  since  we  cannot  trust  either  of  the  dominant  parties  in  power . I  may  just  step  aside  and  move  away  from  this 

dieing  country. 

Along  with  my  missing  post  is  the  replies  to  it  and  my  response  to  them. 

Shame  on  the  US  Government,  shame  on  CBS,  shame  on  you  all  for  allowing  our  country  to  be  taken  so  easily  without  repercussions. 

The  constitution  has  been  used  as  tissue  paper  for  too  long. 

Wikileaks  has  worked  to  inform  us  of  the  facts,  not  the  lies  we’ve  been  accustomed  to  believing . see  you  on  the  front. 

reply 

linkicon  reporticon  emailicon 
zoeymaddy  says: 

not  to  beat  a  dead  horse,but  you  are  so  right,if  the  president  of  the  united  states.or  the  vice  president  could  be  so  callous  as  to  leak  valeries  name  as  a  get  back  to  her 
husband, WHAT  else  are  they  capable  of  politics  was  always  politics  but  ever  since2000,it  has  been  don’t  cross  me  or  question  what  i  do  or  did  or  you  will  pay.i  do 
believe  the  previous  administration  should  be  very  closely  investigated  and  if  they  did  wrong  they  must  pay!!!!! 
reply 

linkicon  reporticon  emailicon 
babooph  says: 

The  dependency  on  the  centrally  &  fully  controlled  "news"  in  the  States  broke  down  a  bit  here-there  is  also  foreign  news  "adapted"  by  the  propaganda  system  that 

really  shows  how  the  US  public  is  brainwashed. 
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linkicon  repoiticon  emailicon 
pinchebill  says: 

tIME  TO  WAKE  UP  PEOPLE.  THIS  WAR  IS  SAME  SAME  VIETNAM.  A  TOTAL  LOSS  OF  LIVES  OF  OUR  SOLDIERS.  THEIR  DEATHS  IS  FOR  WHAT? 
OH  YOU  SAY  THE  SURGE  WORKED  IN  IRAQ,  YEAH  RIGHT  WE  ARE  NOT  OUT  OF  THERE  YET  AND  WHEN  WE  DO  LEAVE  IT  WILL  BE  IN 
DEFEAT.  STILL  HAVE  NOT  FOUND  THEM  WEAPONS  OF  MASS  DESTRUCTION. 

YOU  ALL  ARE  CRYING  ABOUT  OUR  ECONOMY  AND  NATIONAL  DEBT.  MONEY  IS  BEING  WASTED  ON  UNNECESSARY  WARS.  WHY  DO  WE 
STILL  OCCUPY  GERMANY?  WHY  ARE  WE  IN  KOREA?  WHY  ARE  WE  STILL  JAPAN?  YET  WE  NEED  ROADS,  BRIDGES,  DAMS,  AND  INTER  CITIES 
REPAIRED.  WE  HAVE  TOO  MANY  PEOPLE  UNEMPLOYED. 

OH  YEAH  YOU  RIGHT  THE  WARS  PROVIDE  JOBS  FOR  THE  UNDERTAKERS. 

WHEN  I RECIEVED  THE  BRONZE  STAR  I  WAS  TOLD  THAT  IT  AND  A  QUARTER  WOULD  GET  ME  A  CUO  OF  COFFEE.  I  AM  ASHAME  OF  THE 

SERVICE  I  GAVE  THIS  NATION  AND  HOPE  THE  LORD  WILL  FORGIVE  ME. 

reply 

zoeymaddy  replies: 

linkicon  reporticon  emailicon 

i  may  be  wrong  but  since  that  fateful  day  of  septemberl  1 ,2001 , and  it  came  out  alquida  and  bin  laden  was  responsible  for  it  i  thought  our  first  target  should  have 
been  saudi  arabia.this  being  that  most  of  the  evildoers  were  from  there.oh  but  wait  OIL  was  in  Saudi  arabi.yes  afganistan  HAD  a  major  role  in  it,and  i  had  no 
major  qualms  goin  there.my  one  problem  was  Gl  george  and  ensign  cheney  couldn't  wait  to  get  into  iraq,so  thus  we  fabricated  information, dropped  the 
ball.bragged  about  riding  the  world  of  the  taliban.lied  cheated  and  stole  just  to  get  into  iraq.i  do  believe  that  OUR  government  committed  war  crimes  and  it 
makes  me  sick  to  think  that, but  if  they  did,then  yes  they  SHOULD  be  brought  up  on  war  crimes  charges.so  if  this  leads  to  the  troth  then  i  say  thank-you  yo  the 
brave  men,and  or  women  who  finatly  had  the  guts  to  bring  this  out  in  the  open 


linkicon  reporticon  emailicon 
noloyalisti  says: 

This  is  just  like  the  last  illegal,  immoral  and  unnecessary  occupation  in  Vietnam.  What  do  we  expect  people  when  we  let  rich,  greedy  big  corporations  take  over  the 
country  to  ran  it  for  their  own  profits? 

The  best  thing  to  happen  is  for  the  masses  to  see  what  war  is  really  all  about  since  the  military-industrial  complex  is  hiding  it  from  its  people, 
reply 

linkicon  reporticon  emailicon 
talkaboutit  says: 

I  was  against  the  war  from  the  beginning,  but  like  every  war  all  will  never  go  well.  The  White  House  should  look  into  a  breach  of  National  Security  with  violatng  the 

right  of  WikiLeaks.  This  person  can't  be  concerned  about  the  country,  if  so  he  would  have  only  released  certain  info.  His  ASS  should  be  locked  up. 

reply 

noloyalisti  replies: 

linkicon  reporticon  emailicon 

Call  Congress  to  tell  your  rep  not  to  approve  any  more  funding  for  the  occupation.  Except  to  get  them  home  now. 

linkicon  reporticon  emailicon 
ibsteve2u  says: 

A  few  problems,  here... 

There  is  the  technology  issue...just  because  somebody  can  make  big  bucks  selling  the  g'ment  and  the  military  technology  that  has  more  functionality  than  a  teletype 
doesn't  mean  that  it  is  wise  to  permit  technology  with  more  functionality  than  a  teletype  if  the  additional  technology  is  not  necessary  to  get  the  job  done.  Those  hard 
and  removable  drives  appear  to  be... problematic. 

Then  there  is  the  personnel  issue. ..I  wonder,  for  example,  if  security  would  be  any  better  if  the  professional  leakers  in  the  Pentagon  were  identified  and  eliminated? 

You  see,  1  often  wonder  if  the  increasingly  sloppy  security  exhibited  over  the  last  few  decades  can  be  traced  back  to  political  scum  (in  or  out  of  uniform)  who  feel  the 
need  to  ensure  that  information  that  passes  before  their  eyes  "could"  have  leaked  somewhere  else. 

That  strikes  me  as  being  particularly  likely  in  light  of  a  recent  Administration  whose  culpability  in  the  intentional  leaking  of  a  covert  CIA  operative’s  name  was  just 
barely  concealed. 

When  such  behavior  comes  from  the  very  top...and  involves  individuals  who  had  been  in  our  government  for  so  very  long...years  spent  grooming  allies  and  pawns, 
demanding  and  gaining  allegiances  ..decades  of  carefully  selecting  who  would  be  promoted  based  upon  the  behavior  that  the  latter  could  be  expected  to  exhibit  and 


Well,  it  is  all  too  easy  to  believe  that  the  last  Administration  and/or  their  carefully-chosen-for-the-right-"political  allegiances"  appointees  and/or  their  favorites  in  the 
military  authorized  and  ordered  some  counter-productive  actions  that  may  very  well  have  been  criminal. 

After  all,  if  it  walks  like  a  duck,  quacks  like  a  duck,  has  feathers  like  a  duck,  and  has  routinely  stuck  our  country  with  the  bill  in  the  past... 

Shame,  though,  that  so  very  many  have  to  pay  that  bill, 
reply 

linkicon  reporticon  emailicon 
hatshepsut2  says: 

Sorry,  my  mistake.  The  redoubtable  22-year-old  "analyst"  Julian  Assange  is  with  Wikileaks.  I  feel  more  secure,  already.  Let's  see,  where  was  he  five  years  ago?  Well, 

at  least  now  he  can  "analyse"  the  Christopher  Columbus  myth  and  inform  us  on  that  issue. 

reply 

linkicon  reporticon  emailicon 
raoulz  says: 

■  why  is  everyone  so  afraid  to  know  the  troth??.  ..and  to  my  knowledge,  pakistan  or  Irak  or  Afganistan  never  attaked  the  US,  so  what  is  the  point  of  these  wars? 

Wars  are  fought  when  peoples  are  attacked.  but  if  not.  they  why  do  you  go  to  war?.. 

The  US  policies  around  the  world  are  "Equivocadas”..  a  seven  year  old  kid  could  make  better  forcing  policy  than  the  US  and  that  is  sad. 
reply 
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linkicon  reporticon  emailicon 
choiceshaveconsequences  says: 

It  may  be  tnie  that  there  is  no  reason  to  doubt  this  material,  but  that  isn't  the  way  we  operate  in  this  country.  Maybe  in  Australia,  one  is  guilty  until  proven  otherwise, 
but  here,  in  America,  we  tend  to  follow  the  code  that  proof  precedes  a  finding  of  guilt,  and  we  must  be  presented  with  a  reason,  not  to  doubt  but,  to  believe. 
Unsupported,  undifferentiated  raw  materials  that  have  not  been  subjected  to  scrutiny  or  validation  or  tests  of  reliability  or  credibility  and  cross  referenced  with  other 
materials  are  the  stuff  of  grocery  counter  rags,  not  journalism  of  the  American  tradition.  It  is  a  small  difference,  but  we  like  it.  Those  of  us  who  remember  it. 

As  for  the  notion  that  when  one  rag  publishes  something,  others  will  follow  in  a  sign  of  courageous  reporting,  you'd  think  a  guy  from  Australia  would  know  a  little 

more  about  the  courage  of  sharks  during  a  feeding  frenzy. 
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U.S.  Department  of  Defense 


United  States  Department  of  Defense 


Search  ^ 


Statement  by  Pentagon  Press  Secretary  Geoff  Morrell  and  Special  Envoy  for  Closure  of  the  Guai 


"It  Is  unfortunate  that  several  news  organizations  have  made  the  decision  to  publish  numerous  documents  obtained  illegally  by  Wikileaks 
concerning  the  Guantanamo  (GTMO)  detention  facility.  These  documents  contain  classified  information  about  current  and  former  GTMO  detainees,  and  we 
strongly  condemn  the  leaking  of  this  sensitive  information. 


"The  Wikileaks  releases  indude  Detainee  Assessment  Briefs  (DABs)  written  by  the  Department  of  Defense  I 
re  written  based  on  a  range  of  information  available  then. 


i  2002  and  early  2009.  These 


’The  Guantanamo  Review  Task  Force,  established  in  January  2009,  considered  the  DABs  during  its  revi 
cases,  the  task  force  came  to  the  same  condusions  as  the  DABs.  In  other  instances  the  review  task  force  came  to 
other  available  information.  The  assessments  of  the  Guantanamo  Review  T ask  Force  have  not  been  compromised  to  Wikileaks  Thus,  any  given  DAB 
illegally  obtained  and  released  by  Wikileaks  may  or  may  not  represent  the  current  view  of  a  given  detainee 


"Both  the  previous  and  the  current  administrations  have  made  every  effort  to  act  with  Ihe  utmost  care  and  diligence  in  transferring  detainees  from 
Guantanamo.  The  previous  administration  transferred  537  detainees;  to  date,  the  cunent  administration  has  transferred  67.  Both  administrations  have  mad< 
the  protection  of  American  dtizens  the  top  priority  and  we  are  concerned  that  the  disdosure  of  these  documents  could  be  damaging  to  those  efforts.  That 
said,  we  will  continue  to  work  with  allies  and  partners  around  the  worid  to  mitigate  threats  to  the  United  States  and  other  countries  and  to  work  toward  the 
ultimate  dosure  of  the  Guantanamo  detention  facility,  consistent  with  good  security  practices  and  our  values  as  a  nation." 
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WikiLeaks  Guantanamo  Files  Reveal  Faces,  lives  of 'Enemy 
Combatants' 


By  DEVIN  DWYER  (©devindwyer) 

WikiLeaks'  latest  release  of  more  than  700  secret  U.S.  government 
documents  unveils  previously  unknown  details  on  the  hundreds  of 
detainees  held  at  Guantanamo  Bay,  Cuba,  since  the  Bush  administration 
opened  the  military  detention  facility  there  nearly  a  decade  ago. 


You  Might  Also  Like... 


The  so-called  Detainee  Assessment  Briefs,  written  by  the  Department  of 
Defense  between  2002  and  early  2009,  were  released  to  the  New  York 
Times,  Washington  Post,  NPR  and  the  Guardian  and  published  late 
Sunday. 

The  thousands  of  pages  of  documents  reveal  why  each  of  776  detainees 
was  apprehended,  what  intelligence  they  might  have  been  able  to  provide 
and  why  each  should  remain  in  custody  or  be  turned  free.  Many  include 
photos  of  the  men  seen  publicly  for  the  first  time. 

One  hundred  seventy-two  detainees  remain  in  U.S.  military  custody;  most 
are  designated  "high  risk"  for  posing  a  threat  to  the  United  States  if  they 
were  to  be  released,  according  to  the  Times. 


Photo  Galleries 


View:  World's  Ugliest  Dog  Contest 


The  information  in  the  dossiers  was  largely  gleaned  from 
years  of  interrogations  and  evaluations  by  military 
intelligence  analysts,  but  is  impossible  to  independently 

The  document  dump  sheds  light  on  cases  of  accidental 
detentions  of  innocent  or  seemingly  harmless  men, 
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including  an  Afghan  shepherd  who  spent  three  years  at 
Gitmo  after  being  arrested  near  the  scene  of  a  roadside 
explosion,  according  to  the  Times. 


Shop  Virgin  Mobile's 

www.virginmobfteusa 


The  files  show  that  some  of  the  earliest  prisoners  included  Grejt  Sumra>r  Dea|s 

an  89-year-old  man,  whom  U.S.  military  doctors  described  Plen  Your  Next  Trip  with  Great  Doan,  Alt  Summer  Long 

as  suffering  from  "major  depressive  disorder,  senile  www  hiiton.com/HHonors 

dementia  and  osteoarthritis,”  and  a  70-year-old  man  who  NewBlackBertySZIO 

arrived  in  Gitmo  to  have  authorities  later  conclude  "there  Experience  a  new  way  to  use  your  smartphone. 

is  no  reason  on  the  record  for  detainee  being  transferred  to  BiacxB^ny^nvBl'-iB— ■  ’<o 

Guantanamo  Bay  detention  facility.”  Both  were  released 

after  several  months,  the  Guardian  found. 


Some  of  the  captives  have  also  included  children  as  young 
as  14,  the  files  show,  Naqib  Ullah,  14,  spent  one  year  at 
Gitmo  before  military  investigators  concluded  he  was  telling  the  truth 
about  being  kidnapped  by  the  Taliban  and  returned  to  Afghanistan  to 
"afford  him  an  opportunity  to  'grow  out'  of  the  radical  extremism  he  has 
been  subject  to,"  the  Guardian  reported  from  his  file. 

The  findings  also  include  new  details  on  alleged  9/11  mastermind  Khalid 
Sheik  Mohammed,  who  is  believed  to  have  ordered  a  Baltimore,  Md., 
resident  to  carry  out  a  suicide-assassination  attempt  against  Pakistani 
president  Pervez  Musharraf,  the  documents  show.  The  plot  turned  out  to 
be  a  test  of  the  man's  "willingness  to  die  for  the  cause." 


Mutiny  Inside  Wlklleaks  Watch 


ABC  News  Full  Episodes 


Connect  with  World  News 


Mohammed  also  reportedly  told  investigators  that  he  intended  to 

"somehow  try  to  attack  the  White  House  again  one  day"  since  it  was  not  f  *  s+  *  * 

hit  on  9/11,  and  that  al  Qaeda  was  determined  to  create  a  nuclear  hell 

storm'  in  America.”  ABC  NEWS  NEWSLETTERS 


Al  Qaeda  explosives  trainer  Tariq  Mahjmud  Ahmad  al-Sawah  told 
interrogators  be  designed  the  prototype  for  the  shoe  bomb  used  by 
Richard  Reid  in  a  failed  attempt  to  take  down  a  U.S.  plane  mid-flight  in 
late  2001. 


Select  Newsletter 
]  |  BfeaklnB  New,  gj 


The  detainee  charged  with  orchestrating  the  USS  Cole  bombing  in  2000, 
Abd  al-Rahim  al-Nashiri,  told  investigators  he  was  "so  dedicated  to  jihad 
that  he  reportedly  received  injections  to  promote  impotence  and 
recommended  the  injections  to  others  so  more  time  could  be  spent  on  the 
jihad  [rather  than  being  distracted  by  women],"  his  file  shows. 
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Edward  Snowden,  charged  with  espionage  by  U.S.,  has  requested  asylum  in 
Ecuador,  its  Foreign  Ministry  said  via  Twitter. 


WikiLeaks  publishes  Guantanamo 
detainee  documents 

By  the  CNN  Wire  Staff 


STORY  HIGHLIGHTS  (CNN)  -  WikiLeaks1  latest  release  of  secret  documents  provides 

WikiLeaks  begins  releasing  details  on  the  behavior  and  treatment  of  detainees  being  held  at  the 
documents  on  Guantanamo  U.S.  Navy's  detention  facility  at  Guantanamo  Bay,  Cuba. 


It  says  it  is  describing  cases 
against  nearly  760  prisoners 


Classified  military  files  described  some  as  being  compliant  while 
others  threatened  violence  against  guards  and  one  stated  he  would 
fly  planes  into  houses,  according  to  the  WikiLeaks  documents. 

In  a  statement  accompanying  Sunday's  release  of  the  first  of  700 
classified  files,  WikiLeaks  said  the  documents  dating  from  2002  to 
2008  are  "shining  the  light  of  truth  on  a  notorious  icon  of  the  Bush 
administration's  'War  on  Terror1"  and  were  described  in  memoranda 
from  the  Joint  task  force  at  Guantanamo  to  U.S.  Southern  Command 
in  Florida. 
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"Most  of  these  documents  reveal  accounts  of  incompetence  familiar 
to  those  who  have  studied  Guantanamo  closely,  with  innocent  men 
detained  by  mistake  (or  because  the  U.S.  was  offering  substantial 
bounties  to  its  allies  for  al-Qaeda  or  Taliban  suspects),  and 
numerous  insignificant  Taliban  conscripts  from  Afghanistan  and 
Pakistan,"  the  anti-secrecy  website  said. 

Most  of  the  171  remaining  prisoners  at  Guantanamo  have  been  rated 
as  a  "high  risk"  of  posing  a  threat  if  released  without  adequate 
rehabilitation  and  supervision. 

But,  according  to  The  New  York  Times  -  one  of  several  news 
organizations  that  saw  the  files  -  an  even  larger  number  of  the 
prisoners  who  have  left  Cuba  were  also  designated  "high  risk"  before 
they  were  freed  or  passed  to  the  custody  of  other  governments. 
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The  documents  are  largely  silent  about  the  use  of  the 
harsh  interrogation  tactics  at  Guantanamo  that  drew  global 
condemnation,  according  to  the  Times. 


The  documents  are  intelligence  assessments  of  nearly 
every  one  of  the  779  individuals  who  have  been  held  at 
Guantanamo  since  2002,  according  to  the  Washington 
Post,  which  also  saw  them. 

The  documents  offer  glimpses  into  whereabouts  and 
operations  of  Osama  bin  Laden  and  his  Egyptian  deputy, 
Ayman  al-Zawahiri,  the  Post  reported. 

Four  days  after  the  Sept.  1 1  attacks,  bin  Laden  visited  a 
guesthouse  in  Afghanistan's  Kandahar  province,  according 
to  the  files,  which  detailed  his  movements  over  the  next  few  months. 
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CNN  was  not  among  the  news  organizations  granted  early  access  to 
the  latest  files. 


The  U.S.  government,  as  in  previous  document  dumps  by 
WiKiLeaks,  expressed  disapproval  at  their  release. 

"It  is  unfortunate  that  several  news  organizations  have  made  the 
decision  to  publish  numerous  documents  obtained  illegally  by 
WikiLeaks  concerning  the  Guantanamo  detention  facility,"  said  Dan 
Fried,  the  U.S.  envoy  for  Guantanamo,  and  Pentagon  spokesman 
Geoff  Morrell  in  a  joint  statement.  "These  documents  contain 
classified  information  about  current  and  former  GTMO  detainees, 
and  we  strongly  condemn  the  leaking  of  this  sensitive  information." 

According  to  the  government's  statement,  the  WikiLeaks  releases 
include  detainee  assessment  briefs  (OABs)  written  by  the  U.S. 
Department  of  Defense. 

The  Guantanamo  Review  Task  Force,  established  in  January  2009, 
considered  the  DABs  during  its  review  of  detainee  information.  In 
some  cases,  the  Task  Force  came  to  the  same  conclusions  as  the 
DABs.  In  other  instances  the  Review  Task  Force  came  to  different 
conclusions,  based  on  updated  or  other  available  information.  The 
assessments  of  the  Guantanamo  Review  Task  Force  have  not  been 
compromised  to  Wkileaks.  Thus,  any  given  DAB  illegally  obtained 
and  released  by  Wkileaks  may  or  may  not  represent  the  current  view 
of  a  given  detainee." 

The  Obama  administration  has  repeated  its  determination  to  dose 
the  terrorist  detention  facility. 

Under  the  Obama  administration,  126  detainees  have  been  approved 
for  transfer  and  59  of  those  still  remain  at  the  Navy  base.  A  total  of 
171  men  still  remain  in  detention  at  Guantanamo,  induding  those 
awaiting  prosecution  and  those  deemed  too  dangerous  to  release  but 
not  feasible  for  prosecution.  During  the  Bush  administration,  537 
detainees  were  transferred,  induding  almost  200  to  Afghanistan. 


The  Obama  administration  announced  earlier  this  month  it  would 
hold  military  trials  at  Guantanamo  for  the  suspected  conspirators  of 
the  September  11,  2001,  terror  attacks.  That  deasion  will  delay 
indefinitely  plans  to  dose  the  detention  facility. 

WkiLeaks  gained  international  prominence  after  leaking  thousands 
of  papers  about  the  U.S.-led  war  in  Afghanistan.  Earlier  this  year  it 
released  a  huge  cache  of  secret  American  diplomatic  papers. 
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Pentagon  Sees  a  Threat  From  Online  Muckrakers 


To  the  list  of  the  enemies  threatening  the  security  of  the  United  recommend 

States,  the  Pentagon  has  added  Wikil.eaks.org.  a  tiny  online  source  of  twitter 
information  and  documents  that  governments  and  corporations  linkeoin 

around  the  world  would  prefer  to  keep  secret.  s|GN  |N  T0  E 

Hie  Pentagon  assessed  the  danger  WikiLeaks.org  posed  to  the  Army  pR|NT 

in  a  report  marked  “unauthorized  disclosure  subject  to  criminal 
sanctions.”  It  concluded  that  “WikiLeaks.org  represents  a  potential  reprints 

force  protection,  counterintelligence,  OPSEC  and  INFOSEC  threat  to 
the  U.S.  Army"  —  or,  in  plain  English,  a  threat  to  Army  operations  and  i 
information.  j 

WikiLeaks,  true  to  its  mission  to  publish  materials  that  expose  secrets  ' 
of  all  kinds,  published  the  2008  Pentagon  report  about  itself  on  Monday. 

Lt.  Col.  Lee  Packnett,  an  Army  spokesman,  confirmed  that  the  report  was  real.  Julian 
Assange,  the  editor  of  WikiLeaks,  said  the  concerns  the  report  raised  were  hypothetical. 

“It  did  not  point  to  anything  that  has  actually  happened  as  a  result  of  the  release,"  Mr. 
Assange  said.  “It  contains  the  analyst’s  best  guesses  as  to  how  the  information  could  be 
used  to  harm  the  Army  but  no  concrete  examples  of  any  real  harm  being  done.” 
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WikiLeaks,  a  nonprofit  organization,  has  rankled  governments  and  com] 
world  with  its  publication  of  materials  intended  to  be  kept  secret.  For  instance,  the  Army’s 
report  says  that  in  2008,  access  to  the  Web  site  in  the  United  States  was  cut  off  by  court 
order  after  Bank  Julius  Baer,  a  Swiss  financial  institution,  sued  it  for  publishing  documents 
implicating  Baer  in  money  laundering,  grand  larceny  and  tax  evasion.  Access  was  restored 
after  two  weeks,  when  the  bank  dropped  its  case. 

Governments,  including  those  of  North  Korea  and  Thailand,  also  have  tried  to  prevent 
access  to  the  site  and  complained  about  its  release  of  materials  critical  of  their 
governments  and  policies. 

The  Army’s  interest  in  WikiLeaks  appears  to  have  been  spurred  by,  among  other  things,  its 
publication  and  analysis  of  classified  and  unclassified  Army  documents  containing 
information  about  military  equipment,  units,  operations  and  “nearly  the  entire  order  of 
battle"  for  American  forces  in  Iraq  and  Afghanistan  in  April  2007. 

WikiLeaks  also  published  an  outdated,  unclassified  copy  of  the  “standard  operating 
procedures”  at  the  military  prison  in  Guantanamo  Bay,  Cuba.  WikiLeaks  said  the 
document  revealed  methods  by  which  the  military  prevented  prisoners  from  meeting  with 
the  International  Red  Cross  and  the  use  of  “extreme  psychological  stress”  as  a  means  of 
torture. 

The  Army’s  report  on  WikiLeaks  does  not  say  whether  WikiLeaks’  analysis  of  that 
document  was  accurate.  It  does  charge  that  some  of  WikiLeaks’s  other  interpretation  of 
information  is  flawed  but  does  not  say  specifically  in  what  way. 
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The  report  also  airs  the  Pentagon’s  concern  over  some  2,000  pages  of  documents 
WikiLeaks  released  on  equipment  used  by  coalition  forces  in  Iraq  and  Afghanistan.  The 
Pentagon  concluded  that  such  information  could  be  used  by  foreign  intelligence  services, 
terrorist  groups  and  others  to  identify  vulnerabilities,  plan  attacks  and  build  new  devices. 

WikiLeaks,  which  won  Amnesty  International's  new  media  award  in  2009,  almost  closed 
this  year  because  it  was  broke  and  still  operates  at  less  than  its  full  capacity.  It  relies  on 
donations  from  humans  rights  groups,  journalists,  technology  buffs  and  individuals,  and 
Mr.  Assange  said  it  had  raised  just  two-thirds  of  the  $600,000  needed  for  its  budget  this 
year  and  thus  was  not  publishing  everything  it  had. 

Perhaps  the  most  amusing  aspect  of  the  Army’s  report,  to  Mr.  Assange,  was  its  speculation 
that  WikiLeaks  is  supported  by  the  Central  Intelligence  Aecncv.  “I  only  wish  they  would 
step  forward  with  a  check  if  that’s  the  case,”  he  said. 


36  hours  in  Vancouver, 

British  Columbia 

ALSO  IN  TRAVEL  » 

In  Milan,  a  surge  of  burger  spots 

n  rtimM.com  TRAVEL 


Ads  by  Google  whal's  this? 

European  Travel  Packages 

The  Easiest  Way  to  Travel  Europe. 

1 50+  Tours.  All  Airfare's  Included. 

www.GoAheadTours.com/Europe 


Are  you  an  ANSI  member? 


ANSI  members  engage  in  issues  that 
shape  the  future  of  technology 
ansi.org 


Past  Coverage 

LINK  BY  LINK;  Twitter  and  a  Newspaper  Untie  a  Gag  Order  (October  19, 2009) 

LINK  BY  UNK;  In  Britain,  Outwitting  Strict  Laws  Against  Libel  (November  24, 2008) 
At  the  Uneasy  Intersection  of  Bloggers  and  the  Law  (July  15, 2008) 

Judge  Reverses  His  Order  Disabling  Web  Site  (March  1, 2008) 

Related  Searches 

Wikfleaks 

Computers  and  the  Internet 
United  States  Defense  and  Military  Forces 
Classification  of  Information 

INSIDE  NYTIMES.COM 


Get  E-Mail  Alerts 
Get  E-Mail  Alerts 


as 


SUNDAY  REVIEW  * 


TELEVISION  » 


Last  Call  for  ‘the  Saloon 


Priest’ 


Opinion: 
Movies  of  the 
Future 

Goodbye,  passive 
viewing.  In  the  new 
world  of  Hollywood 
movies,  everyone  will  be 


1  Jig,'  «T.  I  Region  B 


1  Sports  ;  Opinion  !  Arjs  Style 


y  Terms  of  Service  Search  J  C 


Travel  Jobs  Real  Estate  Autos  Back  to  Top 
Help  Contact  Us  Work  for  Us  Advertise  Site  Mao 


http://www.nytimes.com/201 0/03/1 8/us/l  8wiki.html 


6/23/2013 


The  website  that  reveals  stat  'crets  -  CNN.com 


o 


Page  1  of  5 


SET  EDITION:  U.S.  international  Mexico  Arabic 

TV:  CNNUS  CNNI  CNN  on  Espaftol 


Opinion  I  IReport  Money- 


Edward  Snowden,  charged  with  espionage  by  U.S.,  has  requested  asylum  in 
Ecuador,  its  Foreign  Ministry  said  via  Twitter. 
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Site,  founded  in  2007,  has 
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(CNN)  -  In  the  early  1970s,  when  Daniel  Ellsberg  wanted  to  get  top- 
secret  information  about  the  Vietnam  War  to  the  public,  he  leaked  the 
bombshell  Pentagon  Papers  to  elected  officials  and  national 
newspapers. 


But  if  Ellsberg,  a  former  U.S.  military  analyst,  wanted  to  leak  secret 
documents  today,  he  probably  would  send  them  to  a  powerful  and 
controversial  new  venue  for  whistle-blowing:  a  website  called 
WikiLeaks.org. 

“People  should  definitely  think  of  WikiLeaks  as  the  way  to  go"  when 
other  methods  of  leaking  information  fail,  he  said  recently. 

WikiLeaks,  a  nonprofit  site  run  by  a  loose  band  of  tech-sawy 
volunteers,  is  quickly  becoming  one  of  the  internet's  go-to  locations 
for  government  whistle-blowers,  replacing,  or  at  least  supplementing, 
older  methods  of  making  sensitive  government  information  public. 
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Some  have  praised  the  site  as  a  beacon  of  free  speech,  while  others 
have  criticized  it  as  a  threat  to  national  security. 

WikiLeaks  made  headlines  when  it  published  on  Sunday  what  it  says 
are  more  than  90,000  United  States  military  and  diplomatic  reports 
about  Afghanistan  filed  between  2004  and  January  of  this  year. 

The  site  first  gained  international  attention  in  April  when  it  posted  a 
2007  video  said  to  shew  a  U.S.  helicopter  attack  in  Iraq  killing  a 
dozen  civilians,  including  two  unarmed  Reuters  journalists. 

At  the  time.  Maj.  Shawn  Turner,  a  U.S.  military 
spokesman,  said  that  "all  evidence  available  supported  the 
Q  conclusion  by  those  forces  that  they  were  engaging  armed 

“  insurgents  and  not  civilians." 
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Pfc.  Bradley  Manning,  22,  has  been  charged  by  the  U.S. 
military  with  eight  violations  of  the  U.S.  Criminal  Code  for 
transferring  classified  data,  according  to  a  charge  sheet 
released  by  the  military  this  week. 

Manning's  military  defense  attorney,  Capt.  Paul  Bouchard, 
is  not  speaking  with  the  media  about  the  charges,  said 
U.S.  Army  Col.  Tom  Collins.  Bouchard  did  not  immediately 
respond  to  an  e-mail  seeking  comment.  WikiLeaks  may 
also  offer  an  attorney  for  Manning,  according  to 
Wired.com. 

The  high-profile  video  has  led  some  observers  to  say  that 
WikiLeaks  is  forcing  a  new  era  of  government 
transparency. 


"It's  a  whole  new  world  of  how  stories  get  out,"  Columbia  University 
journalism  professor  Sree  Sreenivasan  told  British  newspaper  The 
Independent  in  April. 

Others  have  said  the  website  may  be  a  threat  to  society  and  the  rule 
of  law. 


A  2008  U.S.  Army  Counterintelligence  Center  report  (PDF),  which 
was  classified  until  it  was  uploaded  to  WikiLeaks  in  March,  says  that 
information  posted  to  WikiLeaka.org  could  "aid  enemy  forces  in 
planning  terrorist  attacks." 

The  report  "is  authentic,  and  it  speaks  for  itself,"  Collins  said. 

What  is  WikiLeaks? 

The  premise  of  the  WikiLeaks,  which  has  been  operating  largely  out 
of  the  public  spotlight  since  2007,  is  simple:  Anyone  can  leak 
documents,  videos  or  photographs,  and  they  can  do  so  while 
remaining  anonymous. 

The  site  says  that  none  of  its  whistle-blowers  has  been  outed 
because  of  WikiLeaks. 

Visitors  to  the  site  will  notice  a  large  link  that  simply  says  "submit 
documents."  Reports,  photographs  and  videos  given  to  the  site  are 
reviewed  by  a  global  network  of  editors  and  then,  if  deemed  to  be 
important  and  real,  are  posted  online. 

"Every  submitted  article  and  change  is  reviewed  by  our  editorial  team 
of  professional  journalists  and  anti-corruption  analysts,"  WikiLeaks 
says  on  its  website.  "Articles  that  are  not  of  high  standard  are 
rejected  and  non-editorial  articles  are  fully  attributed. " 

But  the  site  does  differ  from  traditional  media  outlets.. 

In  The  New  Yorker,  Raffi  Khatchadourian  wrote  that  WikiLeaks  is 
"not  quite  an  organization;  it  is  better  described  as  a  media 
insurgency." 

In  part,  this  is  because  of  the  technology  employed  by  the  site. 

The  site's  documents  and  other  leaks  are  backed  up  on  computer 
servers  in  several  countries.  WikiLeaks  also  maintains  several  Web 
addresses  to  make  it  difficult  -  the  site  claims  impossible  -  to 
remove  the  secret  documents  from  the  internet  once  they  are  posted 
on  WikiLeaks. 

The  website  is  run  by  an  organization  called  Sunshine  Press,  which 
takes  public  donations.  Time.com  reported  that  WikiLeaks  has  a 
$600,000  annual  budget. 

Who  manages  the  site? 

WikiLeaks'  elusive  editor  and  co-founder  is  an  Australian  named 
Julian  Assange.  In  profiles,  writers  describe  him  as  an  eccentric  who 
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wanders  the  globe,  carries  all  of  his  belongings  and  keeps  semi¬ 
servers  are  reportedly  located 

In  my  role  as  WikiLeaks  editor.  I've  been  involved  m  fighting  off 
many  legal  attacks."  Assange  told  BBC  News  To  do  that,  and  keep 
our  sources  safe  we  have  had  to  spread  assets  encrypt  everything 
and  move  telecommunications  and  people  around  the  world  to 
activate  protective  laws  m  different  national  jurisdictions " 

Lately.  Assange  is  reported  to  be  Irving  in  Iceland,  which  recently 
passed  laws  to  protect  anonymous  speech  like  that  promoted  by 
WikiLeaks 


Assange  -  who  has  stark  white  hair  and  a  deep  voice,  and  appears 
only  occasionally  in  YouTube  videos  and  in  media  interviews  -  tells 
reporters  that  the  aim  of  WikiLeaks  is  to  promote  a  more  open 
democracy,  where  government  officials  and  bureaucrats  can  t  keep 
dark  secrets  from  the  public. 

"We  have  a  mission  to  promote  political  reforms  by  releasing 
suppressed  information."  he  said  in  April  - 

Assange  did  not  respond  to  an  e-mail  about  this  story 


In  its  attumpls  tu  unearth  and  publicize  this  I  udder  i  infuimaliuti 
however,  the  site  has  stirred  a  number  of  controversies 

WikiLeaks  has  published  information  as  varied  as  former  vice 
presidential  candidate  Sarah  Palin's  personal  e-mails  manuals  from 
the  U  S.  base  at  Guantanamo  Bay.  Cuba,  e-mails  that  spawned  the 
"Climalegate"  global-warming  controversy  late  last  year  and 
documents  that  Assange  reportedly  says  altered  the  outcome  of  the 
Vtx>/  presidential  elecbon  in  Kenya 

Climalegate'  review  clears  scientists  of  dishonesty 

An  Schwartz,  vice  president  end  chief  executive  officer  of  the  Center 
(or  Democracy  and  Technology,  said  it's  unclear  whet  WikiLeaks' 
lasting  impact  will  be  If  the  site  publishes  state  secrets  without 
cause,  a  public  backlash  could  quickly  kill  the  following  the  site  is 
trying  to  build 

"If  they're  publishing  just  to  publish  the  public  reaction  against  that 
information  is  going  to  be  so  negative "  he  said 

Schwartz  said  his  group  has  benefited  from  WikiLeaks,  which  was 
able  to  obtain  some  congressional  public  records  his  organization 
could  not 

"They  are  effective  in  terms  of  getting  to  documents  that  people  have 
trouble  accessing  in  other  ways."  he  said 

Ellsberg  -  the  former  U  S  Department  of  Defense  official  who 
leaked  the  Pentagon  Papers  in  the  70s  and  who  now  donates  to 
WikiLeaks,  sari  the  site  has  the  potential  to  change  the  way  the 
world's  governments  operate 

He  says  the  site  will  make  leaders  more  accountable  to  tbe  public 

The  recently  released  military  videos  are  "a  very  small  door,  so  far. 
into  the  huge  library  of  broadly  withheld  information  "  he  said 

He  called  Assange  a  hero  for  trying  to  shed  light  on  those  hidden 
catalogues 
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Braln.662  - 

I  love  wikileaks!  Run,  you  corrupt  politicians,  runllll 

97 


XTIckTockPOW 

Godspeed  wikileaksll!  Are  we  even  in  America  anymore? 

18  . 


-.  TheBossSaid 

Yes  and  help  the  terrorists  by  publishing  "Boeing  737-200  maintenance 
manuals"  on  your  site  Yes  folks,  that's  Wkileaks  for  you.  Check  it  out 
yourself. 

15 


dbacchus 

Polaris,  you  don't  need  to  post  it  twice,  especially  since  it  is  such  a  moronic 
argument.  The  'boeing  manual'  you  can  find  everywhere  and  in  like  20 
different  languages.  It's  NOT  at  all  national  security  material :) 

10 


± 


Joiephccil 

the  us  govt  is  prosecuting  the  good  soldier  who  leaked  the  video  proving 
our  military  lies  totally  when  it  wants  this  video  is  damning  evidence,  as 
with  so  many  other  crimes.,  the  military  now  prosecutes  the  young 
whistleblower., 
bad  govt. 


-.  TheBossSaid 

Maybe  I  didn't  make  it  dear  enough.  Wikileaks  DOES  publish  the  "Boeing 
737-200  maintenance  manuals”  on  their  site.  They  say  it's  for  victims  of 
family  members  who  were  killed  in  crashes  due  to  poor  maintenance.  If 
such  people  really  need  to  use  those  documents  in  a  court  case,  they  will 
have  access  to  them  by  the  courts.  But  publishing  these  documents  only 
serves  terrorists  who  want  to  gain  more  insight  into  the  workings  of 
commercial  aircraft.  Wkileaks  has  no  discernment  on  what  information 
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UNITED  STATES  OF  AMERICA  ) 

) 

v.  )  PROSECUTION  MOTION 

)  FOR  JUDICIAL  NOTICE 

Manning,  Bradley  E.  ) 

PFC,  U.S.  Army,  ) 

HHC,  U.S.  Army  Garrison,  )  Enclosure  6 

Joint  Base  Myer-Henderson  Hall  ) 

Fort  Myer,  Virginia  22211  )  24  June  2013 


BASIC  PAY— EFFECTIVE  JANUARY  1,  20031' 


Cumulative  Years  of  Service 


Pay 

2  or 

Over 

2 

Over 

3 

Over 

4 

Over 

6 

Over 

8 

Over 

10 

Over 

12 

Over 

14 

Over 

16 

Over 

18 

Over 

20 

Over 

22 

Over 

24 

Over 

26 

0-1 02' 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

12,077.70 

12,137.10 

12,389.40 

12,829.20 

0-9 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

10,563.60 

10,715.70 

10,935.60 

11,319.60 

0-8 

7,474.50 

7,719.30 

7,881.60 

7,927.20 

8,129.40 

8,468.70 

8,547.30 

8,868.90 

8,961.30 

9,238.20 

9,639.00 

10,008.90 

10,255.80 

10,255.80 

10,255.80 

0-7 

6,210.90 

6,499.20 

6,633.00 

6,739.20 

6,930.90 

7,120.80 

7,340.40 

7,559.40 

7,779.00 

8,468.70 

9,051.30 

9,051.30 

9,051.30 

9,051.30 

9,096.90 

0-6 

4,603.20 

5,057.10 

5,388.90 

5,388.90 

5,409.60 

5,641.20 

5,672.10 

5,672.10 

5,994.60 

6,564.30 

6,898.80 

7,233.30 

7,423.50 

7,616.10 

7,989.90 

0-5 

3,837.60 

4,323.00 

4,622.40 

4,678.50 

4,864.80 

4,977.00 

5,222.70 

5,403.00 

5,635.50 

5,991.90 

6,161.70 

6,329.10 

6,519.60 

6,519.60 

6,519.60 

0-4 

3,311.10 

3,832.80 

4,088.70 

4,145.70 

4,383.00 

4,637.70 

4,954.50 

5,201.40 

5,372.70 

5,471.10 

5,528.40 

5,528.40 

5,528.40 

5,528.40 

5,528.^ 

0-3 

2,911.20 

3,300.30 

3,562.20 

3,883.50 

4,069.50 

4,273.50 

4,405.80 

4,623.30 

4,736.10 

4,736.10 

4,736.10 

4,736.10 

4,736.10 

4,736.10 

4,736.  l\ 

0-2 

2,515.20 

2,864.70 

3,299.40 

3,410.70 

3,481.20 

3,481.20 

3,481.20 

3,481.20 

3,481.20 

3,481.20 

3,481.20 

3,481.20 

3,481.20 

3,481.20 

3,481.20 

0-1 

2,183.70 

2,272.50 

2,746.80 

2,746.80 

2,746.80 

2,746.80 

2,746.80 

2,746.80 

2,746.80 

2,746.80 

2,746.80 

2,746.80 

2,746.80 

2,746.80 

2,746.80 

0-3 

0.00 

0.00 

0.00 

3,883.50 

4,069.50 

4,273.50 

4,405.80 

4,623.30 

4,806.30 

4,911.00 

5,054.40 

0-2E1' 

0.00 

0.00 

0.00 

3,410.70 

3,481.20 

3,591.90 

3,778.80 

3,923.40 

4,031.10 

4,031.10 

4,031.10 

0-1 E^ 

0.00 

0.00 

0.00 

2,746.80 

2,933.70 

3,042.00 

3,152.70 

3,261.60 

3,410.70 

3,410.70 

3,410.70 

W-5 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

5,169.30 

5,346.60 

5,524.50 

5,703.30 

W-4 

3,008.10 

3,236.10 

3,329.10 

3,420.60 

3,578.10 

3,733.50 

3,891.00 

4,044.60 

4,203.60 

4,356.00 

4,512.00 

4,664.40 

4,822.50 

4,978.20 

5,137.50 

W-3 

2,747.10 

2,862.00 

2,979.30 

3,017.70 

3,141.00 

3,281.70 

3,467.40 

3,580.50 

3,771.90 

3,915.60 

4,058.40 

4,201.50 

4,266.30 

4,407.00 

4,548.00 

W-2 

2,416.50 

2,554.50 

2,675.10 

2,763.00 

2,838.30 

2,993.10 

3,148.50 

3,264.00 

3,376.50 

3,453.90 

3,579.90 

3,705.90 

3,831.00 

3,957.30 

3,957.30 

W-1 

2,133.90 

2,308.50 

2,425.50 

2,501.10 

2,662.50 

2,782.20 

2,888.40 

3,006.90 

3,085.20 

3,203.40 

3,320.70 

3,409.50 

3,409.50 

3,409.50 

3,409.50 

E-9* 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

3,564.30 

3,645.00 

3,747.00 

3,867.00 

3,987.30 

4,180.80 

4,344.30 

4,506.30 

4,757.40 

E-8 

0.00 

0.00 

0.00 

0.00 

0.00 

2,975.40 

3,061.20 

3,141.30 

3,237.60 

3,342.00 

3,530.10 

3,625.50 

3,787.50 

3,877.50 

4,099.2V 

E-7 

2,068.50 

2,257.80 

2,343.90 

2,428.20 

2,516.40 

2,667.90 

2,753.40 

2,838.30 

2,990.40 

3,066.30 

3,138.60 

3,182.70 

3,331.50 

3,427.80 

3,671.40 

E-6 

1,770.60 

1,947.60 

2,033.70 

2,117.10 

2,204.10 

2,400.90 

2,477.40 

2,562.30 

2,636.70 

2,663.10 

2,709.60 

2,709.60 

2,709.60 

2,709.60 

2,709.60 

E-5 

1,625.40 

1,733.70 

1,817.40 

1,903.50 

2,037.00 

2,151.90 

2,236.80 

2,283.30 

2,283.30 

2,283.30 

2,283.30 

2,283.30 

2,283.30 

2,283.30 

2,283.30 

E-4 

1,502.70 

1,579.80 

1,665.30 

1,749.30 

1,824.00 

NOTES: 

E-3 

1,356.90 

1,442.10 

1,528.80 

1,528.80 

1,528.80 

1  While  serving  as  JCS/Vice  JCS,  CNO,  CMC,  Army/Air  Force  CS,  basic  pay  is  $14,155.50  (See  note  2). 

E-2 

1,290.00 

1,290.00 

1,290.00 

1,290.00 

1,290.00 

2.  Basic  pay  for  an  0-7  to  0-10  is  limited  by  Level  III  ot  tne  fcxecutive  scneauie  wmcn  is 
below  is  limited  by  Level  V  of  the  Executive  Schedule  which  is  $10,449.90. 

pay  iui  w-o  ciiiu 

E-1 

4mos  + 

1,150.80 

1,150.80 

1,150.80 

1,150.80 

1,150.80 

3.  Applicable  to  0-1  to  0-3  with  at  least  4  years  &  1  day  of  active  duty  as  a  warrant  and/or  enlisted  member. 

E-1 

-4  mos 

1 ,064.70 

4.  For  the  MCPO  of  the  Navy,  CMSgt  of  the  AF,  Sergeant  Major  of  the  Army  or  Marine  Corps,  basic  pay  is  $5,732 

ALLOWANCES 


Basic  Allowance  for  Housing  Type  II,  Differential  and  Partial 


Pay 

Grade 

Without 

Dependent 

With 

Dependent 

Differential 

Partial 

Pay 

Grade 

Without 

Dependent 

With 

Dependent 

Differential 

Partial 

0-10 

1,020.90 

1,256.40 

249.90 

50.70 

W-5 

849.00 

927.90 

83.10 

25.20 

0-9 

1,020.90 

1,256.40 

249.90 

50.70 

W-4 

753.90 

850.50 

102.30 

25.20 

0-8 

1 ,020.90 

1,256.40 

249.90 

50.70 

W-3 

633.90 

779.70 

154.50 

20.70 

0-7 

1,020.90 

1,256.40 

249.90 

50.70 

W-2 

562.50 

716.70 

163.20 

15.90 

0-6 

936.60 

1,131.00 

207.00 

39.60 

W-1 

471.30 

619.80 

157.80 

13.80 

0-5 

901.80 

1,090.20 

200.10 

33.00 

E-9 

619.20 

816.30 

208.80 

18.60 

0-4 

835.50 

960.90 

132.90 

26.70 

E-8 

568.50 

752.70 

195.30 

15.30  ( 

0-3 

669.90 

795.00 

132.60 

22.20 

E-7 

485.40 

698.70 

226.50 

12.00  * 

0-2 

531.30 

678.60 

156.60 

17.70 

E-6 

439.50 

645.90 

218.70 

9.90 

0-1 

447.60 

607.20 

169.50 

13.20 

E-5 

405.30 

580.80 

186.00 

8.70 

0-3  E 

723.30 

854.40 

139.50 

22.20 

E-4 

352.50 

504.60 

161.10 

8.10 

0-2E 

614.70 

771.00 

166.50 

17.70 

E-3 

345.90 

469.80 

131.70 

7.80 

0-1 E 

528.90 

712.50 

195.00 

13.20 

E-2 

281.10 

447.60 

176.70 

7.20  i 

E-1 

250.80 

447.60 

208.80 

6.90 

Family  Separation  Allowance 

Basic  Allowance  for  Subsistence  (Monthly  Amount) 

All  Grades:  $250  (P.L.  108-11  provided  for  a  temporary  increase  October  1,  2002  through 

September  30,  2003.  Amount  will  revert  to  $100  unless  statute  extended  or  becomes  permanent). 

Officers: 

167.20 

Enlisted: 

RIKNA  262.50  |  Standard  242.81' 

Standard  Initial  Clothing  Allowances  (Enlisted  Members  Only) 

Personal  Money  Allowance 

Army 

Navy  (E-1  to  E-6) 

Air  Force 

Marine  Corps 

Pay  Grade 

Amount  (Annually) 

Male 

Female 

Male 

Female 

Male 

Female 

Male 

Female 

Chairman  or  Vice  Chairman  JCS 

4,000.00 

1,172.73 

1,409.08 

1,202.85 

1,569.40 

1,095.80 

1,291.27 

1,186.27 

1 ,484.02 

Chiefs  of  Services 

4,000.00  | 

Cas 

;h  Clothi 

ng  Replacement  Allowances  (Enlisted  Members  Only) 

Senior  Member  of  the  Military  Staff 
Committee  of  the  United  Nation 

2,700.00  +500 

Type 

Army 

Navy 

Air  Force 

Marine  Corps 

Male 

Female 

Male 

Female 

Male 

Female 

Male 

Female 

General  or  Admiral 

2,200.00 

Basic 

284.40 

342.00 

291.60 

342.00 

205.20 

241.20 

226.80 

255.60 

Lieutenant  General  or  Vice  Admiral 

500.00 

Standard 

406.80 

489.60 

414.00 

486.00 

295.20 

342.00 

324.00 

367.20 

Senior  Enlisted  Member  of  a  Military 
Service 

2,000.00 

Special 

0 

0 

608.40 

748.80 

0 

0 

0 

0 

Civilian  Clothing  Allowance 

For  other  pays  or  specific  requirements  for  the  pay  cited  in  this  table, 
go  to  the  web  at: 

http://www.dtic.mil/comptroller/fmr/07a/index.html 

Type  of  Duty 

Initial 

Replacement 

15  days  in  30  day  period 

30  days  in  36  months 
period 

Permanent 

822.03 

274.01 

0 

0 

Temporary 

0 

0 

274.01 

548.02 

BASIC  PAY— EFFECTIVE  JANUARY  1,  20041' 


Cumulative  Years  of  Service 


Pay 

Grade 

2  or 
less 

Over 

2 

Over 

3 

Over 

4 

Over 

6 

Over 

8 

Over 

10 

Over 

12 

Over 

14 

Over 

16 

Over 

18 

Over 

20 

Over 

22 

Over 

24 

Over 

26 

0-1 O2' 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

12524.70 

12586.20 

12847.80 

13303.80 

0-9 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

10954.50 

11112.30 

11340.30 

11738.40 

0-8 

7751.10 

8004.90 

8173.20 

8220.60 

8430.30 

8781.90 

8863.50 

9197.10 

9292.80 

9579.90 

9995.70 

10379.10 

10635.30 

10635.30 

10635.30 

0-7 

6440.70 

6739.80 

6878.40 

6988.50 

7187.40 

7384.20 

7611.90 

7839.00 

8066.70 

8781.90 

9386.10 

9386.10 

9386.10 

9386.10 

9433.50 

0-6 

4773.60 

5244.30 

5588.40 

5588.40 

5609.70 

5850.00 

5882.10 

5882.10 

6216.30 

6807.30 

7154.10 

7500.90 

7698.30 

7897.80 

8285.40 

0-5 

3979.50 

4482.90 

4793.40 

4851.60 

5044.80 

5161.20 

5415.90 

5602.80 

5844.00 

6213.60 

6389.70 

6563.40 

6760.80 

6760.80 

6760.80 

0-4 

3433.50 

3974.70 

4239.90 

4299.00 

4545.30 

4809.30 

5137.80 

5394.00 

5571.60 

5673.60 

5733.00 

5733.00 

5733.00 

5733.00 

5733. 0C| 

0-3 

3018.90 

3422.40 

3693.90 

4027.20 

4220.10 

4431.60 

4568.70 

4794.30 

4911.30 

4911.30 

4911.30 

4911.30 

4911.30 

4911.30 

4911.30 

0-2 

2608.20 

2970.60 

3421.50 

3537.00 

3609.90 

3609.90 

3609.90 

3609.90 

3609.90 

3609.90 

3609.50 

3609.50 

3609.50 

3609.50 

3609.50 

0-1 

2264.40 

2356.50 

2848.50 

2848.50 

2848.50 

2848.50 

2848.50 

2848.50 

2848.50 

2848.50 

2848.50 

2848.50 

2848.50 

2848.50 

2848.50 

0-3E- 

0.00 

0.00 

0.00 

4027.20 

4220.10 

4431.60 

4568.70 

4794.30 

4984.20 

5092.80 

5241.30 

5241.30 

5241.30 

5241.30 

5241.30 

0-2E- 

0.00 

0.00 

0.00 

3537.00 

3609.90 

3724.80 

3918.60 

4068.60 

4180.20 

4180.20 

4180.20 

4180.20 

4180.20 

4180.20 

4180.20 

0-1 EJ/ 

o.oo 

0.00 

0.00 

2848.50 

3042.30 

3154.50 

3269.40 

3382.20 

3537.00 

3537.00 

3537.00 

3537.00 

3537.00 

3537.00 

3537.00 

W-5 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

5360.70 

5544.30 

5728.80 

5914.20 

W-4 

3119.40 

3355.80 

3452.40 

3547.20 

3710.40 

3871.50 

4035.00 

4194.30 

4359.00 

4617.30 

4782.60 

4944.30 

5112.00 

5277.00 

5445.90 

W-3 

2848.80 

2967.90 

3089.40 

3129.30 

3257.10 

3403.20 

3595.80 

3786.30 

3988.80 

4140.60 

4291.80 

4356.90 

4424.10 

4570.20 

4716.30 

W-2 

2505.90 

2649.00 

2774.10 

2865.30 

2943.30 

3157.80 

3321.60 

3443.40 

3562.20 

3643.80 

3712.50 

3843.00 

3972.60 

4103.70 

4103.70 

W-1 

2212.80 

2394.00 

2515.20 

2593.50 

2802.30 

2928.30 

3039.90 

3164.70 

3247.20 

3321.90 

3443.70 

3535.80 

3535.80 

3535.80 

3535.80 

E-9^ 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

3769.20 

3854.70 

3962.40 

4089.30 

4216.50 

4421.10 

4594.20 

4776.60 

5054.7<J, 

E-8 

0.00 

0.00 

0.00 

0.00 

0.00 

3085.50 

3222.00 

3306.30 

3407.70 

3517.50 

3715.50 

3815.70 

3986.40 

4081.20 

4314.3ti 

E-7 

2145.00 

2341.20 

2430.60 

2549.70 

2642.10 

2801.40 

2891.10 

2980.20 

3139.80 

3219.60 

3295.50 

3341.70 

3498.00 

3599.10 

3855.00 

E-6 

1855.50 

2041.20 

2131.20 

2218.80 

2310.00 

2516.10 

2596.20 

2685.30 

2763.30 

2790.90 

2809.80 

2809.80 

2809.80 

2809.80 

2809.80 

E-5 

1700.10 

1813.50 

1901.10 

1991.10 

2130.60 

2250.90 

2339.70 

2367.90 

2367.90 

2367.90 

2367.90 

2367.90 

2367.90 

2367.90 

2367.90 

E-4 

1558.20 

1638.30 

1726.80 

1814.10 

1891.50 

NOTES: 

1  While  serving  as  JCS/Vice  JCS,  CNO,  CMC,  Army/Air  Force  CS,  basic  pay  is  $14,634.20  (See  note  2). 

2.  Basic  pay  for  an  0-7  to  0-10  is  limited  by  Level  III  of  the  Executive  Schedule  which  is  $12,050.00.  Basic  pay  for  0-6  and 
below  is  limited  by  Level  V  of  the  Executive  Schedule  which  is  $10,608.30 

3.  Applicable  to  0-1  to  0-3  with  at  least  4  years  &  1  day  of  active  duty  or  1460  points  as  a  warrant  and/or  enlisted  member. 

See  DoDFMR  for  more  detailed  explanation  on  who  is  eligible  for  this  special  basic  pay  rate. 

4.  For  the  MCPO  of  the  Navy,  CMSgt  of  the  AF,  Sergeant  Major  of  the  Army  or  Marine  Corps,  basic  pay  is  $6,090.90.  Combat 
Zone  Tax  Exclusion  for  0-1  and  above  is  based  on  this  basic  pay  rate  plus  HFP/IDP  which  is  $225.00. 

E-3 

1407.00 

1495.50 

1585.50 

1585.50 

1585.50 

E-2 

1337.70 

1337.70 

1337.70 

1337.70 

1337.70 

E-1 

4  mos  + 

1193.40 

1193.40 

1193.40 

1193.40 

1193.40 

E-1 

1,104.00 

ALLOWANCES 


Basic  Allowance  for  Housing  Type  II,  Differential  and  Partial 


Pay 

Grade 

Without 

Dependent 

With 

Dependent 

Differential 

Partial 

Pay 

Grade 

Without 

Dependent 

With 

Dependent 

Differential 

Partial 

0-10 

1,050.60 

1,292.70 

260.10 

50.70 

W-5 

873.60 

954.90 

86.40 

25.20 

0-9 

1,050.60 

1,292.70 

260.10 

50.70 

W-4 

775.80 

875.10 

106.50 

25.20 

0-8 

1,050.60 

1 ,292.70 

260.10 

50.70 

W-3 

652.20 

802.20 

160.80 

20.70 

0-7 

1 ,050.60 

1,292.70 

260.10 

50.70 

W-2 

578.70 

737.40 

169.80 

15.90 

0-6 

963.90 

1,163.70 

215.40 

39.60 

W-1 

485.10 

637.80 

164.40 

13.80 

0-5 

927.90 

1,121.70 

208.20 

33.00 

E-9 

637.20 

840.00 

217.50 

18.60 

0-4 

859.80 

988.80 

138.30 

26.70 

E-8 

585.00 

774.60 

203.40 

15.30  i 

0-3 

689.40 

818.10 

138.00 

22.20 

E-7 

499.50 

719.10 

235.80 

12.00 

0-2 

546.60 

698.40 

162.90 

17.70 

E-6 

452.10 

664.50 

227.70 

9.90 

0-1 

460.50 

624.90 

176.40 

13.20 

E-5 

417.00 

597.60 

193.50 

8.70 

0-3E 

744.30 

879.30 

145.20 

22.20 

E-4 

362.70 

519.30 

167.70 

8.10 

0-2E 

632.40 

793.50 

173.40 

17.70 

E-3 

355.80 

483.30 

137.10 

7.80  | 

0-1 E 

544.20 

733.20 

203.10 

13.20 

E-2 

289.20 

460.50 

183.90 

7.20 

E-1 

250.80 

447.60 

208.80 

6.90 

Family  Separation  Allowance 

Basic  Allowance  for  Subsistence 

All  Grades:  $250  (Statute  provided  for  a  temporary  increase  October  1,  2002  through  December  30, 
2004.  Amount  will  revert  to  $100  unless  statute  extended  or  becomes  permanent). 

Officers: 

175.23 

Enlisted: 

RIKNA  262.50  |  Standard  254.46 

Standard  Initial  Clothing  Allowances  (Enlisted  Members  Only) 

Personal  Money  Allowance  (Monthly  Amount) 

Army 

Navy  (E-1  to  E-6) 

Air  Force 

Marine  Corps 

Pay  Grade 

Amount 

Male 

Female 

Male 

Female 

Male 

Female 

Male 

Female 

Chairman  or  Vice  Chairman  JCS 

333.33 

1,211.64 

1 ,464.84 

1,182.16 

1,549.48 

1,110.05 

1,313.93 

1,213.35 

1,507.24 

Chiefs  of  Services 

333.33  4 

Cash  Clothing  Replacement  Allowances  (Enlisted  Members  Only) 

Senior  Member  of  the  Military  Staff  Committee 
of  the  United  Nation 

225.00 

Type 

Army 

Navy 

Air  Force 

Marine  Corps 

Male 

Female 

Male 

Female 

Male 

Female 

Male 

Female 

General  or  Admiral 

183.33 

Basic 

324.00 

381.60 

291.60 

334.80 

216.00 

248.40 

237.60 

266.40 

Lieutenant  General  or  Vice  Admiral 

41.67 

Standard 

460.80 

543.60 

414.00 

478.80 

309.60 

352.80 

338.40 

381.60 

Senior  Enlisted  Member  of  a  Military  Service 

166.67 

Special 

0 

0 

597.60 

720.00 

0 

0 

0 

0 

For  other  pays  or  specific  requirements  for  the  pay  cited  in  this  table, 
go  to  the  web  at: 

http://www.dtic.mil/comptroller/fmr/07a/index.html 

Civilian  Clothing  Allowance 

Type  of  Duty 

Initial 

Replacement 

15  days  in  30  day  period 

30  days  in  36  months  period 

Permanent 

834.57 

278.19 

0 

0 

Temporary 

0 

0 

278.19 

556.38 

PROPOSED  BASIC  PAY— EFFECTIVE  JANUARY  1,  2005r 


Pay 

Grade 

2  or 
less 

Over 

2 

Over 

3 

Over 

4 

Over 

6 

Over 

8 

Over 

10 

Over 

12 

Over 

14 

Over 

16 

Over 

18 

Over 

20 

Over 

22 

Over 

24 

Over 

26 

0-1 02' 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

12,963.00 

13,026.60 

13,297.50 

13,769.40 

0-9 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

11,337.90 

11,501.10 

11,737.20 

12,149.10 

0-8 

8,022.30 

8,285.10 

8,459.40 

8,508.30 

8,725.50 

9,089.40 

9,173.70 

9,519.00 

9,618.00 

9,915.30 

10,345.50 

10,742.40 

11,007.60 

11,007.60 

11,007.60 

0-7 

6,666.00 

6,975.60 

7,119.00 

7,233.00 

7,439.10 

7,642.50 

7,878.30 

8,113.50 

8,349.00 

9,089.40 

9,714.60 

9,714.60 

9,714.60 

9,714.60 

9,763.80 

0-6 

4,940.70 

5,427.90 

5,784.00 

5,784.00 

5,805.90 

6,054.90 

6,087.90 

6,087.90 

6,433.80 

7,045.50 

7,404.60 

7,763.40 

7,967.70 

8,174.10 

8,575.50 

0-5 

4,118.70 

4,639.80 

4,961.10 

5,021.40 

5,221.50 

5,341.80 

5,605.50 

5,799.00 

6,048.60 

6,431.10 

6,613.20 

6,793.20 

6,997.50 

6,997.50 

6,997.50 

0-4 

3,553.80 

4,113.90 

4,388.40 

4,449.60 

4,704.30 

4,977.60 

5,317.50 

5,582.70 

5,766.60 

5,872.20 

5,933.70 

5,933.70 

5,933.70 

5,933.70 

5,933.7(/ 

0-3 

3,124.50 

3,542.10 

3,823.20 

4,168.20 

4,367.70 

4,586.70 

4,728.60 

4,962.00 

5,083.20 

5,083.20 

5,083.20 

5,083.20 

5,083.20 

5,083.20 

5,083.2o' 

0-2 

2,699.40 

3,074.70 

3,541.20 

3,660.90 

3,736.20 

3,736.20 

3,736.20 

3,736.20 

3,736.20 

3,736.20 

3,736.20 

3,736.20 

3,736.20 

3,736.20 

3,736.20 

0-1 

2,343.60 

2,439.00 

2,948.10 

2,948.10 

2,948.10 

2,948.10 

2,948.10 

2,948.10 

2,948.10 

2,948.10 

2,948.10 

2,948.10 

2,948.10 

2,948.10 

2,948.10 

0-3  E- 

0.00 

0.00 

0.00 

4,168.20 

4,367.70 

4,586.70 

4,728.60 

4,962.00 

5,158.50 

5,271.00 

5,424.60 

5,424.60 

5,424.60 

5,424.60 

5,424.60 

O-IE* 

0.00 

0.00 

0.00 

3,660.90 

3,736.20 

3,855.30 

4,055.70 

4,211.10 

4,326.60 

4,326.60 

4,326.60 

4,326.60 

4,326.60 

4,326.60 

4,326.60 

0-1 E- 

0.00 

0.00 

0.00 

2,948.10 

3,148.80 

3,264.90 

3,383.70 

3,500.70 

3,660.90 

3,660.90 

3,660.90 

3,660.90 

3,660.90 

3,660.90 

3,660.90 

W-5 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

5,548.20 

5,738.40 

5,929.20 

6,121.20 

W-4 

3,228.60 

3,473.40 

3,573.30 

3,671.40 

3,840.30 

4,007.10 

4,176.30 

4,341.00 

4,511.70 

4,779.00 

4,950.00 

5,117.40 

5,290.80 

5,461.80 

5,636.40 

W-3 

2,948.40 

3,071.70 

3,197.40 

3,238.80 

3,371.10 

3,522.30 

3,721.80 

3,918.90 

4,128.30 

4,285.50 

4,442.10 

4,509.30 

4,578.90 

4,730.10 

4,881.30 

W-2 

2,593.50 

2,741.70 

2,871.30 

2,965.50 

3,046.20 

3,268.20 

3,438.00 

3,564.00 

3,687.00 

3,771.30 

3,842.40 

3,977.40 

4,111.50 

4,247.40 

4,247.40 

W-1 

2,290.20 

2,477.70 

2,603.10 

2,684.40 

2,900.40 

3,030.90 

3,146.40 

3,275.40 

3,360.90 

3,438.30 

3,564.30 

3,659.70 

3,659.70 

3,659.70 

3,659.70 

E-9^' 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

3,901.20 

3,989.70 

4,101.00 

4,232.40 

4,364.10 

4,575.90 

4,755.00 

4,943.70 

5,231.70 

E-8 

0.00 

0.00 

0.00 

0.00 

0.00 

3,193.50 

3,334.80 

3,422.10 

3,527.10 

3,640.50 

3,845.40 

3,949.20 

4,125.90 

4,224.00 

4,465.2C( 

E-7 

2,220.00 

2,423.10 

2,515.80 

2,638.80 

2,734.50 

2,899.50 

2,992.20 

3,084.60 

3,249.60 

3,332.40 

3,410.70 

3,458.70 

3,620.40 

3,725.10 

3,990.00 

E-6 

1,920.30 

2,112.60 

2,205.90 

2,296.50 

2,391.00 

2,604.30 

2,687.10 

2,779.20 

2,859.90 

2,888.70 

2,908.20 

2,908.20 

2,908.20 

2,908.20 

2,908.20 

E-5 

1,759.50 

1,877.10 

1,967.70 

2,060.70 

2,205.30 

2,329.80 

2,421.60 

2,450.70 

2,450.70 

2,450.70 

2,450.70 

2,450.70 

2,450.70 

2,450.70 

2,450.70 

E-4 

1,612.80 

1,695.60 

1,787.10 

1,877.70 

1,957.80 

NOTES: 

E-3 

1 ,456.20 

1,547.70 

1,641.00 

1,641.00 

1,641.00 

1  While  serving  as  JCS/Vice  JCS,  CNO,  CMC,  Army/Air  Force  CS,  commander  of  a  unified  or  specified  combatant 
command,  basic  pay  is  $15,146.40  (See  note  2). 

2.  Basic  pay  for  an  0-7  to  0-10  is  limited  by  Level  III  of  the  Executive  Schedule  which  is  $12,433.20.  Basic  pay  for  0-6  and 
below  is  limited  by  Level  V  of  the  Executive  Schedule  which  is  $10,950.00. 

3.  Applicable  to  0-1  to  0-3  with  at  least  4  years  &  1  day  of  active  duty  or  more  than  1460  points  as  a  warrant  and/or  enlisted 

member.  See  DoDFMR  for  more  detailed  explanation  on  who  is  eligible  for  this  special  basic  pay  rate.  ! 

4.  For  the  MCPO  of  the  Navy,  CMSgt  of  the  AF,  Sergeant  Major  of  the  Army  or  Marine  Corps,  basic  pay  is  $6,304.20.  Combat 
Zone  Tax  Exclusion  for  0-1  and  above  is  based  on  this  basic  pay  rate  plus  HFP/IDP  which  is  $225.00. 

E-2 

1,384.50 

1,384.50 

1,384.50 

1 ,384.50 

1,384.50 

E-1 

4  mos  + 

1,235.10 

1,235.10 

1,235.10 

1,235.10 

1,235.10 

E-1 

-4  mos 

1,142.70 

Pay 

Grade 

Without 

Dependent 

With 

Dependent 

Differential 

Partial 

Pay 

Grade 

Without 

Dependent 

With 

Dependent 

Differential 

Partial 

0-10 

1096.80 

1349.70 

269.10 

50.70 

W-5 

912.00 

996.90 

89.40 

25.20 

0-9 

1096.80 

1349.70 

269.10 

50.70 

W-4 

810.00 

913.50 

110.10 

25.20 

0-8 

1096.80 

1349.70 

269.10 

50.70 

W-3 

681.00 

837.60 

166.50 

20.70 

0-7 

1096.80 

1349.70 

269.10 

50.70 

W-2 

604.20 

769.80 

175.80 

15.90 

0-6 

1006.20 

1215.00 

222.90 

39.60 

W-1 

506.40 

666.00 

170.10 

13.80 

0-5 

968.70 

1171.20 

215.40 

33.00 

E-9 

665.10 

876.90 

225.00 

18.60 

O^ 

897.60 

1032.30 

143.10 

26.70 

E-8 

610.80 

808.80 

210.60 

15.30  t 

0-3 

719.70 

854.10 

142.80 

22.20 

E-7 

521 .40 

750.60 

244.20 

12.00  " 

0-2 

570.60 

729.00 

168.60 

17.70 

E-6 

471.90 

693.60 

235.80 

9.90 

0-1 

480.90 

652.50 

182.70 

13.20 

E-5 

435.30 

624.00 

200.40 

8.70 

0-3E 

777.00 

918.00 

150.30 

22.20 

E-4 

378.60 

542.10 

173.70 

8.10 

0-2  E 

660.30 

828.30 

179.40 

17.70 

E-3 

371 .40 

504.60 

141.90 

7.80 

0-1 E 

568.20 

765.60 

210.30 

13.20 

E-2 

301 .80 

480.90 

190.20 

7.20 

E-1 

250.80 

447.60 

208.80 

6.90 

ALLOWANCES 


Basic  Allowance  for  Housing  Type  II,  Differential  and  Partial 


Family  Separation  Allowance 

Basic  Allowance  for  Subsistence 

All  Grades:  $250 

Officers: 

183.99 

Enlisted: 

267.18 

Standard  Initial  Clothing  Allowances  (Enlisted  Members  Only) 


Army 


Navy  (E-1  to  E-6) 


Male 

1,252.09 


Female 

1~453~58 


Personal  Money  Allowance  (Monthly  Amount) 


Pay  Grade 


Male  Female 

1/191  '.50Tl~.505.23 


Cash  Clothing  Replacement  Allowances  (Enlisted  Members  Only) 


Special 


Army  _ 


Navy 


597.60  626.40 


Male 

298.80 


Female 

331.20 


421.20  428.40  471.60  378.00  424. 


^arine  Corps 


Male 

266.40 


Female 

298.80 


Chairman  or  Vice  Chairman  JCS 
Chiefs  of  Services_ 

Senior  Member  of  the  Military  Staff  Committee 

of  the  United  Nation 

General  or  Admiral 

Lieutenant  General  or  Vice  Admiral 

Senior  Enlisted  Member  of  a  Military  Service 


Amount 

’  333.33 

_  333.33  | 
225.00 


_183.33_ 
41.67" 
”l  66.67 


Type  of  Duty 


Temporary 


Civilian  Clothing  Allowance 


Replacement 


15  days  in  30  day  period 


30  days  in  36  months  period 


For  other  pays  or  specific  requirements  for  the  pay  cited  in  this  table, 
go  to  the  web  at: 


http://www.dtic.mil/comptroller/fmr/07a/index.html 


BASIC  PAY— EFFECTIVE  JANUARY  1,  2006- 


Cumulative  Years  of  Service 

Pay 

2  or 
less 

Over 

2 

Over 

3 

Over 

4 

Over 

6 

Over 

8 

Over 

10 

Over 

12 

Over 

14 

Over 

16 

Over 

18 

Over 

20 

Over 

22 

Over 

24 

Over 

26 

0-1 0* 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

13,365.00 

13,430.40 

13,709.70 

14,196.30 

0-9 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

11,689.50 

11,857.50 

12,101.10 

12,525.60 

0-8 

8,271.00 

8,541.90 

8,721.60 

8,772.00 

8,996.10 

9,371.10 

9,458.10 

9,814.20 

9,916.20 

10,222.80 

10,666.20 

11,075.40 

11,348.70 

11,348.70 

11,348.70 

0-7 

6,872.70 

7,191.90 

7,339.80 

7,457.10 

7,669.80 

7,879.50 

8,122.50 

8,364.90 

8,607.90 

9,371.10 

10,015.80 

10,015.80 

10,015.80 

10,015.80 

10,066.50 

0-6 

5,094.00 

5,596.20 

5,963.40 

5,963.40 

5,985.90 

6,242.70 

6,276.60 

6,276.60 

6,633.30 

7,263.90 

7,634.10 

8,004.00 

8,214.60 

8,427.60 

8,841.30 

0-5 

4,246.50 

4,783.50 

5,115.00 

5,177.10 

5,383.50 

5,507.40 

5,779.20 

5,978.70 

6,236.10 

6,630.60 

6,818.10 

7,003.80 

7,214.40 

7,214.40 

7,214.40 

3,663.90 

4,241.40 

4,524.30 

4,587.60 

4,850.10 

5,131.80 

5,482.20 

5,755.80 

5,945.40 

6,054.30 

6,117.60 

6,117.60 

6,117.60 

6,117.60 

6,117.60 

>3 

3,221.40 

3,651.90 

3,941.70 

4,297.50 

4,503.00 

4,728.90 

4,875.30 

5,115.90 

5,240.70 

5,240.70 

5,240.70 

5,240.70 

5,240.70 

5,240.70 

5,240.70 

0-2 

2,783.10 

3,170.10 

3,651.00 

3.774.30 

3,852.00 

3,852.00 

3,852.00 

3,852.00 

3,852.00 

3,852.00 

3,852.00 

3,852.00 

3,852.00 

3,852.00 

3,852.00 

0-1 

2,416.20 

2,514.60 

3,039.60 

3,039.60 

3,039.60 

3,039.60 

3,039.60 

3,039.60 

3,039.60 

3,039.60 

3,039.60 

3,039.60 

3,039.60 

3,039.60 

3,039.60 

0-3E2' 

0.00 

0.00 

0.00 

4,297.50 

4,503.00 

4,728.90 

4,875.30 

5,115.90 

5,318.40 

5,434.50 

5,592.90 

5,592.90 

5,592.90 

5,592.90 

5,592.90 

0-2  E- 

0.00 

0.00 

0.00 

3,774.30 

3,852.00 

3,974.70 

4,181.40 

4,341.60 

4,460.70 

4,460.70 

4,460.70 

4,460.70 

4,460.70 

4,460.70 

4,460.70 

0-1 EJ/ 

0.00 

0.00 

0.00 

3,039.60 

3,246.30 

3,366.00 

3,488.70 

3,609.30 

3,774.30 

3,774.30 

3,774.30 

3,774.30 

3,774.30 

3,774.30 

3,774.30 

W-5 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

5,720.10 

5,916.30 

6,113.10 

6,311.10 

W-4 

3,328.80 

3,581.10 

3,684.00 

3,785.10 

3,959.40 

4,131.30 

4,305.90 

4,475.70 

4,651.50 

4,927.20 

5,103.60 

5,276.10 

5,454.90 

5,631.00 

5,811.00 

W-3 

3,039.90 

3,166.80 

3,296.40 

3,339.30 

3,475.50 

3,631.50 

3,837.30 

4,040.40 

4,256.40 

4,418.40 

4,579.80 

4,649.10 

4,720.80 

4,876.80 

5,032.50 

W-2 

2,673.90 

2,826.60 

2,960.40 

3,057.30 

3,140.70 

3,369.60 

3,544.50 

3,674.40 

3,801.30 

3,888.30 

3,961.50 

4,100.70 

4,239.00 

4,379.10 

4,379.10 

W-1 

2,361.30 

2,554.50 

2,683.80 

2,767.50 

2,990.40 

3,124.80 

3,243.90 

3,376.80 

3,465.00 

3,544.80 

3,674.70 

3,773.10 

3,773.10 

3,773.10 

3,773.10 

E-9* 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

4,022.10 

4,113.30 

4,228.20 

4,363.50 

4,499.40 

4,717.80 

4,902.30 

5,097.00 

5,394.00 

0.00 

0.00 

0.00 

0.00 

0.00 

3,292.50 

3,438.30 

3,528.30 

3,636.30 

3,753.30 

3,964.50 

4,071.60 

4,253.70 

4,354.80 

4,603.50 

f - 

t£-7 

2,288.70 

2,498.10 

2,593.80 

2,720.70 

2,819.40 

2,989.50 

3,084.90 

3,180.30 

3,350.40 

3,435.60 

3,516.30 

3,565.80 

3,732.60 

3,840.60 

4,113.60 

E-6 

1,979.70 

2,178.00 

2,274.30 

2,367.60 

2,465.10 

2,685.00 

2,770.50 

2,865.30 

2,948.70 

2,978.10 

2,998.50 

2,998.50 

2,998.50 

2,998.50 

2,998.50 

E-5 

1,814.10 

1,935.30 

2,028.60 

2,124.60 

2,273.70 

2,402.10 

2,496.60 

2,526.60 

2,526.60 

2,526.60 

2,526.60 

2,526.60 

2,526.60 

2,526.60 

2,526.60 

E-4 

1,662.90 

1,748.10 

1,842.60 

1 ,935.90 

2,018.40 

NOTES: 

E-3 

1,501.20 

1,595.70 

1,692.00 

1,692.00 

1,692.00 

1  While  serving  as  JCSA/ice  JCS,  CNO,  CMC,  Army/Air  Force  Chief  of  Staff,  commander  of  a  unified  or  specified  combatant 
command,  basic  pay  is  $15,615.90  (See  note  2). 

2.  Basic  pay  for  an  0-7  to  0-10  is  limited  by  Level  III  of  the  Executive  Schedule  which  is  $12,666.60.  Basic  pay  for  0-6  and 
below  is  limited  by  Level  V  of  the  Executive  Schedule  which  is  $11,156.20. 

3.  Applicable  to  0-1  to  0-3  with  at  least  4  years  &  1  day  of  active  duty  or  more  than  1460  points  as  a  warrant  and/or  enlisted 
member.  See  DoDFMR  for  more  detailed  explanation  on  who  is  eligible  for  this  special  basic  pay  rate. 

4.  For  the  MCPO  of  the  Navy,  CMSgt  of  the  AF,  Sergeant  Major  of  the  Army,  Marine  Corps  or  Senior  Enlisted  Advisor  of  the 
JCS  basic  oav  is  $6499.50.  CITE  for  0-1  and  above  is  based  on  this  basic  pay  rate  plus  HFP/IDP  which  is  $225.00. 

E-2 

1,427.40 

1,427.40 

1,427.40 

1,427.40 

1,427.40 

E-1 

4  mos  + 

1,273.50 

1,273.50 

1 ,273.50 

1 ,273.50 

1,273.50 

E-1 

-4  mos 

1,178.10 

0.00 

0.00 

0.00 

0.00 

ALLOWANCES 


Basic  Allowance  for  Housing  Type  II,  Differential  and  Partial 


Pay 

Grade 

Without 

Dependent 

With 

Dependent 

Differential 

Partial 

Pay 

Grade 

Without 

Dependent 

With 

Dependent 

Differential 

Partial 

0-10 

1,161.60 

1,429.20 

277.50 

50.70 

W-5 

965.70 

1,055.70 

92.17 

25.20 

0-9 

1,161.60 

1,429.20 

277.50 

50.70 

W-4 

857.70 

967.50 

113.51 

25.20 

0-8 

1,161.60 

1,429.20 

277.50 

50.70 

W-3 

721 .20 

887.10 

171.66 

20.70 

0-7 

1,161.60 

1,429.20 

277.50 

50.70 

W-2 

639.90 

815.10 

181.25 

15.90  ! 

0-6 

1,065.60 

1,286.70 

229.80 

39.60 

W-1 

536.40 

705.30 

175.37 

13.80 

0-5 

1,026.00 

1,240.20 

222.00 

33.00 

E-9 

704.40 

928.50 

231.98 

18.60 

0-4 

950.70 

1,093.20 

147.60 

26.70 

E-8 

646.80 

856.50 

217.13 

15.30 

)  0-3 

762.30 

904.50 

147.30 

22.20 

E-7 

552.30 

795.00 

251.77 

12.00 

0-2 

604.20 

771.90 

173.70 

17.70 

E-6 

499.80 

734.40 

243.11 

9.90 

0-1 

509.40 

690.90 

188.40 

13.20 

E-5 

461.10 

660.90 

206.61 

8.70 

0-3E 

822.90 

972.30 

155.10 

22.20 

E-4 

400.80 

574.20 

179.08 

8.10 

0-2E 

699.30 

877.20 

185.10 

17.70 

E-3 

393.30 

534.30 

146.30 

7.80 

0-1 E 

601.80 

810.90 

216.90 

13.20 

E-2 

319.50 

509.40 

196.10 

7.20 

E-1 

285.30 

509.40 

231.98 

6.90 

Family  Separation  Allowance 

Basic  Allowance  for  Subsistence 

All  Grades:  $250 

Officers: 

187.49 

Enlisted: 

272.26 

Standard  Initial  Clothinq  Allowances  (Enlisted  Members  Only) 

Personal  Money  Allowance  (Monthly  Amount) 

Army 

Navy  (E-1  to  E-6) 

Air  Force 

Marine  Corps 

Pay  Grade 

Amount 

Male 

Female 

Male 

Female 

Male 

Female 

Male 

Female 

Chairman  or  Vice  Chairman  JCS 

333.33 

1,283.49 

1,551.49 

1,157.21 

1,371.69 

1,235.51 

1,445.25 

1,173.30 

1,409.25 

Chiefs  of  Services 

333.33 

Cash  Clothing  Replacement  Allowances  (Enlisted  Members  Only) 


Type 

Army 

Navy 

Air  Force 

Marine  Corps 

Male 

Female 

Male 

Female 

Male 

Female 

Male 

Female 

Basic 

356.40 

417.60 

288.00 

291.60 

291.60 

324.00 

255.60 

273.60 

Standard 

511.20 

594.00 

410.40 

414.00 

417.60 

464.40 

367.20 

392.40 

Special 

0 

0 

604.80 

626.40 

0 

0 

0 

0 

Senior  Member  of  the  Military  Staff  Committee 
of  the  United  Nation 
General  or  Admiral 


Lieutenant  General  or  Vice  Admiral 


Senior  Enlisted  Member  of  a  Military  Service  and 
the  Senior  Advisor  of  the  Joint  Chiefs  of  Staff 


225.00 


_183.33_ 

41.67 

166.67" 


Type  of  Duty 


Temporary 


Civilian  Clothing  Allowance 


Replacement 


15  days  in  30  day  period 


30  days  in  36  months  period 


For  other  pays  or  specific  requirements  for  the  pay  cited  in  this  table, 
go  to  the  web  at: 


http://www.  dtic.  mil/comptroller/fmr/07 a/index,  html 


BASIC  PAY— EFFECTIVE  JANUARY  1,  2007' 


Cumulative 

'ears  of  Servici 

Pay 

Grade 

2  or  less 

Over 

2 

Over 

3 

Over 

4 

Over 

6 

Over 

8 

Over 

10 

Over 

12 

Over 

14 

Over 

16 

Over 

18 

Over 

20 

Over 

22 

Over 

24 

Over 

26 

0-1 02 

13,659.00 

13,725.90 

14,011.20 

14,508.60 

0-9 

11,946.60 

12,118.50 

12,367.20 

12,801.30 

0-8 

8,453.10 

8,729.70 

8,913.60 

8,964.90 

9,194.10 

9,577.20 

9,666.30 

10,030.20 

10,134.30 

10,447.80 

10,900.80 

11,319.00 

11,598.30 

11,598.30 

11,598.30 

0-7 

7,023.90 

7,350.00 

7,501.20 

7,621.20 

7,838.40 

8,052.90 

8,301.30 

8,548.80 

8,797.20 

9,577.20 

10,236.00 

10,236.00 

10,236.00 

10,236.00 

10,287.90 

0-6 

5,206.20 

5,719.20 

6,094.50 

6,094.50 

6,117.60 

6,380.10 

6,414.60 

6,414.60 

6,779.10 

7,423.80 

7,802.10 

8,180.10 

8,395.20 

8,613.00 

9,035.70 

0-5 

4,339.80 

4,888.80 

5,227.50 

5,291.10 

5,502.00 

5,628.60 

5,906.40 

6,110.10 

6,373.20 

6,776.40 

6,968.10 

7,158.00 

7,373.10 

7,373.10 

7,373.10 

0-4 

3,744.60 

4,334.70 

4,623.90 

4,688.40 

4,956.90 

5,244.60 

5,602.80 

5,882.40 

6.076.20 

6.187.50 

6,252.30 

6,252.30 

6,252.30 

6.252.30 

6.252.30 

0-3 

3,292.20 

3,732.30 

4,028.40 

4,392.00 

4,602.00 

4,833.00 

4,982.70 

5,228.40 

5,355.90 

5,355.90 

5,355.90 

5,355.90 

5,355.90 

5,355.90 

5,355.90 

">-2 

2,844.30 

3,239.70 

3,731.40 

3,857.40 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

>1 

2,469.30 

2,569.80 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

0-3J 

4,392.00 

4,602.00 

4,833.00 

4,982.70 

5,228.40 

5,435.40 

5,554.20 

5,715.90 

0-2J 

3,857.40 

3,936.60 

4,062.00 

4,273.50 

4,437.00 

4,558.80 

4,558.80 

4,558.80 

0-1 3 

3,106.50 

3,317.70 

3,440.10 

3,565.50 

3,688.80 

3,857.40 

3,857.40 

3,857.40 

W-5 

5,845.80 

6,046.50 

6,247.50 

6,450.00 

W-4 

3,402.00 

3,660.00 

3,765.00 

3,868.50 

4,046.40 

4,222.20 

4,400.70 

4,574.10 

4,753.80 

5,035.50 

5,215.80 

5,392.20 

5,574.90 

5,754.90 

5,938.80 

W-3 

3,106.80 

3,236.40 

3,369.00 

3,412.80 

3,552.00 

3,711.30 

3,921.60 

4,129.20 

4,350.00 

4,515.60 

4,680.60 

4,751.40 

4,824.60 

4,984.20 

5,143.20 

W-2 

2,732.70 

2,888.70 

3,025.50 

3,124.50 

3,209.70 

3,443.70 

3,622.50 

3,755.10 

3,885.00 

3,973.80 

4,048.80 

4,191.00 

4,332.30 

4,475.40 

4,475.40 

W-1 

2,413.20 

2,610.60 

2,742.90 

2,828.40 

3,056.10 

3,193.50 

3,315.30 

3,451.20 

3,541.20 

3,622.80 

3,755.40 

3,856.20 

3,856.20 

3,856.20 

3,856.20 

15*“ 

4,110.60 

4,203.90 

4,321.20 

4,459.50 

4,598.40 

4,821.60 

5,010.30 

5,209.20 

5,512.80 

E-8 

3,364.80 

3,513.90 

3,606.00 

3,716.40 

3,835.80 

4,051.80 

4,161.30 

4,347.30 

4,450.50 

4,704.90 

E-7 

2,339.10 

2,553.00 

2,650.80 

2,780.70 

2,881.50 

3,055.20 

3,152.70 

3,250.20 

3,424.20 

3,511.20 

3,593.70 

3,644.10 

3,814.80 

3,925.20 

4,204.20 

E-6 

2,023.20 

2  226  00 

2  324.40 

2,419.80 

2,519.40 

2,744.10 

2,831.40 

2,928.30 

3,013.50 

3,043.50 

3,064.50 

3,064.50 

3,064.50 

3,064.50 

3,064.50 

E-5 

1 ,854.00 

1,977.90 

2,073.30 

2,171.40 

2,323.80 

2,454.90 

2,551.50 

2,582.10 

2,582.10 

2,582.10 

2,582.10 

2,582.10 

2,582.10 

2,582.10 

2,582.10 

E-4 

1 ,699.50 

1,786.50 

1,883.10 

1,978.50 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

E-3 

1,534.20 

1 ,630.80 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

V2 

1,458.90 

1 ,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,301.40 

1,301.40 

1,301.40 

1,301.40 

1,301.40 

1,301.40 

1,301.40 

1,301.40 

1,301.40 

1,301.40 

1,301.40 

1,301.40 

1,301.40 

1,301.40 

1,301.40 

Basic  pay  for  an  0-7  to  0-10  is  limited  by  Level  II  of  the  Executive  Schedule  which  is  $14,000.10.  Basic  pay  for  0-6  and  below  is  limited  by  Level  V  of  the  Executive  Schedule  which  is  $11,349.90. 

While  serving  as  Chairman,  Joint  Chief  of  Staff/Vice  Chairman,  Joint  Cttef  of  Staff,  Chief  of  Navy  Operations,  Commandant  of  the  Marine  Corps,  Army/Air  Force  Chief  of  Staff,  Commander  of  a  unified  or 
specified  combatant  command,  basic  pay  is  $15,959.40  (See  note  1  above). 

Applicable  to  0-1  to  0-3  with  at  least  4  years  and  1  day  of  active  duty  or  more  than  1460  points  as  a  warrant  and/or  enlisted  member.  See  Department  of  Defense  Financial  Management  Regulations  for 
more  detailed  explanation  on  who  is  eligible  for  this  special  basic  pay  rate.  .  .  .  „  .  ,  , 

For  the  Master  Chief  Petty  Officer  of  the  Navy,  Chief  Master  Sergeant  of  the  AF,  Sergeant  Major  of  the  Army  or  Marine  Corps  or  Senior  Enlisted  Advisor  of  the  JCS,  basic  pay  is  $6,642.60.  Combat  Zone 
Tax  Exclusion  for  0-1  and  above  is  based  on  this  basic  pay  rate  plus  Hostile  Fire  Pay/Imminent  Danger  Pay  which  is  $225.00. 

Applicable  to  E-1  with  4  months  or  more  of  active  duty.  Basic  pay  for  an  E-1  with  less  than  4  months  of  active  duty  is  $1 ,203.90. 


BASIC  PAY— EFFECT 

IVE  APRIL  1,2007’ 

Pay 

Grade 

2  or 

Over 

Over 

3 

°ver 

°6 

8 

Over 

10 

Over 

Over 

14 

Over 

Over 

°20 

Over 

22 

Over 

24 

°2V®r 

Over 

28 

Over 

30 

°32f 

Over 

34 

°36 

°3s’ 

°4V0#r 

0-1  o2 

13,659.00 

13,725.90 

14,011.20 

14,508.60 

14,508.60 

15,234.00 

15,234.00 

15,995.70 

15,995.70 

16,795.50 

16,795.50 

0-9 

11,946.60 

12,118.50 

12,367.20 

12,801.30 

12.801.30 

13,441.50 

13,441.50 

14,113.50 

14,113.50 

14,819.10 

14,819.10 

O-S 

8,453.10 

8,729.70 

8,913.60 

8,964.90 

9,194.10 

9,577.20 

9,666.30 

10,030.20 

10,134.30 

10,447.80 

10,900.80 

11,319.00 

11,598.30 

11,598.30 

11,598.30 

11,598.30 

11,888.40 

11,888.40 

12,185.70 

12,185.70 

12,185.70 

12,185.70 

0-7 

7,023.90 

7,350.00 

7,501.20 

7,621.20 

7,838.40 

8,052.90 

8,301.30 

8,548.80 

8,797.20 

9,577.20 

10,236.00 

10,236.00 

10,236.00 

10,236.00 

10,287.90 

10,287.90 

10,493.70 

10,493.70 

10,493.70 

10,493.70 

10,493.70 

10,493,70 

0-6 

5,206.20 

5,719.20 

6,094.50 

6,094.50 

6,117.60 

6,380.10 

6,414.60 

6,414.60 

6,779.10 

7,423.80 

7,802.10 

8,180.10 

8,395.20 

8,613.00 

9,035.70 

9,035.70 

9,216.30 

9,216.30 

9,216.30 

9,216.30 

9,216.30 

9,216.30 

0-5 

4,339.80 

4,888.80 

5,227.50 

5,291.10 

5,502.00 

5,628.60 

5,906.40 

6,110.10 

6,373.20 

6,776.40 

6,968.10 

7,158.00 

7,373.10 

7,373.10 

7,373.10 

7,373.10 

7,373.10 

7,373.10 

7,373.10 

7,373.10 

7,373.10 

7,373.10 

0-4 

3,744.60 

4,334.70 

4,623.90 

4,688.40 

4,956.90 

5,244.60 

5,602.80 

5,882.40 

6,076.20 

6,187.50 

6,252.30 

6,252.30 

6,252.30 

6,252.30 

6,252.30 

6,252.30 

6,252.30 

6,252.30 

6,252.30 

6,252.30 

6,252.30 

6,252.30 

V5 

3,292.20 

3,732.30 

4,028.40 

4,392.00 

4,602.00 

4,833.00 

4,982.70 

5,228.40 

5,355.90 

5,355.90 

5,355.90 

5,355.90 

5,355.90 

5,355.90 

5,355.90 

5,355.90 

5,355.90 

5,355.90 

5,355.90 

5,355.90 

5,355.90 

5,355.90 

X 

2,844.30 

3,239.70 

3,731.40 

3,857.40 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

3,936.60 

0-1 

2,469.30 

2,569.80 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

3,106.50 

0-33 

4,392.00 

4,602.00 

4,633.00 

4,982.70 

5,228.40 

5,435.40 

5,554.20 

5,715.90 

5,715.90 

5,715.90 

5,715.90 

5,715.90 

5,715.90 

5,715.90 

5,715.90 

5,715.90 

5,715.90 

5,715.90 

5,715.90 

0-23 

3,857.40 

3,936.60 

4,062.00 

4,273.50 

4,437.00 

4,558.80 

4,558.80 

4,558.80 

4,558.80 

4,558.60 

4,558.80 

4,558.80 

4,558.80 

4,558.80 

4,558.80 

4,558.80 

4,558.80 

4,558.80 

4,558.80 

o-i 3 

3,106.50 

3,317.70 

3,440.10 

3,565.50 

3,688.80 

3,857.40 

3,857.40 

3,857.40 

3,857.40 

3,857.40 

3,857.40 

3,857.40 

3,857.40 

3,857.40 

3,857.40 

3,857.40 

3,857.40 

3,857.40 

3,857.40 

W-5 

6,049.50 

6,356.40 

6,585.00 

6,838.20 

6,838.20 

7,180.20 

7,180.20 

7,539.30 

7,539.30 

7,916.40 

7,916.40 

W-4 

3,402.00 

3,660.00 

3,765.00 

3,868.50 

4,046.40 

4,222.20 

4,400.70 

4,669.20 

4,904.40 

5,128.20 

5,310.90 

5,489.70 

5,752.20 

5.967.60 

6,213.60 

6,213.60 

6,337.80 

6,337.80 

6,337.80 

6,337,80 

6,337.80 

6,337.80 

W-3 

3,106.80 

3,236.40 

3,369.00 

3,412.80 

3,552.00 

3,825.90 

4,110.90 

4,245.30 

4,400.40 

4,560.30 

4,847.70 

5,042.40 

5,158.50 

5,282.10 

5,450.10 

5.450.10 

5,450.10 

5,450.10 

5,450.10 

5,450.10 

5,450,10 

5,450.10 

W-2 

2,749.20 

3,009.30 

3,089.40 

3,144.60 

3,322.80 

3.600.00 

3,737.10 

3,872.40 

4,037.70 

4,166.70 

4,284.00 

4,423.80 

4,515.90 

4,589.40 

4,589.40 

4,589.40 

4,589.40 

4,589.40 

4,589.40 

4,589.40 

4,589.40 

4,589.40 

W-1 

2,413.20 

2,672.40 

2,742.90 

2,890.50 

3,065.10 

3,322.20 

3,442.20 

3,610.20 

3,775.50 

3,905.10 

4,024.50 

4,170.00 

4,170.00 

4,170.00 

4,170.00 

4,170.00 

4,170.00 

4,170.00 

4,170.00 

4,170.00 

4,170.00 

4,170.00 

E-94 

4,110.60 

4,203.90 

4,321.20 

4,459.50 

4,598.40 

4,821.60 

5,010.30 

5,209.20 

5,512.80 

5,512.80 

5,788.50 

5,788.50 

6,078.00 

6,078.00 

6,381.90 

6,381.90 

E-8 

3.364.80 

3,513.90 

3,606.00 

3,716.40 

3,835.80 

4,051.80 

4,161.30 

4,347.30 

4,450.50 

4,704.90 

4,704.90 

4,799.10 

4,799.10 

4,799.10 

4,799.10 

4,799.10 

4,799.10 

E-7 

2,339.10 

2,553.00 

2,650.80 

2,780.70 

2,881.50 

3,055.20 

3,152.70 

3,326.70 

3,471.00 

3,569.70 

3,674.40 

3,715.50 

3,852.00 

3,925.20 

4,204.20 

4,204.20 

4,204.20 

4,204.20 

4,204.20 

4,204.20 

4,204.20 

4,204.20 

E-6 

2,023.20 

2,226.00 

2,324.40 

2,419.80 

2,519.40 

2,744.10 

2,831.40 

3,000.00 

3,051.90 

3,089.70 

3,133.50 

3,133.50 

3,133.50 

3.133.50 

3,133.50 

3,133.50 

3,133.50 

3,133.50 

3,133.50 

3,133.50 

3,133.50 

3,133.50 

) 

1,854.00 

1,977.90 

2,073.30 

2,171.40 

2,323.80 

2,483.70 

2,613.90 

2,630.10 

2,630.10 

2,630.10 

2,630.10 

2,630.10 

2,630.10 

2,630.10 

2,630.10 

2,630.10 

2,630.10 

2,630.10 

2,630.10 

2,630.10 

2,630.10 

2,630.10 

1,699.50 

1,786.50 

1,883.10 

1,978.50 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

2,062.80 

E-3 

1,534.20 

1,630.80 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

1,729.20 

E-2 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

1,458.90 

E-1* 

1,301.40 

Notes: 

1.  Basic  pay  for  an  0-7  to  0-10  is  limited  by  Level  II  of  the  Executive  Schedule  which  is  $14,000.10.  Basic  pay  for  0-6  and  below  is  limited  by  Level  V  of  the  Executive  Schedule  which  is  $1 1,349.90. 

2.  While  serving  as  Chairman.  Joint  Chief  of  Staff/Vice  Chairman,  Joint  Chief  of  Staff,  Chief  of  Navy  Operations,  Commandant  of  the  Marine  Corps,  Army/Air  Force  Chief  of  Staff,  Commander  of  a  unified  or 

specified  combatant  command,  basic  pay  is  $17,972.10  (See  note  1  above). 

3.  Applicable  to  0-1  to  0-3  with  at  least  4  years  and  1  day  of  active  duty  or  more  than  1460  points  as  a  warrant  and/or  enlisted  member.  See  Department  of  Defense  Financial  Management  Regulations  for 
more  detailed  explanation  on  who  is  eligible  for  this  special  basic  pay  rate. 

4.  For  the  Master  Chief  Petty  Officer  of  the  Navy,  Chief  Master  Sergeant  of  the  AF,  Sergeant  Major  of  the  Army  or  Marine  Corps  or  Senior  Enlisted  Advisor  of  the  JCS,  basic  pay  is  $6,642.60.  Combat  Zone 
Tax  Exclusion  for  0-1  and  above  is  based  on  this  basic  pay  rate  plus  Hostile  Fire  Pay/Imminent  Danger  Pay  which  is  $225.00. 

5.  Applicable  to  E-1  with  4  months  or  more  of  active  duty.  Basic  pay  for  an  E-1  with  less  than  4  months  of  active  duty  is  $1,203.90. 


Pay 

Grade 


Without  With 
Dependent  Dependent 


ALLOWANCES 


All  Pay  Grades:  $250 


$  50.70 


$  1202.40 


$  1,479.30 


$283.50 


$  1,202.40 


$  1,479.30 


Basic  Allowance  for  Subsistence  (Effective  January  1, 2007) 


$  50.70 


$  1,202.40 


$  1,479.30 


$283.50 


$  50.70 


$  1,202.40 


$  1,479.30 


$  283.50 


Officers:  $192.74 
Enlisted:  $279.88 


$  1,102,80 


$  1,331.70 


$  234.90 


$  1,062.00 


$  1,283.70 


$  226.80 


Clothing  Allowances 


$  26.70 


$  984.00 


$  1,131.60 


Standard  Initial  Clothing  Allowance  (Enlisted  Members  Only) 


$  17.70 


$  625.20 


$  13.20 


$  527.10 


Army  Navy  Air  Force  Marine  Corps 

Male  Female  Male  Female  Male  Female  Male  Female 

1.330.84  1,609.30  1.174.65  1.410.01  1.312.24  1.534.28  1.211.70  1,482.64 


$  1,006.20 


Cash  Clothing  Replacement  Allowance  (Enlisted  Members  Only) 


$  17.70 


$  622.80 


$  839.40 


$  1,092.60 


$  94.20 


$25.20 


$  1,001.40 


$  20.70 


$  746.40 


$918.00 


$  185.10 


Special 


Civilian  Clothing  Allowance 


$  555.30 


Type  of  Duty 


Replacement 


15  days  in  30  days  period  |  30  days  in  36  month  period 


$  18.60 


$  729.00 


$  960.90 


Permanent 


293.78 


$  222.00 


$571.50 


$  822,90 


uporary^ 


293.78 


$517.20 


$  760.20 


$  248.40 


$8.70 


$414.90 


$  594,30 


$  552.90 


1.  While  serving  as  Chairman  or  Vice  Chairman  of  the  JCS, 
or  Army  or  Air  Force  CS,  CNO,  or  CMC 

2.  Senior  Member  of  the  Military  Staff  Committee  of  the  U.N. 

3.  General  or  Admiral 


$7.20 


$  527.10  $  200.40 


$295.20 


$527.10  $237.00 


^UeutenantGeneralViceAdmiral  _ _ 

5.  Senior  Enlisted  Member  of  a  Military  Service 


$333.33 


$225.00 

$183.33 

$41.67 

$166.67 


For  other  pays  or 

http://www.  dtic. 


specific  requirements  for  the  pay 

mil/comptroller/fmr/07a/index. 


cited  in  this  table,  go  to  the  web  at: 

html  


BASIC  PAY— EFFECTIVE  JANUARY  1,  2008 

ay  Grad 

2  or  less 

Over 

2 

Over 

3 

Over 

*6* 

ever 

Over 

10 

Over 

12 

°ver 

°t" 

°2o' 

Over 

22 

%°r 

Over 

28 

Over 

30 

Over 

T 

Over 

36 

v 

40 

0-1 01 2 

14,137.20 

14,206.20 

14,501.70 

15.016.50 

15.016.50 

15.767.10 

15.767.10 

16,555.50 

16,555.50 

17.383.20 

17.383.20 

0-9 

12,364.80 

12,542.70 

12.800.10 

13.249.20 

13,249.20 

13,911.90 

13,911.90 

14,607.60 

14.607.60 

15,337.80 

15,337.80 

0-8 

9.278.70 

9,516.00 

9,912.30 

10,004.70 

10.381.20 

10,488.90 

10,813.50 

11,282.40 

11,715.30 

12.004.20 

12,004.20 

12,004.20 

12.004.20 

12,304.50 

12.304.50 

12,612.30 

12.612.30 

12.612.30 

12.612.30 

0-7 

8112  60 

8  334  90 

8.591.70 

8,847.90 

9.105.00 

9,912.30 

10,594.20 

10,594.20 

10,594.20 

10,594.20 

10.647.90 

10.647.90 

10,860.90 

10,860.90 

10,860.90 

10,860.90 

10,860.90 

10.860.90 

0-6 

5,388.30 

5,919.30 

6,307.80 

6.307.80 

6,331.80 

6,603.30 

6,639.00 

6,639.00 

7.016.40 

7.683.60 

8,075.10 

8.466.30 

8,688.90 

8,914.50 

9,351.90 

9,351.90 

9.538.80 

9.538.80 

9,538.80 

9.538.80 

9.538.80 

9,538.80 

0-5 

4,491.60 

5,059.80 

5,410.50 

5,476.20 

5,694.60 

5,825.70 

6,113.10 

6,324.00 

6,596.40 

7,013.70 

7.212.00 

7,408.50 

7,631.10 

7,631.10 

7,631.10 

7.631.10 

7,631.10 

7,631.10 

7.631.10 

7,631.10 

7,631.10 

7,631.10 

0-4 

4,785.60 

4.852.50 

5.130.30 

5,428.20 

5,799.00 

6.088.20 

6,288.90 

6,404.10 

6,471.00 

6,471.00 

6,471.00 

6,471.00 

6,471.00 

6,471.00 

6.471.00 

6.471.00 

6.471.00 

6,471.00 

6,471.00 

6,471.00 

0-3 

3,407.40 

3,862.80 

4,169.40 

4,545.60 

4,763.10 

5,002.20 

5,157.00 

5,411.40 

5,543.40 

5,543.40 

5,543.40 

5,543.40 

5,543.40 

5,543.40 

5,543.40 

5,543.40 

5,543.40 

5,543.40 

5,543.40 

5.543.40 

5,543.40 

5,543.40 

°-2 

2,943.90 

3,353.10 

3.861.90 

3.992.40 

4.074.30 

4,074.30 

4.074.30 

4,074.30 

4.074.30 

4,074.30 

4,074.30 

4.074.30 

4,074.30 

4,074.30 

4.074.30 

4.074.30 

4,074.30 

4,074.30 

4,074.30 

4.074.30 

4.074.30 

4.074.30 

V 

2.555.70 

2,659.80 

3,215.10 

3.215.10 

3.215.10 

3,215.10 

3,215.10 

3,215.10 

3,215.10 

3,215.10 

3,215.10 

3,215.10 

3.215.10 

3.215.10 

3,215.10 

3,215.10 

3.215.10 

3.215.10 

3.215.10 

3.215.10 

3,215.10 

3.215.10 

0-3* 

0.00 

0.00 

0.00 

4.545.60 

4.763.10 

5.002.20 

5.157.00 

5,411.40 

5.625.60 

5,748.60 

5.916.00 

5,916.00 

5,916.00 

5.916.00 

5.916.00 

5.916.00 

5.916.00 

5.916.00 

5,916.00 

5.916.00 

5.916.00 

5.916.00 

0-23 4 5 

0.00 

0.00 

0.00 

3,992.40 

4,074.30 

4,204.20 

4,423.20 

4.592.40 

4,718.40 

4,718.40 

4.718.40 

4,718.40 

4,718.40 

4,718.40 

4,718.40 

4.718.40 

4.718.40 

4.718.40 

4.718.40 

4.718.40 

4,718.40 

4.718.40 

0-1J 

0.00 

0.00 

3,215.10 

3,433.80 

3,560.40 

3,690.30 

3,817.80 

3,992.40 

3,992.40 

3,992.40 

3,992.40 

3,992.40 

3.992.40 

3,992.40 

3,992.40 

3,992.40 

3.992.40 

3,992.40 

3,992.40 

3,992.40 

3,992.40 

W-5 

0.00 

000 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

6,261.30 

6,579.00 

6,815.40 

7.077.60 

7.077.60 

7,431.60 

7,431.60 

7,803.30 

7,803.30 

8.193.60 

8,193.60 

W-4 

3,521.10 

3,788.10 

3,896.70 

4,003.80 

4,188.00 

4,370.10 

4,554.60 

4,832.70 

5,076.00 

5,307.60 

5,496.90 

5,681.70 

5,953.50 

6.176.40 

6,431.10 

6,431.10 

6,559.50 

6,559.50 

6,559.50 

6,559.50 

6,559.50 

6,559.50 

W-3 

3,215.40 

3,349.80 

3,486.90 

3,532.20 

3,676.20 

3,959.70 

4,254.90 

4,393.80 

4  554.30 

4.719.90 

5,017.50 

5,218.80 

5,339.10 

5,466.90 

5.640.90 

5.640.90 

5,640.90 

5.640.90 

5.640.90 

5,640.90 

5,640.90 

5,640.90 

W-2 

2,845.50 

3.114.60 

3.197.40 

3.254.70 

3,439.20 

3,726.00 

3,867.90 

4,008.00 

4.179.00 

4,312.50 

4,434.00 

4.578.60 

4,674.00 

4.749.90 

4,749.90 

4.749.90 

4.749.90 

4.749.90 

4,749.90 

4.749.90 

4.749.90 

4,749.90 

W-1 

2,497.80 

2.766.00 

2,838.90 

2.991.60 

3.172.50 

3.438.60 

3.562.80 

3,736.50 

3,907.50 

4,041.90 

4,165.50 

4.316.10 

4,316.10 

4,316.10 

4.316.10 

4.316.10 

4,316.10 

4.316.10 

4,316.10 

4.316.10 

4.316.10 

4.316.10 

E-9* 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

4,254.60 

4.350.90 

4,472.40 

4.615.50 

4.759.20 

4,990.50 

5.185.80 

5.391.60 

5.705.70 

5.705.70 

5.991.00 

5.991.00 

6.290.70 

6.290.70 

6,605.40 

6,605.40 

E-8 

0.00 

0.00 

0.00 

0.00 

3,482.70 

3,636.90 

3.732.30 

3.846.60 

3.970.20 

4,193.70 

4,306.80 

4.499.40 

4,606.20 

4.869.60 

4,869.60 

4,967.10 

4,967.10 

4,967.10 

4,967.10 

4.967.10 

4.967.10 

E-7 

2.421.00 

2.642.40 

2,743.50 

2,877.90 

2,982.30 

3.162.00 

3,263.10 

3,443.10 

3,592.50 

3,694.50 

3.803.10 

3,845.40 

3,986.70 

4,062.60 

4.351.20 

4,351.20 

4,351.20 

4,351.20 

4,351.20 

4,351.20 

4,351.20 

4.351.20 

E-8 

2,094.00 

2.304.00 

2,405.70 

2,504.40 

2,607.60 

2,840.10 

2,930.40 

3,105.00 

3,158.70 

3,197.70 

3,243.30 

3.243.30 

3,243.30 

3,243.30 

3,243.30 

3,243.30 

3,243.30 

3,243.30 

3,243.30 

3,243.30 

3.243.30 

3,243.30 

E-5 

1,918.80 

2,047.20 

2,145.90 

2,247.30 

2,405.10 

2,570.70 

2,705.40 

2,722.20 

2,722.20 

2,722.20 

2.722.20 

2,722.20 

2,722.20 

2,722.20 

2.722.20 

2,722.20 

2.722.20 

2,722.20 

2,722.20 

2,722.20 

2.722.20 

2.722.20 

E-4 

1.758.90 

1.848.90 

1.949.10 

2,047.80 

2.135.10 

2,135.10 

2.135.10 

2.135.10 

2.135.10 

2,135.10 

2.135.10 

2.135.10 

2.135.10 

2.135.10 

2.135.10 

2,135.10 

2,135.10 

2.135.10 

2.135.10 

2.135.10 

2.135.10 

2.135.10 

E-3 

1,587.90 

1,687.80 

1,789.80 

i  7rq  an 

1.789.80 

1,789.80 

1.789.80 

1.789.80 

1.789.80 

1,789.80 

1.789.60 

1.789.80 

1.789.80 

1,789.80 

1.789.80 

1.789.80 

1.789.80 

1.789.60 

1.789.80 

1.789.80 

1.789.80 

1.789.80 

)* 

1,509.90 

1,509.90 

1,509.90 

1.509.90 

1.509.90 

1,509.90 

1.509.90 

1.509.90 

1.509.90 

1,509.90 

1,509.90 

1.509.90 

1,509.90 

1,509.90 

1.509.90 

1.509.90 

1,509.90 

1.509.90 

1,509.90 

1,509.90 

1.509.90 

1.509.90 

1  E'15 

1.347.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

0.00 

1 .  Basic  pay  for  an  0-7  to  0-10  is  limited  by  Level  II  of  the  Executive  Schedule  which  is  $14,350.00.  Basic  pay  for  0-6  and  below  is  limited  by  Level  V  of  the  Executive  Schedule  which  is  $11,633.33. 

2.  While  serving  as  Chairman,  Joint  Chief  of  Staff  A/ice  Chairman,  Joint  Chief  of  Staff,  Chief  of  Navy  Operations,  Commandant  of  the  Marine  Corps,  Army/Air  Force  Chief  of  Staff,  Commander  of  a  unified  or 
specified  combatant  command,  basic  pay  is  $18,601 .20  (See  note  1  above). 

3.  Applicable  to  0-1  to  0-3  with  at  least  4  years  and  1  day  of  active  duty  or  more  than  1460  points  as  a  warrant  and/or  enlisted  member.  See  Department  of  Defense  Financial  Management  Regulations  for 
more  detailed  explanation  on  who  is  eligible  for  this  special  basic  pay  rate. 

4.  For  the  Master  Chief  Petty  Officer  of  the  Navy,  Chief  Master  Sergeant  of  the  AF,  Sergeant  Major  of  the  Army  or  Marine  Corps  or  Senior  Enlisted  Advisor  of  the  JCS,  basic  pay  is  $6,875.10.  Combat  Zone 
Tax  Exclusion  for  0-1  and  above  is  based  on  this  basic  pay  rate  plus  Hostile  Fire  Pay/Imminent  Danger  Pay  which  is  $225.00. 

5.  Applicable  to  E-1  with  4  months  or  more  of  active  duty.  Basic  pay  for  an  E-1  with  less  than  4  months  of  active  duty  is  $1 ,245.90. 


ALLOWANCES 


Basic 

iilnsi  rc  r 

ransient 

PatnBy  Snwrifail  Allowance 

Pay 

Grade 

Partial 

Without 

Dependent 

With 

Dependent 

Differential 

All  Pay  Grades:  $250 

0-10 

$  50.70 

$  1202.40 

$  1,479.30 

$283.50 

Basic  Allowance  for  Subsistence  (Effective  January  1, 2007) 

0-9 

$  50.70 

$  1,202.40 

$  1,479.30 

$283.50 

0-8 

$  50.70 

$  1,202.40 

$  1,479.30 

$  283.50 

Officers:  $192.74 

0-7 

$  50.70 

$  1,202.40 

$  1,479.30 

$  283.50 

Enlisted:  $279.88 

0-6 

$  39.60 

$  1,102.80 

$  1,331.70 

$  234.90 

Clothing  Allowances 

"1-5 

$  33.00 

$  1,062.00 

$  1,283.70 

$  226.80 

f-4 

$26.70 

$  984.00 

$  1,131.60 

$  150.90 

Standard  Initial  Clothing  Allowance  (Enlisted  Members  Only)  | 

0-3 

$22.20 

$  789.00 

$  936.30 

$  150.60 

Armv 

Navv  Air  Force 

Marine  Corps 

0-2 

$  17.70 

$  625.20 

$  798.90 

$  177.60 

'  ""‘i 

Male 

rcmale  Ma 

e  Female  Male 

’emale 

Male  Female 

0-1 

$13.20 

$527.10 

$715.20 

$  192.60 

HHI  l 

336.84 

.600.30  LI 74.65  1.410.01  1.312.24  1 

534.28 

1.211.70  1.482.64 

03  E 

$  22.20 

$851.70 

$  1,006.20 

$  158.40 

Cash  Clothing  Replacement  Allowance  (Enlisted  Members  Only)  j 

02  E 

$  17.70 

$  723.90 

$  907.80 

$  189.30 

■ 

Armv 

Navy  Air  Force 

Marine  Corps 

01E 

$  13.20 

$  622.80 

$  839.40 

$  221.70 

1 

Male 

•emalc  Male  Female  Male 

’emale 

Male  Female 

W-5 

$  25.20 

$  999.60 

$  1,092.60 

$  94.20 

i  M*  370.80 

132.00  273.60  280.80  259.50  295.20 

273.60  392.40 

W-4 

$  25.20 

$  887.70 

$  1,001.40 

$  115.80 

Standard  K  .’  .  .Tt 

319.20  392.40  403.20  370.80  4 

21.20 

378.00  421.20 

W-3 

$  20.70 

$  746.40 

$918.00 

$  175.50 

Special  1  ‘ 

0 

0  644.60  669.60  0 

0 

0  0 

W-2 

$  15.90 

$  662.40 

$  843.60 

$  185.10 

Civilian  Clothing  Allowance 

W-l 

$  13.80 

$  555.30 

$  729.90 

$  179.40 

Type  of  Duty 

Initial 

Replacement 

15  days  in  30  days  period 

30  days  in  36  month  period 

E-9 

$  18.60 

$  729.00 

$  960.90 

$  237.00 

Permanent 

881.34 

293.78 

0 

0  ! 

v8 

$  15.30 

$  669.30 

$  886.50 

$  222.00 

Temporary 

0 

0 

293.78 

587.56 

A-i 

$  12.00 

$571.50 

$  822.90 

$257.10 

Personal  Money 

Allowance  (Monthly  Amount 

E-6 

$9.90 

$517.20 

$  760.20 

$  248.40 

1.  While  serving  as  Chairman  or  Vice  Chairman  of  the  JCS, 

$333.33 

E-5 

$8.70 

$  477.30 

$  684.00 

$211.20 

or  Army  or  Air  Force  CS,  CNO,  or  CMC 

_ : 

E-4 

$8.10 

$414.90 

$  594.30 

$  183.00 

2.  Senior  Member  of  the  Military  Staff  Committee  of  the  U.N. 

$225.00 

E-3 

$7.80 

$407.10 

$  552.90 

$  149.70 

3.  General  or  Admiral 

$183.33 

E-2 

$7.20 

$  330.60 

$  527.10 

$  200.40 

4.  Lieutenant  General  Vice  Admiral 

$41.67 

E-l 

$6.90 

$  295.20 

$527.10 

$  237.00 

5.  Senior  Enlisted  Member  of  a  Military  Service 

$166.67 

For  other  pays  or  specific  requirements  for  the  pay  cited  in  this  table,  go  to  the  web  at: 

http://www.  dtic.  mil/comptro  l  ler/fmr/O  7a/index.  htm  l 


BASIC  PAY — EFFECTIVE  JANUARY  1,  2009 


Huor 

Over 

Over 

Over 

Over 

Over 

Over 

Over 

Over 

Over 

2 

3 

6 

8 

10 

12 

18 

20 

22 

24 

26 

28 

30 

32 

34 

36 

38 

0-1  o* 1 2 3 4 5 6 

14,688.60 

14,760.30 

15,06720 

15,602.10 

15,602.10 

16.382.10 

16,382.10 

17,201.10 

17201.10 

18,06120 

0-9 

12,846.90 

13.032.W 

13,299.30 

13,765.80 

13,765.80 

14,454.60 

14.45460 

15,177.30 

15,177.30 

15,936.00 

0-8 

9,387.60 

9,585.30 

9,640.50 

9.887.10 

10,299.00 

10.39500 

10,786.20 

10,898.10 

11,235.30 

11,722.50 

12,172  20 

12.472.50 

12,472.50 

12,472.50 

12,472.50 

12,784.50 

12,784.50 

13.104.30 

13.104.30 

13.104  30 

0-7 

7,553.10 

7,904.10 

8,066.40 

8,195.40 

8,429.10 

8,660.10 

8,926.80 

9,192.90 

9,460.20 

10,299.00 

11,007.30 

11.W7.30 

11,007.30 

11,007.30 

11,063.10 

11,063.10 

11,284.50 

11284.50 

11.284.50 

11284.50 

11284.50 

0-6 

6,553.80 

6,578.70 

6,860.70 

6,897.90 

6,897.90 

7.290.00 

7,983.30 

8,390.10 

8,796.60 

9.027.90 

9.262.20 

9.716.70 

9,716.70 

9,910.80 

9.910.80 

9.910.80 

9.910.80 

9,910.80 

0-5 

4,666.80 

5,257.20 

5,621.40 

5,689.80 

5,916.60 

6.052.80 

6,351.60 

6,570.60 

6,853.80 

7,287.30 

7,493.40 

7,697.40 

7,928.70 

7,928.70 

7,928.70 

7,928.70 

7.928.70 

7.928.70 

7,928.70 

7,928.70 

7,928.70 

0-4 

5,041.80 

5,330.40 

5.640.00 

6,025.20 

6,325.50 

6,534.30 

6,654.00 

6,723.30 

6,723.30 

6,723.30 

6,723.30 

6.723.30 

6,723.30 

6.723.30 

6,723.30 

6,723.30 

6,723.30 

6,723.30 

0-3 

5,197.20 

5.358.00 

5,622.30 

5.759.70 

5.759.70 

5.759.70 

5,759.70 

5,759.70 

5,759.70 

5,759.70 

5.759.70 

5,759.70 

5,759.70 

5.759.70 

5,759.70 

5,759.70 

0-2 

4,233.30 

4,233.30 

4,233.30 

4,233.30 

4,233.30 

4,233.30 

4  233  30 

4,233.30 

4,233.30 

4,233.30 

4,233.30 

4,233.30 

4.233.30 

4233.30 

4,233.30 

4,233.30 

4233.30 

►’I 

2,763.60 

3,340.50 

3,340.50 

3.340.50 

3,340.50 

3,340.50 

3,340.50 

3,340.50 

3,340.50 

3.340.50 

3,340.50 

3,340.50 

3,340.50 

3,340.50 

3,340.50 

3,340.50 

3,340.50 

3,340.50 

3,340.50 

3,340.50 

0-3’ 

4,722.90 

4,948.80 

5.197.20 

5.358.00 

5,622.30 

5,844.90 

5,972.70 

6,146.70 

6,146.70 

6,146.70 

6,146.70 

6,146.70 

6,146.70 

6,146.70 

6,146.70 

6,146.70 

6,146.70 

6.146.70 

0-21 

4,148.10 

4,233.30 

4,368.30 

4,595.70 

4,771.50 

4.902.30 

4,902.30 

4,902.30 

4,902.30 

4,902.30 

4.902.30 

4,902.30 

4.902.30 

4,902.30 

4,902.30 

4,902.30 

4.902.30 

4,902.30 

0-1’ 

3,340.50 

3,567.60 

3,699.30 

3,834.30 

3,966.60 

4,148.10 

4,148.10 

4,148.10 

4,148.10 

4,148.10 

4,148.10 

4,148.10 

4,148.10 

4.148.10 

4,148.10 

4,148.10 

4,148.10 

4,148.10 

W-5 

6,505.50 

6,835.50 

7.081.20 

7,353.60 

7,353.60 

7,721.40 

7,721.40 

8,107.50 

8,107.50 

8,513.10 

W-4 

3,658.50 

3,935.70 

4,048.60 

4.159.80 

4,351.20 

4,540.50 

4,732  20 

5,021.10 

5,274.00 

5,514.60 

5.711.40 

5,903.40 

6,185.70 

6,417.30 

6,681.90 

6.681.90 

6,815.40 

6.815.40 

6,815.40 

6,815.40 

6.815.40 

W-3 

3,340.80 

3,480.30 

3,622.60 

3,669.90 

3,819.60 

4,114.20 

4,420.80 

4,565.10 

4,731.90 

4,904.10 

5.213.10 

5,422.20 

5,547.30 

5,680.20 

5,860.80 

5,860.80 

5,860.80 

5,860.80 

5,860.80 

5,860.80 

5,860.80 

W-2 

2,956.50 

3236.10 

3,322.20 

3,381.60 

3,573.30 

3,871.20 

4,018.80 

4,164.30 

4,341.90 

4,480.80 

4,606.80 

4,757.10 

4,856.40 

4,935.00 

4,935.00 

4,935.00 

4,935.00 

4,935.00 

4,935.00 

4,935.00 

4.935W 

W-1 

2,595.30 

2,874.00 

2,949.60 

3,108.30 

3,296.10 

3.572.70 

3,701.70 

3,882.30 

4,059.90 

4,199.40 

4,328.10 

4,484.40 

4,484.40 

4.484.40 

4,484.40 

4.484.40 

4,484.40 

4,484.40 

4,484.40 

4,484.40 

4,484.40 

E-9' 

4,420.50 

4,520.70 

4,646.70 

4,795.50 

4,944  90 

5.185.20 

5.388.00 

5.601.90 

5.928.30 

5,928  30 

6,224.70 

6.224.70 

6,536.10 

6,536.10 

6.863.10 

E-8 

3,618.60 

3,778.80 

3,877.80 

3,996.60 

4,125.00 

4,357.20 

4,474.80 

4,674.90 

4,785.90 

5,059.50 

5,059.50 

5,160.90 

5,160.90 

5,160.90 

5,160.90 

5,160.90 

E-7 

2,515.50 

2,745.60 

2,850.60 

2,990.10 

3,098.70 

3,285.30 

3,390.30 

3,577.50 

3,732.60 

3,838.50 

3,951.30 

3,995.40 

4,142.10 

4,221.00 

4,521.00 

4,521.00 

4,521.00 

4,521.00 

4,521.00 

4,521.00 

4,521. W 

E-6 

2,175.60 

2,394.00 

2,499.60 

2,602.20 

2,709.30 

2,950.80 

3,044.70 

3,226.20 

3,282.00 

3.322.50 

3,369.90 

3.369.90 

3,369.90 

3.369.90 

3,369.90 

3.369.90 

3,369.90 

3,369.90 

3,369.90 

3,369.90 

3,369.90 

E-5 

1,993.50 

2,127.00 

2,229.60 

2,334.90 

2,499.00 

2,670.90 

2,811.00 

2,828.40 

2,828.40 

2,828.40 

2,828.40 

2,828.40 

2,828.40 

2,828.40 

2,828.40 

2,828.40 

2,828.40 

2,828.40 

2,828.40 

2,828.40 

2,828.40 

E-4 

1,827.60 

1,920.90 

2,025.00 

2,127.60 

2,218.50 

2,218.50 

2,218.50 

2,218.50 

2,218.50 

2,218.50 

2,218.50 

2,218.50 

2,218.50 

2,218.50 

2,218.50 

2.218.50 

2.218.50 

2,218.50 

2,218.50 

2.218.50 

2218.50 

1,649.70 

1.753.50 

1,859.70 

1,859.70 

1,859.70 

1,859.70 

1,859.70 

1,859.70 

1.859  70 

1,859.70 

1,859.70 

1.859.70 

1,859.70 

1.859.70 

1,859.70 

1.859.70 

1.859.70 

1,859.70 

1,859.70 

1,859.70 

1.859.70 

)E2 

1,568.70 

1,568.70 

1,568.70 

1,568.70 

1,568.70 

1,568.70 

1.568.70 

1,568.70 

1,568.70 

1,568.70 

1,568.70 

1,568.70 

1,568.70 

1,568.70 

1,568.70 

1.568.70 

1,568.70 

1,568.70 

1,568.70 

1,568.70 

1,568.70 

1,399.50 

I'Hores: 

1 .  Basic  pay  for  an  0-7  to  0-10  is  limited  by  Level  II  of  the  Executive  Schedule  which  is  $14,750.10.  Basic  pay  for  0-6  and  below  is  limited  by  Level  V  of  the  Executive  Schedule  which  is  $1 1 ,958.30. 

2.  While  serving  as  Chairman,  Joint  Chief  of  Staff/Vice  Chairman,  Joint  Chief  of  Staff,  Chief  of  Navy  Operations,  Commandant  of  the  Marine  Corps,  Army/Air  Force  Chief  of  Staff,  Commander  of  a  unified  or 

specified  combatant  command,  basic  pay  is  $19,326.60.  (See  note  1  above). 

3.  Applicable  to  0-1  to  0-3  with  at  least  4  years  and  1  day  of  active  duty  or  more  than  1460  points  as  a  warrant  and/or  enlisted  member.  See  Department  of  Defense  Financial  Management  Regulations  for 
more  detailed  explanation  on  who  is  eligible  for  this  special  basic  pay  rate. 

4.  For  the  Master  Chief  Petty  Officer  of  the  Navy,  Chief  Master  Sergeant  of  the  AF,  Sergeant  Major  of  the  Army  or  Marine  Corps  or  Senior  Enlisted  Advisor  of  the  JCS,  basic  pay  is  $7,143.30.  Combat  Zone 
Tax  Exclusion  for  0-1  and  above  is  based  on  this  basic  pay  rate  plus  Hostile  Fire  Pay/Imminent  Danger  Pay  which  is  $225.00. 

5.  Applicable  to  E-1  with  4  months  or  more  of  active  duty.  Basic  pay  for  an  E-1  with  less  than  4  months  of  active  duty  is  $1 ,294.50. 

6.  Basic  pay  rate  for  Academy  Cadets/Midshipmen  and  ROTC  members/applicants  is  $929.40. 


ALLOWANCES 

r 

ransient 

ffeyrtlijr  Separation.  Allowance 

Pay 

Grade 

Partial 

Without 

Dependent 

With 

Dependent 

Differential 

All  Pay  Grades:  $250 

0-10 

$  50.70 

$  1,379.40 

$  1,696.80 

$  304.80 

Dncio  Allniuon/'a  frur  Ciiheleton^A  tPfCortiwA  Jam  iar\/  1  90AQ1 

0-9 

$  50.70 

$  1,379.40 

$  1,696.80 

$  304.80 

‘ 

0-8 

$  50.70 

$  1,379.40 

$  1,696.80 

$  304.80 

Officers:  $223.04 

0-7 

$  50.70 

$  1,379.40 

$  1,696.80 

$  304.80 

Enlisted:  $323.87 

0-6 

S  39.60 

$  1,264.80 

$  1,527.60 

$  252.60 

riAfkfiwi  AS!i%iAiani«Ae  1  I 

^D-5 

$  33.00 

$  1,218.00 

$  1,472.40 

$  243.60 

v 

‘ 

J 

n — 

$  26.70 

$  1,128.60 

$  1,297.80 

$  162.30 

Standard  Initial  Clothing  Allowance  (Enlisted  Members  Only)  { 

0-3 

$  22.20 

$905.10 

$  1,074.00 

$  162.00 

. 

Army  ’  Navy  Air  Force 

Marine  Corps 

0-2 

$  17.70 

$717.00 

$916.20 

$  191.10 

Male 

'em  ale  Male  Female  Male  1 

'emale 

Male  Female 

0-1 

$  13.20 

$615.30 

$  820.50 

$  207.00 

i. 

34(i.95 

.626.44  1.597.88  1,793.14  1.349.84  1 

531.32 

1.658.20  1*711.15 

03E 

$  22.20 

$  976.80 

$  1,154.10 

$  170.10 

Cash  Clothing  Replacement  Allowance  (Enlisted  Members  Only)  \ 

02E 

$  17.70 

$  830.40 

$  1,041.30 

$  203.40 

Army  Navy  Air  Force 

Marine  Corps 

OlE 

$  13.20 

$722.10 

$  962.70 

$  238.50 

Male 

female  Male  Female  Male 

'emale 

Male  Female 

W-5 

$  25.20 

$  1,146.60 

$  1,253.40 

$  101.40 

Basic 

381.60 

442.80  464.40  460.80  266.40  298.80 

381.60  399.60 

W-4 

$  25.20 

$  1,018.20 

$  1,148.70 

$  124.80 

Standard 

543.60 

533.60  662.40  658.80  3  81.60  428.40 

554.40  583.20 

W-3 

$  20.70 

$  856.20 

$  1,053.00 

$  188.70 

Special 

0 

0  864.00  925.20  0 

o 

0  237.70 

W-2 

$  15.90 

$  759.60 

$  967.50 

$  199.20 

Civilian  Clothing  Allowance  I 

W-l 

$  13.80 

$  636.90 

$  837.30 

$  192.80 

Type  of  Duty 

Initial 

Replacement  15  days  in  30  days  period 

30  days  in  36  month  period 

E-9 

$  18.60 

$836.10 

$  1,102.20 

$  255.00 

Permanent 

920.88 

306.96  0 

0 

E-8 

$  15.30 

$  767.70 

$  1,017.00 

$  238.80 

Temporary 

0 

0  306.96 

613.92 

0P7 - 

$  12.00 

$  708.00 

$  943.80 

$  276.60 

. 

Personal  Money  Allowance  (MontMy  Amount 

E-6 

$9.90 

$  654.00 

$872.10 

$  267.00 

1 .  While  serving  as  Chairman  or  Vice  Chairman  of  the  JCS, 

$333.33 

E-5 

$8.70 

$  588.30 

$  784.50 

$227.10 

or  Army  or  Air  Force  CS,  CNO,  or  CMC 

E-4 

$8.10 

$511.50 

$681.90 

$  196.80 

2.  Senior  Member  of  the  Military  Staff  Committee  of  the  U.N. 

$225.00 

E-3 

$7.80 

$  475.80 

$  634.20 

$  160.80 

3.  General  or  Admiral 

$183.33 

E-2 

$7.20 

$  453.30 

$  604.50 

$215.40 

4.  Lieutenant  General  Vice  Admiral 

$41.67 

E-l 

$6.90 

$  453.30 

$  604.50 

$  255.00 

5.  Senior  Enlisted  Member  of  a  Military  Service 

$166.67 

For  other  pays  or 

httv://www.  dtic 

specific  requirements  for  the  pay  cited  in  this  table,  go  to  the  web  at: 

.  mil/comvtroller/fmr/07a/index.  html 

[ 


INCENTIVE  AND  SPECIAL  PAYS 


BASIC  PAY— EFFECTIVE  JANUARY  1,  2010 

Pty  OrtOt 

2  or  toss 

Ovw2 

Ovw-3 

Ovw-4 

OvarS 

Ovw8 

OnrIO 

Ovm-13 

Ovw  14 

Ovw  16 

Ovw  18 

O-ICf 

0-9 

0-8 

9399.00 

9706.80 

9911.10 

9968.40 

10223.40 

10649.10 

10748.40 

11152.80 

11268.60 

11617.20 

12121.20 

0-7 

7809.90 

8172.90 

8340.60 

8474.10 

8715.60 

8954.40 

9230.40 

9505.50 

9781.80 

10649.10 

11381.40 

0-9 

5788.50 

6359.40 

6776.70 

6776.70 

6802.50 

7094.10 

7132.50 

7132.50 

7537.80 

8254.80 

8675.40 

0-5 

4825.50 

5436.00 

5812.50 

5883.30 

6117.90 

6258.60 

6567.60 

6794.10 

7086.90 

7535.10 

7748.10 

0-4 

4163.70 

4819.80 

5141.40 

5213.10 

5511.60 

5831.70 

6230.10 

6540.60 

6756.60 

6880.20 

6951.90 

0-3 

3660.60 

4149.90 

4479.30 

4883.40 

5117.10 

5373.90 

5540.10 

5813.40 

5955.60 

5955.60 

5955.60 

3162.90 

3602.40 

4149.00 

4289.10 

4377.30 

4377.30 

4377.30 

4377.30 

4377.30 

4377.30 

4377.30 

'  CM 

2745.60 

2857.50 

3454.20 

3454.20 

3454.20 

3454.20 

3454.20 

3454.20 

3454.20 

3454.20 

3454.20 

04" 

4883.40 

5117.10 

5373.90 

5540.10 

5813.40 

6043.50 

6175.80 

6355.80 

O-f 

4289.10 

4377.30 

4516.80 

4752.00 

4933.80 

5069.10 

5069.10 

5069.10 

o-f 

3454.20 

3688.80 

3825.00 

3964.80 

4101.60 

4289.10 

4289.10 

4289.10 

W-5 

W-4 

3783.00 

4069.50 

4186.50 

4301.10 

4499.10 

4695.00 

4893.00 

5191.80 

5453.40 

5702.10 

5905.50 

W-3 

3454.50 

3598.50 

3746.10 

3794.70 

3949.50 

4254.00 

4571.10 

4720.20 

4892.70 

5070.90 

5390.40 

W-3 

3057.00 

3346.20 

3435.30 

3496.50 

3694.80 

4002.90 

4155.30 

4305.90 

4489.50 

4633.20 

4763.40 

W-1 

2683.50 

2971.80 

3049.80 

3213.90 

3408.30 

3694.20 

3827.70 

4014.30 

4197.90 

4342.20 

4475.40 

** 

4570.80 

4674.30 

4804.80 

4958.40 

5112.90 

3741.60 

3907.20 

4009.50 

4132.50 

4265.40 

4505.40 

E-7 

2601.00 

2838.90 

2947.50 

3091.80 

3204.00 

3396.90 

3505.50 

3699.00 

3859.50 

3969.00 

4085.70 

£-9 

2249.70 

2475.30 

2584.50 

2690.70 

2801.40 

3051.00 

3148.20 

3336.00 

3393.60 

3435.60 

3484.50 

2061.30 

2199.30 

2305.50 

2414.40 

2583.90 

2761.80 

2906.70 

2924.70 

2924.70 

2924.70 

2924.70 

1889.70 

1986.30 

2094.00 

2199.90 

2293.80 

2293.80 

2293.80 

2293.80 

2293.80 

2293.80 

2293.80 

S3 

1705.80 

1813.20 

1923.00 

1923.00 

1923.00 

1923.00 

1923.00 

1923.00 

1923.00 

1923.00 

1923.00 

E- 2 

1622.10 

1622.10 

1622.10 

1622.10 

1622.10 

1622.10 

1622.10 

1622.10 

1622.10 

1622.10 

1622.10 

E-f 

1447.20 

fNotes: 

1 .  Basic  pay  for  an  0-7  to  0-10  is  limited  by  Level  II  of  the  Executive  Schedule  which  is  $  14,975. 1 0.  Basic  pay  for  0-6  and  below  is  limited  by  Level  V  of  the  Executive  Schedule 
which  is  S12.141.60. 

2.  While  serving  as  Chairman,  Joint  Chief  of  Staff/Vice  Chairman,  Joint  Chief  of  Staff,  Chief  of  Navy  Operations,  Commandant  of  the  Marine  Corps,  Army/Air  Force  Chief  of  Staff, 
Commander  of  a  unified  or  specified  combatant  command,  basic  pay  is  $19,983.60.  (See  note  1  above). 

3.  Applicable  to  0-1  to  0-3  with  at  least  4  years  and  1  day  of  active  duty  or  more  than  1460  points  as  a  warrant  and/or  enlisted  member.  See  Department  of  Defense  Financial 
Management  Regulations  for  more  detailed  explanation  on  who  is  eligible  for  this  special  basic  pay  rate. 

4.  For  the  Master  Chief  Petty  Officer  of  the  Navy,  Chief  Master  Sergeant  of  the  AF,  Sergeant  Major  of  the  Army  or  Marine  Corps  or  Senior  Enlisted  Advisor  of  the  JCS,  basic  pay  is 
$7,386.30.  Combat  Zone  Tax  Exclusion  for  0-1  and  above  is  based  on  this  basic  pay  rate  plus  Hostile  Fire  Pay/Imminent  Danger  Pay  which  is  $225.00. 

5.  Applicable  to  E-1  with  4  months  or  more  of  active  duty.  Basic  pay  for  an  E-1  with  less  than  4  months  of  active  duty  is  $1 ,338.60. 

6.  Basic  pay  rate  for  Academy  Cadets/Midshipmen  and  ROTC  members/applicants  is  $960.90. 


BASIC  PAY— EFFECTIVE  JANUARY  1,  2010 

Pay  Qnd* 

Otw  20 

Ovar  22 

Ovar  24 

Over  20 

Over28 

Ovar  30 

Ovar  32 

Ovar  34 

Over  36 

Ovar  38 

Over  40 

0-1<f 

15188.10 

15262.20 

15579.60 

16132.50 

16132.50 

16939.20 

16939.20 

17785.80 

17785.80 

18675.30 

18675.30 

09 

13283.70 

13475.10 

13751.40 

14233.80 

14233.80 

14946.00 

14946.00 

15693.30 

15693.30 

16477.80 

16477.80 

08 

12586.20 

12896.70 

12896.70 

12896.70 

12896.70 

13219.20 

13219.20 

13549.80 

13549.80 

13549.80 

13549.80 

0-7 

11381.40 

11381.40 

11439.30 

1 1439.30 

11668  20 

11668  20 

•  1 \ 668  20 

11668  20 

11668.20 

11668.20 

08 

9095.70 

9334.80 

9577.20 

10047.00 

10047.00 

10247.70 

10247.70 

10247.70 

10247.70 

10247.70 

10247.70 

OS 

7959.00 

8198.40 

8198.40 

8198.40 

8198.40 

8198.40 

8198.40 

8198.40 

8198.40 

8198.40 

8198.40 

04 

6951.90 

6951.90 

6951 .90 

6951.90 

6951.90 

6951.90 

6951 .90 

6951.90 

6951.90 

6951.90 

6951.90 

°-1 2 3 4 5 6 . 

5955.60 

5955.60 

5955.60 

5955.60 

5955.60 

5955.60 

5955.60 

5955.60 

5955.60 

5955.60 

5955.60 

V 

4377.30 

4377.30 

4377.30 

4377.30 

4377.30 

4377.30 

4377.30 

4377.30 

4377.30 

4377.30 

4377.30 

0-1 

3454.20 

3454.20 

3454.20 

3454.20 

3454.20 

3454.20 

3454.20 

3454.20 

3454.20 

3454.20 

3454.20 

03* 

6355.80 

6355.80 

6355.80 

6355.80 

6355.80 

6355.80 

6355.80 

6355.80 

6355.80 

6355.80 

6355.80 

02* 

5069.10 

5069.10 

5069.10 

5069.10 

5069.10 

5069.10 

5069.10 

5069.10 

5069.10 

5069.10 

5069.10 

Of 

4289.10 

4289.10 

4289.10 

4289.10 

4289.10 

4289.10 

4289.10 

4289.10 

4289.10 

4289.10 

4289.10 

W-5 

6726.60 

7068.00 

7322.10 

7603.50 

7603.50 

7983.90 

7983.90 

8383.20 

8383.20 

8802.60 

8802.60 

W-4 

6104.10 

6396.00 

6635.40 

6909.00 

6909.00 

7047.00 

7047.00 

7047.00 

7047.00 

7047.00 

7047.00 

W-3 

5606.70 

5736.00 

5873.40 

6060.00 

6060.00 

6060.00 

6060.00 

6060.00 

6060.00 

6060.00 

6060.00 

j  W-2 

4918.80 

5021.40 

5102.70 

5102.70 

5102.70 

5102.70 

5102.70 

5102.70 

5102.70 

5102.70 

5102.70 

W-1 

4636.80 

4636.80 

4636.80 

4636.80 

4636.80 

4636.80 

4636.80 

4636.80 

4636.80 

4636.80 

4636.80 

B-9* 

5361 .60 

5571.30 

5792.40 

6129.90 

6129.90 

6436.20 

6436.20 

6758.40 

6758.40 

7096.50 

7096.50 

E-S 

4626.90 

4833.90 

4948.50 

5231.40 

5231.40 

5336.40 

5336.40 

5336.40 

5336.40 

5336.40 

5336.40 

E-T 

4131.30 

4282.80 

4364.40 

4674.60 

4674.60 

4674.60 

4674.60 

4674.60 

4674.60 

4674.60 

4674.60 

E-e 

3484.50 

3484.50 

3484.50 

3484.50 

3484.50 

3484.50 

3484.50 

3484.50 

3484.50 

3484.50 

3484.50 

t  E-* 

2924.70 

2924.70 

2924.70 

2924.70 

2924.70 

2924.70 

2924.70 

2924.70 

2924.70 

2924.70 

2924.70 

E-* 

2293.80 

2293.80 

2293.80 

2293.80 

2293.80 

2293.80 

2293.80 

2293.80 

2293.80 

2293.80 

2293.80 

E-3 

1923.00 

1923.00 

1923.00 

1923.00 

1923.00 

1923.00 

1923.00 

1923.00 

1923.00 

1923.00 

1923.00 

E~2 

1622.10 

1622.10 

1622.10 

1622.10 

1622.10 

1622.10 

1622.10 

1622.10 

1622.10 

1622.10 

1622.10 

Notes: 


1 .  Basic  pay  for  an  0-7  to  0-1 0  is  limited  by  Level  II  of  the  Executive  Schedule  which  is  $  14,975. 1 0.  Basic  pay  for  0-6  and  below  is  limited  by  Level  V  of  the  Executive  Schedule 
which  is  $12,141.60. 

2.  While  serving  as  Chairman,  Joint  Chief  of  Staff/Vice  Chairman,  Joint  Chief  of  Staff,  Chief  of  Navy  Operations,  Commandant  of  the  Marine  Corps,  Aimy/Air  Force  Chief  of  Staff, 
Commander  of  a  unified  or  specified  combatant  command,  basic  pay  is  $19,983.60.  (See  note  1  above). 

3.  Applicable  to  0-1  to  0-3  with  at  least  4  years  and  1  day  of  active  duty  or  more  than  1460  points  as  a  warrant  and/or  enlisted  member.  See  Department  of  Defense  Financial 
Management  Regulations  for  more  detailed  explanation  on  who  is  eligible  for  this  special  basic  pay  rate. 

4.  For  the  Master  Chief  Petty  Officer  of  the  Navy,  Chief  Master  Sergeant  of  the  AF,  Sergeant  Major  of  the  Army  or  Marine  Corps  or  Senior  Enlisted  Advisor  of  the  JCS,  basic  pay  is 
$7,386.30.  Combat  Zone  Tax  Exclusion  for  0-1  and  above  is  based  on  this  basic  pay  rate  plus  Hostile  Fire  Pay/Imminent  Danger  Pay  which  is  $225.00. 

5.  Applicable  to  E-1  with  4  months  or  more  of  active  duty.  Basic  pay  for  an  E-1  with  less  than  4  months  of  active  duty  is  $1,338.60. 

6.  Basic  pay  rate  for  Academy  Cadets/Midshipmen  and  ROTC  members/applicants  is  $960.90. 


$  39.60 


$  1,296.30 


$  1,565.70 

$  1,509.30 


$  252.00 


ALLOWANCES 

Family  Separation  Allowance 


Clothing  Allowances  {Effective  October  1, 2009) 


$  26.70 


$  22.20 


$  1,156.81 


$  927.60 


$  1,330.20 


Standard  Initial  Clothing  Allowance  (Enlisted  Members  Only) 


$  1,101.00 


$  167.40 


$  939.00 


$  197.70 


$  13.20 


$  630.60 


Army 

Male  Female 
1 .426. 1 1  1,702.14 


Navy  Air  Force  Marine  Corps 

Male  Female  Male  Female  Male  Female 

.594.37  1,823.49  1.379.40  1.596/77  1,690.62  1,761.05 


$  175.80 


Cash  Clothing  Replacement  Allowance  (Enlisted  Members  Only) 


$210.30 


$  13.20 


$740.10 


$  986.70 


$  1,175.40 


$  1,284.60 


$  104.70 


$  20.70 


$  1,043.70 


$  1,177.50 


$  877.50 


$  1,079.40 


$991.80 


$206.10 


Special 


Army 

Navy 

Air  Force 

Marine  Corps 

Male 

Female 

Male 

Female 

Male 

Female 

Male 

Female 

370.80 

432.00 

316.80 

316.80 

266.40 

298.80 

424.80 

439.20 

530.42 

618.56 

453.60 

453.60 

381.60 

428.40 

|  608.40 

626.40 

0 

0 

662.40 

518.40 

0 

0 

0 

0 

Civilian  Clothing  Allowance 


$  13.81 


$  652.80 


Type  of  Duty 


Replacement 


15  days  in  30  days  period 


30  days  in  36  month  period 


$  1,129.81 


Permanent 


310.08 


$  1,042.50 


$  246.90 


$  12.00 


$  725.70 


$  967.50 


$  894.00 


$  276.00 


$8.70 


$  234,90 


1.  While  serving  as  Chairman  or  Vice  Chairman  of  the  JCS, 
or  Army  or  Air  Force  CS,  CNO,  or  CMC 


$333.33 


$8.10 


$  524.40 


2.  Senior  Member  of  the  Military  Staff  Committee  of  the  U.N. 


$225.00 


$650.10 


$  166.20 


3.  General  or  Admiral 


$183.33 


$7.20 


$464.70  $619.50  $222.60 


4.  Lieutenant  General  Vice  Admiral 


$41.67 


$6.90 


$  464,70 


5.  Senior  Enlisted  Member  of  a  Military  Service 


$166.67 


For  other  pays  or 
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U.S.  OFFICE  OF  PERSONNEL  MANAGEMENT 


WWW.OPM  GOV 


Salary  Table  2003-GS 
2003  General  Schedule 

INCORPORATING  A  3.10%  GENERAL  INCREASE 
Effective  January  2003 


Annual  Rates  by  Grade  and  Step 


GS 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

1 

15214 

15722 

16228 

16731 

17238 

17536 

18034 

18538 

18559 

19031 

2 

17106 

17512 

18079 

18559 

18767 

19319 

19871 

20423 

20975 

21527 

3 

18664 

19286 

19908 

20530 

21152 

21774 

22396 

23018 

23640 

24262 

4 

20952 

21650 

22348 

23046 

23744 

24442 

25140 

25838 

26536 

27234 

5 

23442 

24223 

25004 

25785 

26566 

27347 

28128 

28909 

29690 

30471 

6 

26130 

27001 

27872 

28743 

29614 

30485 

31356 

32227 

33098 

33969 

7 

29037 

30005 

30973 

31941 

32909 

33877 

34845 

35813 

36781 

37749 

8 

32158 

33230 

34302 

35374 

36446 

37518 

38590 

39662 

40734 

41806 

9 

35519 

36703 

37887 

39071 

40255 

41439 

42623 

43807 

44991 

46175 

10 

39H5 

40419 

41723 

43027 

44331 

45635 

46939 

48243 

49547 

50851 

11 

42976 

44409 

45842 

47275 

48708 

50141 

51574 

53007 

54440 

55873 

12 

51508 

53225 

54942 

56659 

58376 

60093 

61810 

63527 

65244 

66961 

13 

61251 

63293 

65335 

67377 

69419 

71461 

73503 

75545 

77587 

79629 

14 

72381 

74794 

77207 

79620 

82033 

84446 

86859 

89272 

91685 

94098 

15 

85140 

87978 

90816 

93654 

96492 

99330 

102168 

105006 

107844 

110682 
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U.S.  OFFICE  OF  PERSONNEL  MANAGEMENT 

WWW.OPM.GOV 

Salary  Table  2004-GS 
2004  General  Schedule 


INCORPORATING  A  2.70%  GENERAL  INCREASE 
Effective  January  2004 

Annual  Rates  by  Grade  and  Step 


GS 

1 

2  ||  3 

4 

5 

6 

7 

8  | 

9 

10  | 

1 

15625 

16146U 16666 

17183 

17703 

18009 

18521 

190391 

19060 

19543| 

2 

17568 

17985II 18567 

19060 

19274 

19841 

20408 

20975I 

21542 

22109I 

3 

19168 

19807II20446 

21085 

21724 

22363 

23002 

23641I 

24280 

249191 

4 

21518 

22235H 22952 

23669 

24386 

25103 

25820 

26537I 

27254 

2797l| 

5 

24075 

24878H  25681 

26484 

27287 

28090 

28893 

29696] 

30499 

31302| 

6 

26836 

27731II28626 

29521 

30416 

31311 

32206 

33ioi| 

33996 

3489i| 

7 

29821 

30815II 31809 

32803 

33797 

34791 

35785 

367791 

37773 

38767! 

8 

33026 

3412711 35228 

36329 

37430 

38531 

39632 

407331 

41834 

429351 

9 

36478 

3769411 38910 

40126 

41342 

42558 

43774 

4499o| 

46206 

47422| 

10 

40171 

41510II42849 

44188 

45527 

46866 

48205 

495441 

50883 

52222I 

11 

44136 

45607II 47078 

48549 

50020 

51491 

52962 

544331 

55904 

573751 

11 
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12 

52899 

54662 

56425II58188 

59951 

61714II  63477 

65240 

67003II  68766 

13 

62905 

65002 

67099II 69196 

71293 

73390||  75487 

00 

£ 

79681II  81778 

14 

74335 

76813 

79291II 81769 

84247 

86725II  89203 

91681 

9415911  96637 

15 

87439 

90354 

93269H 96184 

99099 

102014II104929 

I 

0 

110759II113674 
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VWVW.OPM.GOV 

Salary  Table  2005-GS 

INCORPORATING  THE  2.50%  GENERAL  SCHEDULE  INCREASE 
EFFECTIVE  JANUARY  2005 
Annual  Rates  by  Grade  and  Step 


Grade 

Step  1 

Step  2 

Step  3 

Step  4 

Step  5 

Step  6 

Step  7 

Step  8 

Step  9 

Step  10 

WGI 

1 

16016 

16550 

17083 

17613 

18146 

18459 

18984 

19515 

19537 

20036 

VARIES 

2 

18007 

18435 

19031 

19537 

19755 

20336 

20917 

21498 

22079 

22660 

VARIES 

3 

19647 

20302 

20957 

21612 

22267 

22922 

23577 

24232 

24887 

25542 

655 

4 

22056 

22791 

23526 

24261 

24996 

25731 

26466 

27201 

27936 

28671 

735 

5 

24677 

25500 

26323 

27146 

27969 

28792 

29615 

30438 

31261 

32084 

823 

6 

27507 

28424 

29341 

30258 

3H75 

32092 

33009 

33926 

34843 

35760 

917 

7 

30567 

31586 

32605 

33624 

34643 

35662 

36681 

37700 

38719 

39738 

1019 

8 

33852 

34980 

36108 

37236 

38364 

39492 

40620 

41748 

42876 

44004 

1128 

9 

37390 

38636 

39882 

41128 

42374 

43620 

44866 

46112 

.47358 

48604 

1246 

10 

4H75 

42548 

43921 

45294 

46667 

48040 

49413 

50786 

52159 

53532 

1373 

ll 

45239 

46747 

48255 

49763 

51271 

52779 

54287 

55795 

57303 

58811 

1508 

12 

54221 

56028 

57835 

59642 

61449 

63256 

65063 

66870 

68677 

70484 

1807 

13 

64478 

66627 

68776 

70925 

73074 

75223 

77372 

79521 

81670 

83819 

2149 

14 

76193 

78733 

81273 

83813 

86353 

88893 

91433 

93973 

96513 

99053 

2540 

89625 

92613 

95601 

.sms 

101577 

122565 

107553 

110541 

113529 

116517 

2988 
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WWW.OPM.GOV 

SALARIES  AND  WAGES 


2006-GS 


INCORPORATING  THE  2.10%  GENERAL  SCHEDULE  INCREASE 
EFFECTIVE  JANUARY  2006 
Annual  Rates  by  Grade  and  Step 


Grade 

Step  1 

Step  2 

Step  3 

Step  4 

Step  5 

Step  6 

Step  7 

Step  8 

Step  9 

Step  10 

WGI 

1 

16352 

16898 

17442 

17983 

18527 

18847 

19383 

19925 

19947 

20450 

VARIES 

2 

18385 

18822 

19431 

19947 

20169 

20762 

21355 

21948 

22541 

23134 

VARIES 

3 

20060 

20729 

21398 

22067 

22736 

23405 

24074 

24743 

25412 

26081 

669 

4 

22519 

23270 

24021 

24772 

25523 

26274 

27025 

27776 

28527 

29278 

751 

5 

25195 

26035 

26875 

27715 

28555 

29395 

30235 

31075 

31915 

32755 

840 

6 

28085 

29021 

29957 

30893 

31829 

32765 

33701 

34637 

35573 

36509 

936 

7 

31209 

32249 

33289 

34329 

35369 

36409 

37449 

38489 

39529 

40569 

1040 

8 

34563 

35715 

36867 

38019 

39171 

40323 

41475 

42627 

43779 

44931 

1152 

9 

38175 

39448 

40721 

41994 

43267 

44540 

45813 

47086 

48359 

49632 

1273 

10 

42040 

43441 

44842 

46243 

47644 

49045 

50446 

51847 

53248 

54649 

1401 

11 

46189 

47729 

49269 

50809 

52349 

53889 

55429 

56969 

58509 

60049 

1540 

12 

55360 

57205 

59050 

60895 

62740 

64585 

66430 

68275 

70120 

71965 

1845 

13 

65832 

68026 

70220 

72414 

74608 

76802 

78996 

81190 

83384 

85578 

2194 

14 

77793 

80386 

82979 

85572 

88165 

90758 

93351 

95944 

98537 

101130 

2593 

if? 

.21222 

94557 

97607 

100657 

103707 

106^2 

109807 

112857 

I1522Z 

_U225Z 

3050 
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U.S.  OFFICE  OF  PERSONNEL  MANAGEMENT 


VWWV.OPM.GOV 

SALARIES  AND  WAGES 

SALARY  TABLE  2007-GS 

INCORPORATING  THE  1.70%  GENERAL  SCHEDULE  INCREASE 
EFFECTIVE  JANUARY  2007 
Annual  Rates  by  Grade  and  Step 


Grade 

Step  1 

Step  2 

Step  3 

Step  4 

Step  5 

Step  6 

Step  7 

Step  8 

Step  9 

Step  10 

WGI 

1 

16630 

17185 

17739 

18289 

18842 

19167 

19713 

20264 

20286 

20798 

VARIES 

2 

18698 

19142 

19761 

20286 

20512 

21115 

21718 

22321 

22924 

23527 

VARIES 

3 

20401 

21081 

21761 

22441 

23121 

23801 

24481 

25161 

25841 

26521 

680 

4 

22902 

23665 

24428 

25191 

25954 

26717 

27480 

28243 

29006 

29769 

763 

5 

25623 

26477 

27331 

28185 

29039 

29893 

30747 

31601 

32455 

33309 

854 

6 

28562 

29514 

30466 

31418 

32370 

33322 

34274 

35226 

36178 

37130 

952 

7 

31740 

32798 

33856 

34914 

35972 

37030 

w 

00 

0 

00 

CO 

39146 

40204 

41262 

1058 

8 

.35151 

36323 

37495 

38667 

39839 

41011 

42183 

43355 

44527 

45699 

1172 

9 

38824 

40118 

41412 

42706 

44000 

45294 

46588 

47882 

49176 

50470 

. 1294 

10 

42755 

44180 

45605 

47030 

48455 

49880 

51305 

52730 

54155 

55580 

1425 

11 

46974 

48540 

50106 

51672 

53238 

54804 

56370 

57936 

59502 

61068 

1566 

12 

56301 

58178 

60055 

61932 

63809 

65686 

67563 

69440 

71317 

73194 

1877 

13 

66951 

69183 

71415 

73647 

00 

R 

78111 

80343 

82575 

84807 

87039 

2232 

14 

79115 

81752 

84389 

87026 

89663 

92300 

94937 

1C 

ts 

O' 

100211 

102848 

2637 

IS 

93063 

96165 

99267 

102369 

1Q547i 

10852 

111675 

H4777 

R 

00 

IN 

120981 

3102 
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INCORPORATING  THE  2.50%  GENERAL  SCHEDULE  INCREASE 
EFFECTIVE  JANUARY  2008 
Annual  Rates  by  Grade  and  Step 


Grade 

Step  1 

Step  2 

Step  3 

Step  4 

Step  5 

Step  6 

Step  7 

Step  8 

Step  9 

Step  10 

WITHIN 

GRADE 

AMOUNTS 

1 

17046 

17615 

18182 

18746 

193L3 

19646 

20206 

20771 

20793 

21324 

VARIES 

2 

19165 

19621 

20255 

20793 

21025 

21643 

22261 

22879 

23497 

24115 

VARIES 

3 

20911 

21608 

22305 

23002 

23699 

24396 

25093 

25790 

26487 

27184 

697 

4 

23475 

24258 

25041 

25824 

26607 

27390 

fj 

do 

CM 

28956 

29739 

30522 

783 

5 

26264 

27139 

28014 

28889 

29764 

30639 

31514 

32389 

33264 

34139 

875 

6 

29276 

30252 

31228 

32204 

33i8o 

34156 

35132 

36108 

37084 

38060 

976 

7 

32534 

33618 

34702 

35786 

36870 

37954 

39038 

40122 

41206 

42290 

1084 

8 

36030 

37231 

38432 

39633 

40834 

42035 

432?6 

44437 

45638 

46839 

1201 

9 

39795 

41122 

42449 

43776 

45103 

46430 

47767 

49084 

50411 

51738 

1327 

10 

43824 

45285 

46746 

48207 

49668 

51129 

52590 

54051 

55512 

56973 

1461 

11 

48148 

49753 

51358 

52963 

54568 

56173 

57778 

59383 

60988 

62593 

1605 

12 

57709 

59633 

6155^ 

63481 

65405 

67329 

69253 

71177 

73ioi 

75025 

1924 

13 

68625 

70913 

73201 

75489 

77777 

80065 

82353 

84641 

86929 

89217 

2288 

14 

81093 

83796 

86499 

89202 

91905 

94608 

97311 

100014 

102717 

105420 

2703 

95390 

98570 

101750 

104930 

108110 

111290 

114470 

117650 

120830 

124010 

3l8o 
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Grade 

Step 

1 

Step  2 

Step  3 

Step 

4 

Step 

5 

Step 

6 

Step  7 

Step  8 

Step  9 

Step 

10 

WITHIN 

GRADE 

AMOUNTS 

1 

17, ‘H0 

18126 

18709 

19290 

!9873 

20216 

20792 

21373 

21396 

21944 

VARIES 

2 

19721 

20190 

20842 

21396 

2l635 

22271 

22907 

23543 

24179 

24815 

VARIES 

3 

21517 

22234 

22951 

23668 

24385 

25102 

25819 

26536 

27253 

27970 

717 

4 

24156 

24961 

25766 

26571 

27376 

28181 

28986 

29791 

30596 

31401 

805 

5 

27026 

27927 

28828 

29729 

30630 

31531 

32432 

33333 

34234 

35135 

90t 

6 

30125 

.31129 

3213.3 

33137 

34141 

35145 

36149 

37153 

38157 

39161 

1004 

7 

33477 

34593 

35709 

36825 

3794i 

39057 

40173 

41289 

42405 

43521 

1116 

8 

37075 

38311 

39547 

40783 

42019 

43255 

44491 

45727 

46963 

48199 

1236 

9 

40949 

42314 

43679 

45044 

46409 

47774 

49139 

50504 

51869 

53234 

1365 

10 

45095 

46598 

48101 

49604 

51107 

52610 

54H3 

55616 

57H9 

58622 

1503 

11 

49544 

5H95 

52846 

54497 

56148 

57799 

59450 

61101 

62752 

64403 

1651 

12 

59383 

61362 

63341 

65.320 

67299 

69278 

71257 

73236 

75215 

77194 

1979 

13 

70615 

72969 

75.323 

77677 

80031 

82385 

84739 

87093 

89447 

91801 

2354 

*4 

83445 

86227 

89009 

91791 

94573 

97355 

100137 

102919 

105701 

108483 

2782 
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Grade 

Step 

1 

Step  2 

Step  3 

Step 

4 

Step 

5 

Step 

6 

Step  7 

Step  8 

Step 

9 

Step 

10 

WITHIN 

GRADE 

AMOUNTS 

1 

17803 

18398 

18990 

19579 

20171 

20519 

21104 

21694 

21717 

22269 

VARIES 

2 

20017 

20493 

21155 

21717 

21961 

22607 

23253 

23899 

24646 

26191 

VARIES 

3 

21840 

22568 

23296 

24024 

24752 

25480 

26208 

26936 

27664 

28392 

728 

4 

24518 

25335 

26152 

26969 

27786 

28603 

29420 

30237 

31054 

31871 

817 

5 

27431 

28345 

29259 

30173 

31087 

32001 

32915 

33829 

34743 

35657 

914 

6 

30577 

31596 

32615 

33634 

34653 

35672 

36691 

37710 

38729 

39748 

1019 

7 

33979 

35112 

36245 

37378 

39644 

40777 

41910 

43°43 

44i76 

1133 

8 

37631 

38885 

40139 

41393 

42647 

43901 

45155 

46409 

47663 

48917 

1254 

9 

41563 

42948 

44333 

45718 

47103 

48488 

49873 

51258 

52643 

54028 

1385 

10 

45771 

47297 

48823 

50349 

51875 

53401 

54927 

56453 

57979 

59505 

1526 

11 

50287 

51963 

53639 

55315 

56991 

58667 

60343 

62019 

63695 

65371 

1676 

12 

60274 

62283 

64292 

66301 

68310 

70319 

72328 

74337 

76346 

78355 

2009 

13 

71674 

74063 

76452 

78841 

81230 

83619 

86008 

88397 

90786 

93175 

2389 

M 

84697 

87520 

90343 

93166 

98812 

101635 

104458 

107281 

110104 

2823 
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Chapter  1 
Introduction 

1-1.  Purpose 

This  regulation  establishes  policies  and  assigns  responsibilities  for  the  management  of  information  resources  and 
information  technology  (IT).  It  applies  to  IT  contained  in  command  and  control  (C2)  systems,  intelligence  systems 
(except  as  noted),  business  systems,  and  (when  identified)  national  security  systems  (NSS)  developed  or  purchased  by 
the  Department  of  Army  (DA).  It  implements  the  provisions  of  Sections  2223  and  3014,  Title  10,  United  States  Code 
(10  USC  2223  and  3014);  40  USC  Subtitle  III,  Clinger-Cohen  Act  (CCA);  44  USC  Chapters  35  and  36;  DODD 
8000.01;  and  other  related  Federal  statutes  and  directives.  It  addresses  the  application  of  knowledge  management  (KM) 
concepts  and  systems  across  the  Army,  the  management  of  information  as  an  Army  resource,  technology  supporting 
information  requirements,  and  resources  supporting  IT.  This  regulation  does  not  apply  directly  to  information  systems 
(ISs)  acquired  under  the  National  Intelligence  Program  (NIP)  and  the  Military  Intelligence  Program  (MIP)  or  for 
operational  support  of  intelligence  and  electronic  warfare  systems. 

1-2.  References 

Required  and  related  publications  and  prescribed  and  referenced  forms  are  listed  in  appendix  A. 

1-3.  Explanation  of  abbreviations  and  terms 

Abbreviations  and  special  terms  used  in  this  regulation  are  explained  in  the  glossary. 

1-4.  Responsibilities 

See  chapter  2  for  responsibilities. 

1-5.  Recordkeeping  requirements 

This  regulation  requires  the  creation  of  records  to  document  and  support  the  business  processes  of  the  Army.  Records 
created  under  the  purview  of  this  regulation,  regardless  of  content  or  format,  will  be  kept  in  accordance  with  the 
retention  schedules  found  at  https://www.arims.army.mil. 

1-6.  Managing  information  resources  and  information  technology 

a.  The  term  information  resources  refers  to  all  resources  and  activities  employed  in  the  acquisition,  development, 
collection,  processing,  integration,  transmission,  dissemination,  media  replication,  distribution,  use,  retention,  storage, 
retrieval,  maintenance,  access,  disposal,  security,  and  management  of  information.  Information  resources  include 
doctrine,  policy,  data,  equipment,  and  software  applications  and  related  personnel,  services,  facilities,  and 
organizations. 

b.  Information  technology  refers  to  any  equipment  or  interconnected  system  or  subsystem  of  equipment  used  in  the 
automatic  acquisition,  storage,  manipulation,  management,  movement,  control,  display,  switching,  interchange,  trans¬ 
mission,  or  reception  of  voice,  image,  data,  or  information  by  the  Federal  Government.  Information  technology 
includes  computers,  ancillary  equipment,  software,  firmware,  and  similar  procedures,  services  (including  support 
services),  and  related  resources. 

c.  Information  technology  embedded  in  or  integral  to  weapon  systems,  machines,  medical  instrumentation,  ser¬ 
vomechanisms,  training  devices,  or  test  and  evaluation  (TE)  systems,  except  for  those  systems  with  no  external 
interface,  are  included  in  the  provisions  of  this  regulation.  This  regulation  supports  the  precept  that  information  is  a 
strategic  defense  asset  in  peacetime  and  conflict  and  that  the  peacetime  information  infrastructure  must  support  wartime 
requirements  by  providing  information  services  for  rapid  deployment  and  sustainment  of  armed  forces  around  the 
world. 

d.  The  management  of  information  resources  and  IT  is  applicable  to  all  Army  organizations. 

e.  Information  used  in  decision-making  and  business  processes  is  Army  record  material,  whether  stored  electroni¬ 
cally  or  as  a  hard  copy,  and  is  scheduled,  maintained,  and  preserved  in  accordance  with  Army  Regulation  (AR) 
25-400-2. 

1-7.  Information  as  a  resource 

a.  Except  where  restricted  for  reasons  of  national  security,  privacy,  sensitivity,  or  proprietary  rights,  personnel  will 
manage  information  as  a  shared  resource  and  make  it  available  to  all  those  authorized  access  to  it  to  accomplish  their 
mission  and  functions.  The  cost  to  the  Army  of  collecting,  processing,  distributing,  and  storing  information  makes  it 
impossible  to  view  information  as  a  free  commodity.  Army  personnel  must  carefully  plan  requirements  for  information 
and  supporting  IT.  Information  technology  and  related  investments  will  be  evaluated  in  terms  of  direct  support  and 
compatibility  with  Army  Enterprise  solutions,  mandates,  and  processes  and  their  corresponding  information 
requirements. 

b.  Information  and  the  data  from  which  information  is  derived  are  broadly  categorized  as  public  domain  and 
nonpublic  domain.  Public  domain  data  or  information  is  Government-owned  and  is  not  personally  identifiable. 
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classified,  subject  to  a  Freedom  of  Information  Act  (FOIA)  or  Privacy  Act  exemption,  or  otherwise  considered  to  be 
sensitive.  The  Army  will  either  make  this  information  public  in  a  routine  manner  or  provide  the  information  upon 
public  request  with  or  without  charge.  Public  domain  Army  data  may  be  made  available  to  the  public  via  the  Army 
Home  Page  or  other  authorized  Army  public  Web  site.  Nonpublic  information  is  identified  as  one  of  the  following: 
personally  identifiable  and  subject  to  the  Privacy  Act;  classified  according  to  the  National  Security  Act;  subject  to  a 
FOIA  exemption;  or  otherwise  sensitive.  Unclassified  FOIA-exempt  information  or  data  is  nonpublic  and  designated 
For  Official  Use  Only  (FOUO).  Nonpublic  information  or  data  may  be  shared  for  official  purposes  within  the  DOD 
and  other  governmental  agencies  affiliated  with  DOD  contracts  or  operations,  subject  to  any  stipulated  access  and 
release  restrictions.  Nonpublic  Army  data  in  this  category  may  be  made  available  to  authorized  individuals  via  the 
Army  Knowledge  Online  (AKO)/Defense  Knowledge  Online  (DKO)  portal  or  other  approved  controlled-access  (pri¬ 
vate)  Web  servers,  as  required.  Requests  for  nonpublic  data  from  private  individuals/organizations  should  be  coordi¬ 
nated  with/referred  to  the  local  FOIA/Privacy  Act  official  for  determination  of  whether  or  not  the  data  are  releasable. 
Refer  to  AR  25-55  for  further  information  on  the  Army  FOIA  Program  and  to  AR  340-2 1  for  further  information  on 
the  Army  Privacy  Program. 

c.  Data  files  (both  paper  and  electronic)  containing  attorney-client  privileged  information  generated  by  Army 
attorneys  must  be  protected  in  accordance  with  AR  27-26.  Attorney-client  information  is  concerned  with  a  client 
represented  by  a  military  or  civilian  Army  attorney  or  an  attorney  contracted  to  perform  services  for  the  Army.  IT  and 
other  personnel  providing  support  services  to  an  Army  attorney  must  support  the  requirement  for  attorney-client 
privileged  information  to  remain  confidential  and  may  be  required  to  complete  a  confidentiality  and  nondisclosure 
agreement. 

d.  The  responsible  functional  proponents  will  maintain  Army  data  and  ensure  that  the  data  are  readily  accessible  to 
whoever  requires  them.  This  practice  promotes  efficient  use  of  resources  by  eliminating  duplication,  improving 
synchronization,  and  reducing  software  development  costs.  It  provides  system  developers  with  standard  Army  data  to 
use,  relieving  them  from  the  requirement  to  create  data  for  their  particular  application. 

e.  Information  and  related  resources  will  be  managed  through  centralized  Chief  Information  Officer  (CIO)  manage¬ 
ment  processes  and  policies.  Only  approved  Army  and  DOD  methods,  approaches,  models,  tools,  data,  technologies, 
and  information  services  will  be  used. 

1-8.  Army  Knowledge  Management 

Army  Knowledge  Management  (AKM)  is  the  Army’s  strategy  to  transform  itself  into  a  net-centric,  knowledge-based 
force  and  an  integral  part  of  the  Army’s  transformation  to  achieve  the  Future  Force.  AKM  will  deliver  improved 
information  access  and  sharing  while  providing  infrastructure  capabilities  across  the  Army  so  that  warfighters  and 
business  stewards  can  act  quickly  and  decisively.  AKM  connects  people,  knowledge,  and  technologies. 

a.  The  goals  of  AKM  are — 

(1)  Adopt  governance  and  cultural  changes  to  become  a  knowledge-based  organization. 

(2)  Integrate  KM  and  best  business  practices  into  Army  processes  to  promote  the  knowledge-based  force. 

(3)  Manage  the  infrastructure  as  an  enterprise  to  enhance  efficiencies  and  capabilities  such  as  collaborative  work, 
decision-making,  and  innovation. 

(4)  Institutionalize  AKO/DKO  as  the  enterprise  portal  to  provide  universal  and  secure  access  for  the  entire  Army. 

(5)  Harness  human  capital  for  the  knowledge-based  organization. 

b.  The  result  of  the  AKM  strategy  is  to  align  Army  enterprise  knowledge  and  the  information  infrastructure  with  the 
Global  Information  Grid  (GIG)  and  the  Future  Force.  See  also  DA  Pam  25-1-1,  chapter  3. 

c.  Army  organizations  will  develop  communities  of  practice  (CoPs)  or  communities  of  interest  (COIs)  as  an  integral 
part  of  the  transformation  to  a  net-centric,  knowledge-based  force. 

(1)  A  CoP  is  a  group  of  people  who  regularly  interact  to  collectively  leam,  solve  problems,  build  skills  and 
competencies,  and  develop  best  practices  around  a  shared  concern,  goal,  mission,  set  of  problems,  or  work  practice. 

(2)  Communities  of  Practice  are  supported  by  collaborative  environments  such  as  structured  professional  forums  and 
knowledge  networks. 

(3)  A  COI  is  a  collaborative  group  of  users  that  must  exchange  information  in  pursuit  of  its  shared  goals,  interests, 
missions,  or  business  processes.  See  also  paragraph  4-8  of  this  publication. 

(4)  All  communications  within  CoPs  and  COIs  are  subject  to  applicable  professional,  ethical,  and  security  guide¬ 
lines,  including  those  in  this  regulation,  AR  25-2,  and  provisions  of  DOD  5500.7R,  the  Joint  Ethics  Regulation. 

d.  The  use  of  AKO/DKO  and  Army  Knowledge  Online-Secret  (AKO-S)  permits  maximum  sharing  of  Army 
information  and  knowledge  resources  across  the  Army  enterprise  and  reduces  the  need  for  investment  in  duplicative  IT 
resources.  Army  activities  requiring  collaborative  tools  will  use  those  provided  on  AKO/DKO  or  as  otherwise 
prescribed  by  the  DA.  See  also  paragraph  6-2 g  of  this  publication  for  policy  regarding  collaboration  tool  suite 
standards. 

e.  AKO/DKO  is  the  single  Army  portal  for  authenticating  Army  users  to  gain  access  to  enterprise  systems  and 
portals.  See  also  paragraph  6-ld  of  this  publication. 
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b.  All  individuals  must  complete  training  and  certification,  as  necessary,  equal  to  their  assigned  duties.  (For  IA 
training  course  information  see  https://ia.gordon.army.mil/courses.asp.) 

c.  All  personnel  who  require  access  to  ISs  processing  classified  defense  information  to  fulfill  their  duties  will 
possess  a  security  clearance  based  on  the  appropriate  personnel  security  investigation  per  DOD  5200.2R. 

d.  Foreign  Nationals  access  and  use  of  IT  systems  must  adhere  to  the  policies  prescribed  in  AR  25-2,  para  4-15. 

5-8.  Communications  Security  (COMSEC) 

Commanders  will  take  the  appropriate  measures  to  secure  all  communications  with  approved  products  and  devices  to 
the  level  of  security  classification  of  the  information  to  be  transmitted  over  such  communications  equipment.  See  also 
AR  380-40. 

5-9.  Risk  management 

Each  commander  will  establish  an  effective  risk  management  program.  At  a  minimum,  the  program  will  include  the 
four  phases  of  risk  management: 

a.  Risk  analysis  of  resources,  controls,  vulnerabilities,  and  threats  and  the  impact  of  losing  the  systems’  capabilities 
on  the  mission  objective. 

b.  Management  decision  to  implement  security  countermeasures  and  to  mitigate  risk. 

c.  Implementation  of  countermeasures. 

d.  Periodic  review  of  the  risk  management  program. 

5-10.  Army  Web  Risk  Assessment  Cell  (AWRAC) 

The  AWRAC  is  responsible  for  reviewing  the  content  and  security  of  Army’s  publicly  accessible  Web  sites  to  identify 
and  report  Web  site  violations.  The  AWRAC  conducts  ongoing  operational  security  and  threat  assessments  of  Army 
Web  sites  (.mil  and  all  other  domains  used  for  communicating  official  information)  to  ensure  that  they  are  compliant 
with  DOD  and  Army  policies  and  best  practices.  See  also  para  6-7  of  this  regulation  for  Web  site  policy  and  para  8-7c 
of  DA  Pam  25—1—1  for  additional  information  on  AWRAC. 


Chapter  6 

Command,  Control,  Communications,  and  Computers/Information  Technology  Support  and 
Services 

6-1.  Information  technology  support  principles 

This  chapter  pertains  to  automation  (computer  software,  hardware,  and  peripherals),  telecommunications  (networks, 
BASECOM,  long-haul,  and  deployable  communications),  and  IT  support  for  military  construction. 

a.  Information  transmission  economy  and  systems  discipline.  All  Army  organizations  will  implement  procedures  to 
promote  optimal,  responsive,  cost-effective  use  of  all  types  of  DOD  ISs  and  services  and  ensure  the  application  of 
sound  management  practices  in  accomplishing  IS  services’  economy  and  discipline.  (See  also  DODDs  4640.13  and 
8000.01  and  DA  Pam  25-1-1,  paragraph  7-1.)  Commanders  and  activity  heads  will  establish  procedures  to  ensure — 

(1)  Users  of  computers  and  Army  telecommunications  are  familiar  with  the  types  and  purposes  of  available 
communications,  services,  and  systems. 

(2)  Information  managers  (or  designated  telephone  control  officers  (TCOs))  validate  monthly  bills,  which  are 
certified  by  the  users  for  toll-free  service,  pager  service,  cellular  phone  service,  calling  card  usage,  long  distance 
commercial  calls,  and  commercial  lines.  The  use  of  a  personal  identification  number  (PIN)  process  for  telephone 
control  is  authorized  and  recommended. 

(3)  Information  managers  must  review  and  revalidate  all  common-user  Army  information  services.  Government  and 
commercial,  regardless  of  user.  The  information  manager  will  review  dedicated  information  services  and  facilities  at 
least  every  two  years.  Review  and  revalidation  must  include  voice,  video,  data,  and  bandwidth  utilization  of  NIPRNet 
and  SIPRNet. 

b.  Continuity  of  Operations  Plan.  Headquarters,  Department  of  the  Army,  and  operational  organizations  must  ensure 
the  uninterrupted  execution  of  their  respective  essential  missions  and  functions  under  all  conditions.  The  HQDA 
COOP,  as  noted  in  AR  500-3,  is  the  model  upon  which  organizations  will  create  their  COOP  which  must  include 
procedures  for  the  relocation  of  key  leaders  and  staff  to  an  alternate  site(s),  plans  for  the  protection  of  critical  records 
and  files,  and  provisions  for  establishing  minimum  essential  operational  capabilities  at  relocation  facilities.  HQDA  staff 
elements,  Army  commands,  and  other  separate  reporting  organizations  are  required  to  maintain  a  COOP  consistent  with 
AR  500-3.  An  IT  contingency  plan  is  one  essential  element  of  a  COOP.  Each  C4/IT  system,  including  applications, 
deemed  critical  to  essential  Army  missions  or  functions  must  be  supported  by  its  own  contingency  plan  that  ensures  its 
continuous  operation  under  all  conditions.  For  guidance  and  procedures  related  to  IT  contingency  planning,  refer  to  DA 
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Pam  25-1-2.  All  COOPs  must  be  tested  at  least  annually.  (See  also  paragraph  8-5 j  on  the  preservation  of  vital 
records.) 

c.  Network-centric  ( net-centric )  applications  and  support.  The  net-centric  approach  promotes  applications  that  are 
available  on  the  Army’s  network  and  support  a  paperless  office  environment.  Implementation  of  net-centric  concepts  to 
streamline  processes  will  provide  capabilities  to  save  manpower,  reduce  redundancy,  increase  accuracy,  speed  transmis¬ 
sion,  increase  information  availability,  and  allow  functions  that  would  be  impractical  or  impossible  without  their  use.  It 
is  Army  policy  to  employ  net-centric  concepts  to  support  essential  missions  and  functions.  Making  data  visible, 
accessible,  and  understandable  while  promoting  tmst  are  the  cornerstones  of  net-centric  information  sharing. 

(1)  Making  data  visible  focuses  on  creating  discovery  metadata  and  deploying  discovery  capabilities  that  catalog 
data  assets  for  users  to  find.  Refer  to  paragraph  4-9  of  this  publication  for  information  on  Army  data  standards 
management. 

(2)  Making  data  accessible  focuses  on  offering  data  assets  over  the  network  through  commonly  supported  access 
methods,  such  as  AKO/DKO,  and  providing  access  to  the  underlying  information  provided  by  the  data  asset  so  that 
authorized  users  can  make  use  of  it.  Refer  to  paragraph  6-7  of  this  publication  for  policy  on  Army  Web  services. 

(3)  Making  data  understandable  focuses  on  reaching  an  agreement  on  the  meaning  of  information  provided  by  data 
assets  and  making  that  understanding  available  to  consumers  through  the  DOD  Metadata  Registry.  Refer  to  paragraph 
4-9  of  this  publication  for  information  on  Army  data  standards  management,  including  Army  support  of  the  DOD 
Metadata  Registry. 

d.  Official  uses  of  telecommunications  and  computing  systems. 

( 1 )  The  use  of  DOD  and  other  Government  telephone  systems,  electronic  mail  (e-mail),  and  other  systems  (includ¬ 
ing  the  Internet)  are  limited  to  the  conduct  of  official  business  or  other  authorized  uses.  Commanders  and  supervisors 
at  all  levels  will  make  all  users  of  Government  telecommunications  systems  aware  of  permissible  and  unauthorized 
uses.  Local  policies  and  procedures  will  be  promulgated,  as  necessary,  to  avoid  disruptions  of  telecommunications 
systems.  (Authorized  use  is  defined  in  paragraph  6-le  of  this  publication.)  The  Joint  Ethics  Regulation,  Section  2-301, 
serves  as  the  basis  for  Army  policy  on  the  use  of  telecommunications  and  computing  systems.  Users  will  abide  by 
these  restrictions  to  prevent  security  compromises  and  disruptions  to  Army  communications  systems. 

(2)  All  communications  users  must  be  aware  of  security  issues,  their  consent  to  monitoring  for  all  lawful  purposes, 
restrictions  on  transmitting  classified  information  over  unsecured  communications  systems,  prohibitions  regarding 
release  of  access  information  such  as  passwords,  and  of  the  need  to  encrypt  transmissions  containing  unclassified 
sensitive  information.  (See  paragraph  6-4  of  this  publication  for  additional  information  on  communications 
monitoring.) 

(3)  Commanders  will  recover  toll  charges,  as  practical,  for  unauthorized  personal  telephone  calls  placed  on  official 
telephones  by  personnel  within  their  organizations.  Charges  may  also  apply  to  misuse  of  government  communications 
through  modem/other  connections.  See  also  paragraph  7-2c  of  DA  Pam  25-1-1. 

(4)  Official  business  calls  and  e-mail  messages  are  defined  as  those  necessary  in  the  interest  of  the  Government  (for 
example,  calls  and  e-mail  messages  directly  related  to  the  conduct  of  DOD  business  or  having  an  indirect  impact  on 
DOD’s  ability  to  conduct  its  business). 

(5)  Official  use  includes  health,  morale,  and  welfare  (HMW)  communications  by  military  members  and  DOD 
employees  who  are  deployed  in  remote  or  isolated  locations  for  extended  periods  of  time  on  official  DOD  business. 
HMW  calls  will  be  made  on  DSN.  When  authorized  by  the  theater  combatant  commander,  the  theater  commander  will 
institute  local  procedures  to  authorize  HMW  communications  when  commercial  service  is  unavailable  or  so  limited  that 
it  is  considered  unavailable.  HMW  calls  may  be  made  only  during  non-peak,  non-duty  hours  and  should  not  exceed  15 
minutes  once  per  week.  The  commander  may  authorize  calls  that  exceed  this  limit  and  frequency  on  an  exception  basis. 
(See  paragraph  6-4n  of  this  publication  for  guidance  on  acquiring  and  using  cellular  telephones.) 

(6)  Guidance  for  telephone  calls  while  at  a  temporary  duty  (TDY)  location  is  reflected  in  the  Joint  Travel 
Regulations. 

e.  Authorized  uses  of  communication  systems.  Authorized  use  includes  brief  communications  made  by  DOD  employ¬ 
ees  while  they  are  traveling  on  Government  business  to  notify  family  members  of  transportation  or  schedule  changes. 
They  also  include  personal  communications  from  the  DOD  employee’s  usual  workplace  that  are  most  reasonably  made 
while  at  the  work  place  (such  as  checking  in  with  spouse  or  minor  children;  scheduling  doctor,  auto,  or  home  repair 
appointments;  brief  Internet  searches;  e-mailing  directions  to  visiting  relatives).  Such  communications  may  be  permit¬ 
ted,  provided  they — 

(1)  Do  not  adversely  affect  the  performance  of  official  duties  by  the  employee  or  the  employee’s  organization. 

(2)  Are  of  reasonable  duration  (normally  five  minutes  or  less)  and  frequency  (twice  per  day),  and,  whenever 
possible,  are  made  during  the  employee’s  personal  time,  such  as  during  lunch,  break,  and  other  off-duty  periods. 

(3)  Are  not  used  for  activities  related  to  the  operation  of  a  private  business  enterprise. 

(4)  In  the  case  of  long  distance  (toll)  calls,  are — 

(a)  Charged  to  the  employee’s  home  phone  number  or  other  non-Govemment  numbers  (third  party  call). 

(b)  Made  to  a  toll-free  number. 

(c)  Charged  to  the  called  party  if  a  non-Govemment  number  (collect  call). 
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(d)  Charged  to  a  personal  telephone  card. 

(5)  Are  of  a  legitimate  public  interest  (such  as  keeping  employees  at  their  desks  rather  than  requiring  the  use  of 
commercial  systems;  educating  DOD  employees  on  the  use  of  communications  systems;  improving  the  morale  of 
employees  stationed  for  extended  periods  away  from  home;  enhancing  the  professional  skills  of  DOD  employees;  job¬ 
searching  in  response  to  Federal  Government  downsizing). 

f  Prohibitions  in  telecommunications  usage.  Prohibitions  in  the  use  of  Army  communications  systems  include  the 
following: 

(1)  Use  of  communications  systems,  including  Web  services,  that  would  adversely  reflect  on  DOD  or  the  Army 
(such  as  uses  involving  sexually  explicit  e-mail  or  access  to  sexually  explicit  Web  sites,  pornographic  images,  or 
virtual  computer-generated  or  otherwise  pornographic  images);  chain  e-mail  messages;  unofficial  advertising,  soliciting, 
or  selling  via  e-mail;  or  subversive  and  other  uses  that  are  incompatible  with  public  service. 

(2)  Use  of  communications  systems  for  unlawful  activities,  commercial  purposes,  or  in  support  of  for-profit 
activities,  personal  financial  gain,  personal  use  inconsistent  with  DOD  policy,  personal  use  that  promotes  a  particular 
religion  or  faith,  or  uses  that  violate  other  Army  policies  or  laws.  This  may  include,  but  is  not  limited  to,  violation  of 
intellectual  property  and  copyright  laws,  gambling,  support  of  terrorist  or  subversive  activities,  and  sexual  or  other 
forms  of  harassment. 

(3)  Political  transmissions  to  include  transmissions  that  advocate  the  election  of  particular  candidates  for  public 
office. 

(4)  Actions  that  result  in  the  theft  of  resources  or  abuse  of  computing  facilities.  Such  prohibitions  apply  to  e-mail 
services  and  include,  but  are  not  limited  to:  unauthorized  entry,  use,  transfer,  and  tampering  with  the  accounts  and  files 
of  others  and  interference  with  the  work  of  others  and  with  other  computing  facilities. 

(5)  Use  of  communications  systems  that  could  reasonably  be  expected  to  cause,  directly  or  indirectly,  congestion, 
delay,  or  disruption  of  service  to  any  computing  facilities  or  cause  unwarranted  or  unsolicited  interference  with  others’ 
use  of  communications.  Such  uses  include,  but  are  not  limited  to,  the  use  of  communications  systems  to — 

(a)  Create,  download,  store,  copy,  transmit,  or  broadcast  chain  letters. 

(b)  "Spam"  to  exploit  list  servers  or  similar  broadcast  systems  for  purposes  beyond  their  intended  scope  to  amplify 
the  widespread  distribution  of  unsolicited  e-mail. 

(c)  Send  a  "letter-bomb"  to  re-send  the  same  e-mail  message  repeatedly  to  one  or  more  recipients,  to  interfere  with 
the  recipient’s  use  of  e-mail. 

(d)  Broadcast  unsubstantiated  virus  warnings  from  sources  other  than  systems  administrators. 

(e)  Broadcast  e-mail  messages  to  large  groups  of  e-mail  users  (entire  organizations)  instead  of  targeting  the  relevant 
audience. 

09  Employ  applications  for  personal  use  using  streaming  data,  audio,  and  video;  malicious  logic  and  virus  develop¬ 
ment  software,  tools,  and  files;  unlicensed  software;  games;  Web  altering  tools/software;  and  other  software  that  may 
cause  harm  to  Government  computers  and  telecommunications  systems. 

(g)  Disseminating  large  files  over  e-mail  instead  of  using  shared  drives  or  AKO/DKO. 

g.  Web  access  blocking.  Per  AR  25-2,  paragraph  4-5,  the  use  of  Web  access  blocking/filtering  tools  is  authorized 
for  permanently  blocking  user  access  to  inappropriate  Web  sites  associated  with  the  prohibited  areas  itemized  in  para 
6-1/ above.  Exceptions  to  this  policy  will  be  applied  to  positions  which  may  require  unimpeded  access  to  the  Internet 
due  to  mission  requirements,  such  as  public  affairs  officers,  intelligence  specialists,  staff  judge  advocates,  inspectors 
general,  auditors,  and  criminal  investigation  specialists.  Other  exceptions  may  be  authorized  by  the  organizational 
DAA.  Organizations  requiring  exceptions  to  Web  access  blocking  will  maintain  records  to  document  access  require¬ 
ments  for  each  position.  Access  to  prohibited  Web  sites  for  mission  support  reasons  is  considered  authorized  use. 

h.  Administrative,  criminal,  and  adverse  actions.  Unauthorized  use  or  abuse  of  DOD  and  Army  telecommunications 
and  computing  systems,  to  include  telephone,  e-mail  systems,  Web  services  or  other  systems,  may  subject  users  to 
administrative,  criminal,  or  other  adverse  action. 

/.  Use  of  DOD-owned  IT.  Connecting  or  installing  non-DOD-issued  IT  hardware  or  software  to  the  LWN  is 
prohibited.  Exceptions  will  be  approved  by  the  organizational  DAA  prior  to  connection  to  the  network.  This  includes 
the  use  of  employee-owned  assets  that  connect  to  the  network  at  the  work  site.  Use  of  employee-owned  assets  to 
process  unclassified  Army-related  work  off  the  Government  work  site  must  comply  with  the  provisions  of  paragraph 
4-31  of  AR  25-2.  See  also  paragraph  6-lo  (telework)  and  paragraph  9-lg  of  DA  Pam  25-1-1. 

j.  Product  ownership.  The  products  of  Army-related  work  are  the  property  of  the  U.S.  Government,  regardless  of  the 
ownership  of  the  automation  hardware  or  software. 

k.  IT  support  services  for  Army  organizations  on  Army  installations.  IT  support  services  consist  of  four  categories: 
baseline,  enhanced,  mission-funded,  and  mission-unique.  The  current  approved  C4IM  Service  List  or  LWN  Catalog  is 
located  at  https://www.itmetrics.hua.army.mil/.  See  also  paragraph  9-2  of  DA  Pam  25-1-1. 

(1)  Baseline  services  -  These  services  are  specifically  designated  as  “baseline”  in  C4IM  Services  List.  Installation 
DOIMs  will  provide  baseline  IT  services  to  Army  activities  on  a  non-reimbursable  basis. 

(2)  Enhanced  services  -  These  services  are  “baseline”  services  with  enhanced  performance  measures  that  exceed  one 
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automated,  such  as  records  management  activities,  privacy  and  security  of  records,  agency  sharing  and  dissemination  of 
information,  and  acquisition  and  use  of  automatic  data  processing,  telecommunications,  and  other  IT. 

Information  Technology  (IT)  Portfolio 

A  grouping  of  IT  capabilities,  IT  systems,  IT  services,  IT  systems  support  services  (for  example,  IT  required  to  support 
and  maintain  systems),  management,  and  related  investments  required  to  accomplish  a  specific  functional  goal. 

Information  system 

The  organized  collection,  processing,  transmission,  and  dissemination  of  information  in  accordance  with  defined 
procedures,  whether  automated  or  manual.  For  the  purposes  of  APMS-AITR,  the  terms  "application"  and  "information 
system"  are  used  synonymously  -  a  discrete  set  of  information  resources  organized  for  the  collection,  processing, 
maintenance,  use,  sharing,  dissemination  or  disposition  of  information.  The  application  of  IT  to  solve  a  business  or 
operational  (tactical)  problem  creates  an  information  system. 

Information  Technology  (IT) 

Any  equipment  or  interconnected  system  or  subsystem  of  equipment  that  is  used  in  the  automatic  acquisition,  storage, 
manipulation,  management,  movement,  control,  display,  switching,  interchange,  transmission,  or  reception  of  data  or 
information  by  the  executive  agency.  For  purposes  of  the  preceding  sentence,  equipment  is  used  by  an  executive 
agency  if  the  equipment  is  used  directly  or  is  used  by  a  contractor  under  a  contract  with  the  executive  agency  which  1) 
requires  the  use  of  such  equipment,  or  2)  requires  the  use,  to  a  significant  extent,  of  such  equipment  in  the  performance 
of  a  service  or  the  furnishing  of  a  product.  The  term  "information  technology"  also  includes  computers,  ancillary 
equipment,  software,  firmware  and  similar  procedures,  services  (including  support  services),  and  related  resources.  The 
term  "information  technology"  does  not  include  any  equipment  that  is  acquired  by  a  Federal  contractor  incidental  to  a 
Federal  contract.  (Reference  40  USC  Subtitle  III  (Clinger-Cohen  Act  of  1996).) 

Infrastructure 

The  shared  computers,  ancillary  equipment,  software,  firmware  and  similar  procedures,  services,  people,  business 
processes,  facilities  (to  include  building  infrastructure  elements)  and  related  resources  used  in  the  acquisition,  storage, 
manipulation,  protection,  management,  movement,  control,  display,  switching,  interchange,  transmission,  or  reception 
of  data  or  information  in  any  format  including  audio,  video,  imagery,  or  data,  whether  supporting  Information 
Technology  or  National  Security  Systems  as  defined  in  the  CCA. 

Installation 

Geographic  area  subject  to  the  control  of  the  installation  commander,  including  Government-owned  housing  or 
supported  activities  outside  the  perimeter  of  the  military  installation  which  depend  on  it  for  support. 

Integration 

The  process  of  making  or  completing  by  adding  or  fitting  together  into  an  agreed  framework  (architecture)  the 
information  requirements,  data,  applications,  hardware,  and  systems  software  required  to  support  the  Army  in  peace, 
transition,  and  conflict. 

Integrity  (of  information) 

Assurance  of  protection  from  unauthorized  change. 

Internet 

An  electronic  communications  network  that  connects  computer  networks  and  organizational  computer  facilities  around 
the  world. 

Internet  Service  Provider  (ISP) 

An  organization  that  provides  other  organizations  or  individuals  with  access  to,  or  presence  on,  the  Internet.  Most  ISPs 
also  provide  extra  services  including  help  with  design,  creation  and  administration  of  WWW  sites,  training,  and 
administration  of  intranets. 

Interface 

A  boundary  or  point  common  to  two  or  more  similar  or  dissimilar  telecommunications  systems,  subsystems,  or  other 
entities  at  which  necessary  information  flows  take  place. 

IPv4  Interoperable 

An  IPv6-Capable  system  or  product  capable  of  receiving,  transmitting  and  processing  IPv4  packets. 
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Foreign  liaison  officers 

A  foreign  government  military  or  civilian  employee  who  is  authorized  by  his  or  her  government,  and  is  certified  by  the 
DOD  Component,  to  act  as  an  official  representative  of  that  government  in  its  dealing  with  the  DOD  component  in 
connection  with  programs,  projects,  or  agreements  of  interest  to  the  governments.  Three  types  of  foreign  liaison 
officers  include  security  cooperation,  operational,  and  national  representatives. 

Foreign  national 

Non-U.S.  citizens  who  normally  reside  in  the  country  where  employed,  though  they  may  not  be  citizens  of  that 
country,  and  who  are  employed  by  the  Government  or  the  DA  to  perform  services  or  duties  and  are  not  considered  a 
foreign  official  or  representative  of  that  nation. 

Foreign  official 

Non-U.S.  citizens  who  may  or  may  not  reside  in  the  country  where  employed,  who  are  employed  by  their  respective 
nation  as  an  official  representative  of  that  nation  in  their  official  capacity,  and  assigned  to  the  Government  or  DA 
organizations  or  commands  in  the  role  of  liaison,  representative,  engineer,  scientist,  or  a  member  of  the  Military 
Personnel  Exchange  Program. 

Formal  access  approval 

Documented  approval  by  a  data  owner  to  allow  access  to  a  particular  category  of  information. 

Foreign  ownership,  control,  or  influence 

A  company  is  considered  to  be  under  foreign  ownership,  control,  or  influence  whenever  a  foreign  interest  has  the  direct 
or  indirect  power  either  through  the  ownership  of  the  company’s  securities,  contractual  arrangements,  or  other  means; 
to  direct  or  decide  matters  affecting  the  operations  of  that  company.  This  influence  may  result  in  unauthorized  access 
to  classified  or  sensitive  information,  information  systems,  or  information  systems  architectures. 

Information  assurance  product 

Product  or  technology  whose  primary  purpose  is  to  provide  security  services  (for  example,  confidentiality,  authentica¬ 
tion,  integrity,  access  control,  or  non-repudiation  of  data);  correct  known  vulnerabilities;  or  provide  layered  defense 
against  various  categories  of  non-authorized  or  malicious  penetrations  of  information  systems  or  networks.  Examples 
include  such  products  as  data/network  encryptors,  firewalls,  and  intrusion  detection  devices. 

Information  assurance-enabled  product 

Product  or  technology  whose  primary  role  is  not  security,  but  which  provides  security  services  as  an  associated  feature 
of  its  intended  operating  capabilities.  Examples  include  such  products  as  security-enabled  web  browsers,  screening 
routers,  trusted  operating  systems,  and  security-enabled  messaging  systems. 

IAA  view 

See  interconnected  accredited  IS  view. 

Information  owner 

Government,  civilian  or  military  official  with  statutory  or  operational  authority  for  specified  information,  and  responsi¬ 
bility  for  establishing  the  controls  for  its  generation,  collection,  processing,  dissemination  and  disposal.  Information 
owners  will  ensure  that  the  DA  information  entrusted  to  their  care  is  store,  processed,  or  transmitted  only  on 
information  systems  that  have  obtained  LA  approval  to  operate  in  accordance  with  Army  processes  for  the  confiden¬ 
tiality  level  of  their  information.  This  applies  to  all  systems,  to  include  services  on  COCO  systems  as  well  as  GOCO 
systems. 

Interconnected  accredited  information  system  view 

If  a  network  consists  of  previously  accredited  ISs,  a  MOA  is  required  between  the  DAA  of  each  DOD  component  IS 
and  the  DAA  responsible  for  the  network.  The  network  DAA  must  ensure  that  interface  restrictions  and  limitations  are 
observed  for  connections  between  DOD  Component  ISs.  In  particular,  connections  between  accredited  ISs  must  be 
consistent  with  the  mode  of  operation  of  each  IS  as  well  as  the  specific  sensitivity  level  or  range  of  sensitivity  levels 
for  each  IS.  If  a  component  that  requires  an  external  connection  to  perform  a  useful  function  is  accredited,  it  must 
comply  with  any  additional  interface  constraints  associated  with  the  particular  interface  device  used  for  the  connection 
as  well  as  any  other  restrictions  required  by  the  MOA. 

Information  system 

Set  of  information  resources  organized  for  the  collection,  storage,  processing,  maintenance,  use,  sharing,  dissemination, 
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disposition,  display,  or  transmission  of  information.  Includes  AIS  applications,  enclaves,  outsourced  IT-based 
processes,  and  platform  IT  interconnections. 

Information  assurance 

The  protection  of  systems  and  information  in  storage,  processing,  or  transit  from  unauthorized  access  or  modification; 
denial  of  service  to  unauthorized  users;  or  the  provision  of  service  to  authorized  users.  It  also  includes  those  measures 
necessary  to  detect,  document,  and  counter  such  threats.  Measures  that  protect  and  defend  information  and  ISs  by 
ensuring  their  availability,  integrity,  authentication,  confidentiality,  and  non-repudiation.  This  includes  providing  for 
restoration  of  ISs  by  incorporating  protection,  detection,  and  reaction  capabilities.  This  regulation  designates  IA  as  the 
security  discipline  that  encompasses  COMSEC,  INFOSEC,  and  control  of  compromising  emanations  (TEMPEST). 

Information  Assurance  Vulnerability  Management  (IAVM) 

IAVM  is  the  DOD  program  to  identify  and  resolve  identified  vulnerabilities  in  operating  systems.  It  requires  the 
completion  of  four  distinct  phases  to  ensure  compliance. 

Information  dissemination  management 

Activities  to  support  the  management  of  information  and  data  confidentiality,  integrity,  and  availability,  including 
document  management,  records  management,  official  mail,  and  work-flow  management. 

Information  technology  (IT) 

The  hardware,  firmware,  and  software  used  as  a  part  of  an  information  system  to  perform  DOD  information  functions. 
This  definition  includes  computers,  telecommunications,  automated  information  systems,  and  automatic  data  processing 
equipment.  IT  includes  any  assembly  of  hardware,  software,  or  firmware  configured  to  collect,  create,  communicate, 
compute,  disseminate,  process,  store,  or  control  data  or  information. 

Integrity 

The  degree  of  protection  for  data  from  intentional  or  unintentional  alteration  or  misuse. 

Intelligence  information 

Information  collected  and  maintained  in  support  of  a  U.S.  intelligence  mission. 

Interim  authority  to  operate 

Temporary  authorization  granted  by  the  DAA  to  operate  an  information  system  under  the  conditions  or  constraints 
enumerated  in  the  Accreditation  Decision. 

Interim  authority  to  test  (certification  and  accreditation) 

Temporary  authorization  granted  by  the  DAA  to  test  an  information  system  in  a  specified  operational  information 
environment  (usually  a  live  information  environment  or  with  live  data)  within  the  timeframe  and  under  the  conditions 
or  constraints  enumerated  in  the  Accreditation  Decision. 

Incident 

Assessed  occurrence  having  actual  or  potentially  adverse  effects  on  an  information  system. 

Internet 

A  global  collaboration  of  data  networks  that  are  connected  to  each  other,  using  common  protocols  (for  example,  TCP/ 
IP)  to  provide  instant  access  to  an  almost  indescribable  wealth  of  information  from  computers  around  the  world. 

Intranet 

Similar  to  the  Internet,  but  is  accessible  only  by  the  organization’s  employees  or  others  with  authorization.  Usually 
internal  to  a  specific  organization. 

Installation  Campus  Area  Network 

The  common  transport  network  provided  by  the  responsible  DOIM  on  every  Army  post/camp/station  and  the  associated 
common  network  services,  including  network  management  and  LA  services.  The  ICAN  is  often  commonly  referred  to 
as  the  backbone  network. 

Information  system  security  incident  (security  incident) 

Any  unexplained  event  that  could  result  in  the  loss,  corruption,  or  denial  of  access  to  data,  as  well  as  any  event  that 
cannot  be  easily  dismissed  or  explained  as  normal  operations  of  the  system.  Also,  an  occurrence  involving  classified  or 
sensitive  information  being  processed  by  an  IS  where  there  may  be:  a  deviation  from  the  requirements  of  the  governing 
security  regulations;  a  suspected  or  confirmed  compromise  or  unauthorized  disclosure  of  the  information;  questionable 
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FOREWORD 


This  Regulation  is  reissued  under  the  authority  of  DoD  Directive  5400.1 1,  “DoD  Privacy 
Program,”  May  8,  2007  (Reference  (a)).  It  provides  guidance  on  section  552a  of  title  5  United 
States  Code  (U.S.C.),  the  Privacy  Act  of  1974,  as  amended,  (Reference  (b)),  and  prescribes  uniform 
procedures  for  implementation  of  the  DoD  Privacy  Program. 

DoD  5400.1 1-R,  “Department  of  Defense  Privacy  Program,”  August  13, 1983,  is  hereby  canceled. 

This  Regulation  applies  to  the  Office  of  the  Secretary  of  Defense,  the  Military  Departments,  the 
Chairman  of  the  Joint  Chiefs  of  Staff,  the  Combatant  Commands,  the  Inspector  General  of  the 
Department  of  Defense,  the  Defense  Agencies,  the  DoD  Field  Activities,  and  all  other 
organizational  entities  within  the  Department  of  Defense  (hereafter  referred  to  as  the  “DoD 
Components”). 

The  provisions  of  this  Regulation  shall  be  applicable  by  contract  or  other  legally  binding  action  to 
U.S.  Government  contractors  whenever  a  DoD  contract  requires  the  performance  of  any  activities 
associated  with  maintaining  a  system  of  records,  including  the  collection,  use,  and  dissemination  of 
records  on  behalf  of  the  contracting  DoD  Component.  When  maintaining  a  system  of  records  or  a 
portion  of  a  system  of  records,  contractors  and  their  employees  shall  be  considered  employees  of 
the  contracting  DoD  Component  for  purposes  of  the  criminal  penalties  of  the  Act. 

This  Regulation  does  not  apply  to: 

•  Requests  for  information  made  under  the  Freedom  of  Information  Act  (DoD  Directive 
5400.7)  (Reference  (c)).  They  are  processed  in  accordance  with  DoD  5400.7-R  (Reference 
(d)). 

•  Requests  for  information  from  systems  of  records  controlled  by  the  Office  of  Personnel 
Management  (OPM),  although  maintained  by  a  DoD  Component.  These  are  processed  in 
accordance  with  policies  established  by  OPM  (Reference  (e)). 

•  Requests  for  personal  information  from  the  General  Accountability  Office.  These  are 
processed  in  accordance  with  DoD  Directive  7650.1  (Reference  (f)). 

•  Requests  for  personal  information  from  Congress.  These  are  processed  in  accordance  with 
DoD  Directive  5400.4  (Reference  (g)),  except  for  the  specific  provisions  in  Chapter  4  of 
this  Regulation. 
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This  Regulation  is  effective  immediately  and  its  use  is  mandatory  for  all  DoD  Components.  The 
Heads  of  the  DoD  Components  may  issue  supplementary  instructions  only  when  necessary  to 
provide  for  unique  requirements  within  their  Components.  Such  instructions  may  not  conflict  with 
the  provisions  of  this  Regulation. 

Send  recommended  changes  to  this  Regulation  to  the  following  address: 


Director,  Defense  Privacy  Office 
1901  South  Bell  Street,  Room  920 
Arlington,  VA  22202-4512 


The  DoD  Components  may  obtain  copies  of  this  Regulation  through  their  own  publication 
channels.  Approved  for  public  release;  distribution  unlimited.  Copies  are  available  via  the  World 
Wide  Web  at  http://www.dtic.mil/whs/dircctivcs.  Authorized  registered  users  may  obtain  copies  of 
the  publication  from  the  Defense  Technical  Information  Center,  8725  John  J.  Kingman  Road,  Fort 
Belvoir,  VA  22060-6218.  Other  Federal  Agencies  and  the  public  may  obtain  copies  from  the  U.S 
Department  of  Commerce,  National  Technical  Information  Service,  5285  Port  Royal  Road, 
Springfield,  VA22161. 


Michael  B.  Donley 
DoD  Senior  Privacy  Official 
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DL1.  DEFINITIONS 

DL1 .1 .  Access.  For  the  purposes  of  this  Regulation,  the  review  of  a  record  or  a  copy  of  a  record, 
or  parts  thereof,  in  a  system  of  records  by  any  individual. 

DL 1 .2.  Agency.  For  the  purposes  of  disclosing  records  subject  to  the  Privacy  Act  (Reference  (b)) 
among  the  DoD  Components,  the  Department  of  Defense  is  a  considered  a  single  agency.  For  all 
other  purposes,  to  include  requests  for  access  and  amendment,  denial  of  access,  or  amendment, 
appeals  from  denials,  and  record  keeping,  as  relating  to  the  release  of  records  to  non-DoD 
Agencies,  each  DoD  Component  is  considered  an  agency  within  the  meaning  of  Reference  (b). 

DL1 .3.  Computer  Matches.  The  computerized  comparison  of  two  or  more  automated  systems  of 
records  or  a  system  of  records  with  non-Federal  records.  Manual  comparison  of  systems  of  records 
or  a  system  of  records  with  non-Federal  records  are  not  covered. 

DL1.4.  Confidential  Source.  A  person  or  organization  who  has  furnished  information  to  the 
Federal  Government  under  an  express  promise,  if  made  on  or  after  September  27,  1975,  that  the 
person’s  or  the  organization’s  identity  shall  be  held  in  confidence  or  under  an  implied  promise  of 
such  confidentiality  if  this  implied  promise  was  made  on  or  before  September  26, 1975. 

DL1.5.  Disclosure.  The  transfer  of  any  personal  information  from  a  system  of  records  by  any 
means  of  communication  (such  as  oral,  written,  electronic,  mechanical,  or  actual  review)  to  any 
person,  private  entity,  or  Government  Agency,  other  than  the  subject  of  the  record,  the  subject’s 
designated  agent,  or  the  subject’s  legal  guardian. 

DL1 .6.  Federal  Benefit  Program.  A  program  administered  or  funded  by  the  Federal  Government, 
or  by  any  agent  or  State  on  behalf  of  the  Federal  Government,  providing  cash  or  in-kind  assistance 
in  the  form  of  payments,  grants,  loans,  or  loan  guarantees  to  individuals. 

DL1.7.  Federal  Personnel.  Officers  and  employees  of  the  Government  of  the  United  States, 
members  of  the  uniformed  services  (including  members  of  the  Reserve  Components),  individuals 
entitled  to  receive  immediate  or  deferred  retirement  benefits  under  any  retirement  program  of  the 
United  States  (including  survivor  benefits). 

DL1.8.  Individual.  A  living  person  who  is  a  citizen  of  the  United  States  or  an  alien  lawfully 
admitted  for  permanent  residence.  The  parent  of  a  minor  or  the  legal  guardian  of  any  individual 
may  also  act  on  behalf  of  an  individual.  Members  of  the  U.S.  Armed  Forces  are  “individuals.” 
Corporations,  partnerships,  sole  proprietorships,  professional  groups,  businesses,  whether 
incorporated  or  unincorporated,  and  other  commercial  entities  are  not  “individuals”  when  acting  in 
an  entrepreneurial  capacity  with  the  Department  of  Defense,  but  are  “individuals”  when  acting  in  a 
personal  capacity  (e.g.,  security  clearances,  entitlement  to  DoD  privileges  or  benefits,  etc.). 

DL1 .9.  Individual  Access.  Access  to  information  pertaining  to  the  individual  by  the  individual  or 
his  or  her  designated  agent  or  legal  guardian. 
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DL1. 10.  Lost.  Stolen,  or  Compromised  Information.  Actual  or  possible  loss  of  control, 
unauthorized  disclosure,  or  unauthorized  access  of  personal  information  where  persons  other  than 
authorized  users  gain  access  or  potential  access  to  such  information  for  an  other  than  authorized 
purposes  where  one  or  more  individuals  will  be  adversely  affected.  Such  incidents  also  are  known 
as  breaches. 

DL1 . 1 1 .  Maintain.  To  maintain,  collect,  use,  or  disseminate  records  contained  in  a  system  of 
records. 

DL 1 . 12.  Non-Federal  Agency.  Any  state  or  local  government,  or  agency  thereof,  which  receives 
records  contained  in  a  system  of  records  from  a  source  agency  for  use  in  a  computer  matching 
program. 

DLL  13.  Official  Use.  Within  the  context  of  this  Regulation,  this  term  is  used  when  officials  and 
employees  of  a  DoD  Component  have  demonstrated  a  need  for  the  use  of  any  record  or  the 
information  contained  therein  in  the  performance  of  their  official  duties,  subject  to  DoD  5200. 1-R 
(Reference  h)). 

DLL  14.  Personal  Information.  Information  about  an  individual  that  identifies,  links,  relates,  or  is 
unique  to,  or  describes  him  or  her,  e.g.,  a  social  security  number;  age;  military  rank;  civilian  grade; 
marital  status;  race;  salary;  home/office  phone  numbers;  other  demographic,  biometric,  personnel, 
medical,  and  financial  information,  etc.  Such  information  is  also  known  as  personally  identifiable 
information  (i.e.,  information  which  can  be  used  to  distinguish  or  trace  an  individual’s  identity, 
such  as  their  name,  social  security  number,  date  and  place  of  birth,  mother’s  maiden  name, 
biometric  records,  including  any  other  personal  information  which  is  linked  or  linkable  to  a 
specified  individual). 

DL1 .15.  Privacy  Act.  The  Privacy  Act  of  1974,  as  amended,  5  U.S.C.  552a  (Reference  (b)). 

DLL  16.  Privacy  Act  Request.  A  request  from  an  individual  for  notification  as  to  the  existence  of, 
access  to,  or  amendment  of  records  pertaining  to  that  individual.  These  records  must  be  maintained 
in  a  system  of  records. 

DLL  17.  Member  of  the  Public.  Any  individual  or  party  acting  in  a  private  capacity  to  include 
Federal  employees  or  military  personnel. 

DLL  18.  Recipient  (matching!  Agency.  Any  agency,  or  contractor  thereof,  receiving  records 
contained  in  a  system  of  records  from  a  source  agency  for  use  in  a  computer  matching  program. 

DLL  19.  Record.  Any  item,  collection,  or  grouping  of  information,  whatever  the  storage  media 
(paper,  electronic,  etc.),  about  an  individual  that  is  maintained  by  a  DoD  Component,  including,  but 
not  limited  to,  an  individual’s  education,  financial  transactions,  medical  history,  criminal  or 
employment  history,  and  that  contains  his  or  her  name,  or  the  identifying  number,  symbol,  or  other 
identifying  particular  assigned  to  the  individual,  such  as  a  finger  or  voice  print,  or  a  photograph. 

DL1.20.  Risk  Assessment.  An  analysis  considering  information  sensitivity,  vulnerabilities,  and 
cost  in  safeguarding  personal  information  processed  or  stored  in  the  facility  or  activity. 
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DL 1 .2 1 .  Routine  Use.  The  disclosure  of  a  record  outside  the  Department  of  Defense  for  a  use  that 
is  compatible  with  the  purpose  for  which  the  information  was  collected  and  maintained  by  the 
Department  of  Defense.  The  routine  use  must  be  included  in  the  published  system  notice  for  the 
system  of  records  involved. 

DL1.22.  Source  Agency.  Any  agency  which  discloses  records  contained  in  a  system  of  records  to 
be  used  in  a  computer-matching  program,  or  any  state  or  local  government  or  agency  thereof, 
which  discloses  records  to  be  used  in  a  computer-matching  program. 

DL1 .23.  Statistical  Record.  A  record  maintained  only  for  statistical  research  or  reporting  purposes 
and  not  used  in  whole  or  in  part  in  making  determinations  about  specific  individuals. 

DL1 .24.  System  of  Records.  A  group  of  records  under  the  control  of  a  DoD  Component  from 
which  personal  information  about  an  individual  is  retrieved  by  the  name  of  the  individual,  or  by 
some  other  identifying  number,  symbol,  or  other  identifying  particular  assigned,  that  is  unique  to 
the  individual. 
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API.  APPENDIX  1 

SAFEGUARDING  PERSONALLY  IDENTIFIABLE  INFORMATION  (PII) 

AP1.1.  GENERAL 

API.  1.1.  The  IT  environment  subjects  personal  information  to  special  hazards  as  to 
unauthorized  compromise,  alteration,  dissemination,  and  use.  Therefore,  special  considerations 
must  be  given  to  safeguarding  personal  information  in  IT  systems  consistent  with  the  requirements 
of  DoD  Directive  8500.1  (Reference  (ac))  and  (ae). 

AP 1 . 1 .2.  Personally  identifiable  information  must  also  be  protected  while  it  is  being  processed 
or  accessed  in  computer  environments  outside  the  data  processing  installation  (such  as  remote  job 
entry  stations,  terminal  stations,  minicomputers,  microprocessors,  and  similar  activities). 

API.  1.3.  IT  facilities  authorized  to  process  classified  material  have  adequate  procedures  and 
security  for  the  purposes  of  this  Regulation.  However,  all  unclassified  information  subject  to  this 
Regulation  must  be  processed  following  the  procedures  used  to  process  and  access  information 
designated  “FOUO.”  (See  Reference  (h).) 


API. 2.  RISK  MANAGEMENT  AND  SAFEGUARDING  STANDARDS 

API. 2.1.  Establish  administrative,  technical,  and  physical  safeguards  that  are  adequate  to 
protect  the  information  against  unauthorized  disclosure,  access,  or  misuse.  (See  OMB  Circular 
A- 130,  Reference  (ab)  and  DoD  Instruction  8500.2  (Reference  (ae).) 

API. 2.2.  Tailor  safeguards  to  the  type  of  system,  the  nature  of  the  information  involved,  and 
the  specific  threat  to  be  countered. 


AP1.3.  MINIMUM  ADMINISTRATIVE  SAFEGUARDS 

The  minimum  safeguarding  standards  as  set  forth  in  paragraph  Cl. 4.2.  of  Chapter  1  apply  to  all 
personal  data  within  any  IT  system.  In  addition: 

AP  1 .3. 1 .  Consider  the  following  when  establishing  IT  safeguards: 

API  .3. 1 . 1 .  The  sensitivity  of  the  data  being  processed,  stored  and  accessed. 

API. 3. 1.2.  The  installation  environment. 

AP  1 .3 . 1 .3 .  The  risk  of  exposure. 

API  .3. 1 .4.  The  cost  of  the  safeguard  under  consideration. 
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API  .3.2.  Label  or  designate  media  products  containing  personal  information  that  do  not 
contain  classified  material  in  such  a  manner  as  to  alert  those  using  or  handling  the  information  of 
the  need  for  special  protection.  Designating  products  “For  Official  Use  Only”  in  accordance  with 
Reference  (h)  satisfies  this  requirement. 

API  .3.3.  Mark  and  protect  all  computer  products  containing  classified  data  in  accordance  with 
References  (h)  and  (ac). 

API. 3.4.  Mark  and  protect  all  computer  products  containing  “For  Official  Use  Only”  material 
in  accordance  with  Reference  (h). 

API  .3.5.  Ensure  that  safeguards  for  protected  information  stored  at  secondary  sites  are 
appropriate. 

API  .3.6.  If  there  is  a  computer  failure,  restore  all  protected  information  being  processed  at  the 
time  of  the  failure  using  proper  recovery  procedures  to  ensure  data  integrity. 

API  .3.7.  Train  personnel  involved  in  processing  information  subject  to  this  Regulation  in 
proper  safeguarding  procedures. 


API. 4.  PHYSICAL  SAFEGUARDS 

API  .4. 1 .  For  all  unclassified  facilities,  areas,  and  devices  that  process  information  subject  to 
this  Regulation,  establish  physical  safeguards  that  protect  the  information  against  reasonably 
identifiable  threats  that  could  result  in  unauthorized  access  or  alteration. 

API  .4.2.  Develop  access  procedures  for  unclassified  computer  rooms,  tape  libraries, 
micrographic  facilities,  decollating  shops,  product  distribution  areas,  or  other  direct  support  areas 
that  process  or  contain  personal  information  subject  to  this  Regulation  that  control  adequately 
access  to  these  areas. 

API  .4.3.  Safeguard  on-line  devices  directly  coupled  to  IT  systems  that  contain  or  process 
information  from  systems  of  records  to  prevent  unauthorized  disclosure,  use,  or  alteration. 

API. 4.4.  Dispose  of  paper  records  following  appropriate  record  destruction  procedures.  (See 
paragraph  Cl. 4.3.  and  Reference  (h).) 


API. 5.  TECHNICAL  SAFEGUARDS 

API. 5.1.  Components  are  to  ensure  that  all  PII  not  explicitly  cleared  for  public  release  is 
protected  according  to  Confidentially  Level  Sensitive,  as  established  in  DoD  Instruction  8500.2 
(Reference  (ae)).  In  addition,  all  DoD  information  and  data  owners  shall  conduct  risk  assessments 
of  compilations  of  PII  and  identify  those  needing  more  stringent  protection  for  remote  access  or 
mobile  computing. 
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API. 5.2.  Encrypt  unclassified  personal  information  in  accordance  with  current  Information 
Assurance  (LA)  policies  and  procedures,  as  issued. 

API. 5.3.  Remove  personal  data  stored  on  magnetic  storage  media  by  methods  that  preclude 
reconstruction  of  the  data. 

API  .5.4.  Ensure  that  personal  information  is  not  inadvertently  disclosed  as  residue  when 
transferring  magnetic  media  between  activities. 

API .5.5  Only  DoD  authorized  devices  shall  be  used  for  remote  access.  Any  remote  access, 
whether  for  user  or  privileged  functions,  must  conform  to  IA  controls  specified  in  Reference  (ae). 

API. 5.6  Remote  access  for  processing  PII  should  comply  with  the  latest  IA  policies  and 
procedures. 

API .5.7.  Minimize  access  to  data  fields  necessary  to  accomplish  an  employee’s  task  - 
normally,  access  shall  be  granted  only  to  those  data  elements  (fields)  required  for  the  employee  to 
perform  his  or  her  job  rather  than  granting  access  to  the  entire  database. 

AP 1 .5.8.  Do  not  totally  rely  on  proprietary  software  products  to  protect  personnel  data  during 
processing  or  storage. 


API. 6.  SPECIAL  PROCEDURES 
API. 6.1.  Managers  shall: 

AP  1 .6. 1 . 1 .  Prepare  and  submit  for  publication  all  system  notices  and  amendments  and 
alterations  thereto.  (See  paragraph  C6. 1 .6.  of  Chapter  6.) 

AP  1 .6. 1 .2.  Identify  required  controls  and  individuals  authorized  access  to  PII  and  maintain 
updates  to  the  access  authorizations. 

API. 6. 1.3.  When  required,  ensure  Privacy  Impact  Assessments  are  prepared  consistent  with 
the  requirements  of  Section  3501  of  title  44,  U.S.C.  (Reference  (ad))  and  the  DoD  Deputy  Chief 
Information  Officer  Memorandum  (Reference  (af)). 

API. 6. 1.4.  Train  all  personnel  whose  official  duties  require  access  to  the  system  of  records 
in  the  proper  safeguarding  and  use  of  the  information  and  ensure  that  they  receive  Privacy  Act 
training. 


API. 7.  RECORD  DISPOSAL 


82 


APPENDIX  1 


G 


O 

DoD  5400.1 1-R,  May  14,  2007 


API. 7.1.  Dispose  of  records  subject  to  this  Regulation  so  as  to  prevent  compromise.  (See 
paragraph  C 1 .4.3.  of  Chapter  1 .)  Magnetic  tapes  or  other  magnetic  medium  may  be  cleared  by 
degaussing,  overwriting,  or  erasing.  (See  the  DoD  Memorandum  (Reference  (ag).) 

API. 7.2.  Do  not  use  respliced  waste  computer  products  containing  personal  data. 
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The  White  House 

Office  of  the  Press  Secretary 

For  Immediate  Release  November  23,  2009 

Presidential  Proclamation  --  Thanksgiving  Day 


A  PROCLAMATION 


What  began  as  a  harvest  celebration  between  European  settlers  and  indigenous  communities  nearly  four  centuries 
ago  has  become  our  cherished  tradition  of  Thanksgiving.  This  day's  roots  are  intertwined  with  those  of  our  Nation, 
and  its  history  traces  the  American  narrative. 


BLOG  POSTS  ON  THIS  ISSUE 


Today,  we  recall  President  George  Washington,  who  proclaimed  our  first  national  day  of  public  thanksgiving  to  be 
observed  "by  acknowledging  with  grateful  hearts  the  many  and  signal  favors  of  Almighty  God,"  and  President 
Abraham  Lincoln,  who  established  our  annual  Thanksgiving  Day  to  help  mend  a  fractured  Nation  in  the  midst  of  civil 
war.  We  also  recognize  the  contributions  of  Native  Americans,  who  helped  the  early  colonists  survive  their  first 
harsh  winter  and  continue  to  strengthen  our  Nation.  From  our  earliest  days  of  independence,  and  in  times  of 
tragedy  and  triumph,  Americans  have  come  together  to  celebrate  Thanksgiving 

As  Americans,  we  hail  from  every  part  of  the  world.  While  we  observe  traditions  from  every  culture,  Thanksgiving 
Day  is  a  unique  national  tradition  we  all  share.  Its  spirit  binds  us  together  as  one  people,  each  of  us  thankful  for  our 
common  blessings. 

As  we  gather  once  again  among  loved  ones,  let  us  also  reach  out  to  our  neighbors  and  fellow  citizens  in  need  of  a 
helping  hand.  This  is  a  time  for  us  to  renew  our  bonds  with  one  another,  and  we  can  fulfill  that  commitment  by 
serving  our  communities  and  our  Nation  throughout  the  year.  In  doing  so,  we  pay  tribute  to  our  country's  men  and 
women  in  uniform  who  set  an  example  of  service  that  inspires  us  all.  Let  us  be  guided  by  the  legacy  of  those  who 
have  fought  for  the  freedoms  for  which  we  give  thanks,  and  be  worthy  heirs  to  the  noble  tradition  of  goodwill  shown 
on  this  day. 

NOW,  THEREFORE,  I,  BARACK  OBAMA,  President  of  the  United  States  of  America,  by  virtue  of  the  authority 
vested  in  me  by  the  Constitution  and  the  laws  of  the  United  States,  do  hereby  proclaim  Thursday,  November  26, 
2009,  as  a  National  Day  of  Thanksgiving.  I  encourage  all  the  people  of  the  United  States  to  come  together,  whether 
in  our  homes,  places  of  worship,  community  centers,  or  any  place  where  family,  friends  and  neighbors  may  gather, 
with  gratitude  for  all  we  have  received  in  the  past  year;  to  express  appreciation  to  those  whose  lives  enrich  our  own; 

IN  WITNESS  WHEREOF.  I  have  hereunto  set  my  hand  this  twentieth  day  of  November,  in  the  year  of  our  Lord  two 
thousand  nine,  and  of  the  Independence  of  the  United  States  of  America  the  two  hundred  and  thirty-fourth. 


President  Obama  is  Taking  Acti 
Climate  Change 
President  Obama  explains  why  we'ri 
to  combat  climate  change 


Weekly  Address:  Time  for  ConRress  to  Pass 
Commonsense  Immigration  Reform 
President  Obama  discusses  the  bipartisan 
legislation  in  the  United  States  Senate  that  would 
take  important  steps  towards  fixing  our  broken 
immigration  system,  while  growing  our  economy 
and  reducing  the  deficit 

Weekly  Wrap  Up:  "Peace  with  Justice" 

This  week.  President  Obama  welcomed  the  WNBA 
champion  Indiana  Heat,  celebrated  Fathers  Day, 
and  traveled  to  Northern  Ireland  and  Germany 


BARACK  OBAMA 


\N  \\  W  Vi  1 1  II  IIIOI  S  ’  \  o  v 

En  esparto!  I  Accessibility  |  Copyright  Information  |  Prtvacy  Policy  |  Contact 


http://www.whitehouse.gov/the-press-office/presidential-proclamation-thanksgiving-day  6/23/2013 


Facts  for  Features:  Thanksgr  '  Day:  Nov.  26,  2009  -  Facts  for  Feattr  Special  Editi...  Page  1  of  2 


Newsroom 


Profile  America 


facts 


for 

Features 


CB09-FF.22 

Sept.  30,  2009  ("REVISED*) 


Thanksgiving  Day 
Nov.  26,  2009 

In  the  fall  of  1621,  the  Pilgrims,  eariy  settlers  of  Plymouth  Colony,  held  a  three-day  feast  to  celebrate  a  bountiful  harvest,  an 
event  many  regard  as  the  nation’s  first  Thanksgiving.  Historians  have  also  recorded  ceremonies  of  thanks  among  other 
groups  of  European  settlers  In  North  America,  including  British  colonists  in  Virginia  In  1619.  The  legacy  of  thanks  and  the 
feast  have  survived  the  centuries,  as  the  event  became  a  national  holiday  in  1863  when  President  Abraham  Lincoln 
proclaimed  the  last  Thursday  of  November  as  a  national  day  of  thanksgiving.  Later,  President  Franklin  Roosevelt  clarified 
that  Thanksgiving  should  always  be  celebrated  on  the  fourth  Thursday  of  the  month  to  encourage  earlier  holiday  shopping, 
never  on  the  occasional  fifth  Thursday. 


The  preliminary  estimate  of  turkeys  raised  in  the  United  States  in  2009.  That’s  down  8  percent  from  the  number  raised  dunng  2008. 
The  turkeys  produced  in  2008  together  weighed  7.9  billion  pounds  and  were  valued  at  $4.5  billion. 

Source:  USDA  National  Agricultural  Statistics  Service  <http://www.na5S.usda.gov/> 


Weighing  in  With  a  Menu  of  Culinary  Delights 


IMIHIVMI 

The  preliminary  estimate  of  turkeys  Minnesota  expected  to  raise  in  2009.  The  Gopher  State  was  tops 'm  turkey  production,  followed  by 
North  Carolina  (37.5  million),  Arkansas  (28  million),  Missouri  (21  million),  Virginia  (16.4  million)  and  California  (15  million).  These  six 
states  together  would  probably  account  for  about  two-thirds  of  U.S.  turkeys  produced  in  2009. 


IW  IIIIIIIUII  pvunuo 

The  forecast  for  U.S.  cranberry  production  in  2009.  Wisconsin  is  expected  to  lead  all  states  in  the  production  of  cranberries,  with  400 
million  pounds,  followed  by  Massachusetts  (190  million).  New  Jersey,  Oregon  and  Washington  are  also  expected  to  have  substantial 
production,  ranging  from  16  million  to  54  million  pounds. 

1.8  billion  pounds 

The  total  weight  of  sweet  potatoes  -  another  popular  Thanksgiving  side  dish  -  produced  by  major  sweet  potato  producing  states  in 
2008.  North  Carolina  (874  million  pounds)  produced  more  sweet  potatoes  than  any  other  state.  It  was  followed  by  California  (437 
million  pounds)  and  Mississippi  (335  million  pounds). 


1.1  billion  pounds  . 

Total  production  of  pumpkins  produced  in  the  major  pumpkin-produdng  states  in  2008.  Illinois  led  the  country  by  producing  496 
million  pounds  of  the  vined  orange  gourd.  Pumpkin  patches  in  California,  Pennsylvania  and  New  York  also  provided  lots  of  pumpkins: 
Each  state  produced  at  least  1 00  million  pounds.  The  value  of  all  pumpkins  produced  by  major  pumpkin-producing  states  was  $141 
million. 


If  you  prefer  cherry  pie,  you  will  be  pleased  to  learn  that  the  nation’s  forecasted  tart  cherry  production  for  2009  totals  284  million 
pounds.  Of  this  total,  the  overwhelming  majority  (220  million)  will  be  produced  in  Michigan. 


The  total  volume  of  wheat  -  the  essential  ingredient  of  bread,  rolls  and  pie  crust  -  produced  in  the  United  States  in  2009.  North 
Dakota  and  Kansas  accounted  for  34  percent  of  the  nation’s  wheat  production. 


The  2008  contracted  production  of  snap  (green)  beans  in  major  snap  (green)  bean-producing  states.  Of  this  total,  Wisconsin  led  all 
states  (320,200  tons).  Many  Americans  consider  green  bean  casserole  a  traditional  Thanksgiving  dish. 

Source:  The  previous  data  came  from  the  USDA  National  Agricultural  Statistics  Service  <http://wwwmass.usda.gov/>. 


The  value  of  U.S.  imports  of  live  turkeys  from  January  through  July  of  2009  -  99.3  percent  from  Canada.  When  it  comes  to  sweet 
potatoes,  however,  the  Dominican  Republic  was  the  source  of  60.7  percent  ($2.8  million)  of  total  imports  ($4.7  million).  The  United 
States  ran  a  $5.8  million  trade  deficit  in  live  turkeys  during  the  period^ but  had  a  surplus  of  $23.1  million  in  sweet  potatoes. 


u.b  pounas  _  ,  .  . 

The  quantity  of  turkey  consumed  by  the  typical  American  in  2007,  with  a  hearty  helping  devoured  at  Thanksgiving  time.  Per  capita 
sweet  potato  consumption  was  5.2  pounds.  ....... 

Source:  Statistical  Abstract  of  the  United  States:  2010,  Tables  212-213  <http://www.census.gov/CPrppendia/5tataB/>. 
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The  Turkey  Industry 


Diiiion 

The  value  of  turkeys  shipped  in  2002.  Arkansas  led  the  way  in  turkey  shipments,  with  $581 .5  million,  followed  by  Virginia  ($544.2 
million)  and  North  Carolina  ($453  million).  In  2002,  poultry  businesses  whose  primary  product  was  turkey  totaled  35  establishments, 
employing  about  17,000  people. 

Source:  Poultry  Processing:  2002  <http://www.census.oov/Drod/ec02/ec023li31l615.pdf> 

$3.8  billion  _  _ 

Forecast  2009  receipts  to  farmers  from  turkey  sales.  This  exceeds  the  total  receipts  from  sales  of  products  such  as  bartey,  oats  and 
sorghum  (combined)  and  peanuts. 

Source:  USDA  Economic  Research  Service  <http://www.er5.usda.oov/Data/tarmincQme/finfidmu.htm> 


The  Price  is  Right 


Retail  cost  per  pound  of  a  frozen  whole  turkey  in  December  2008. 

Source:  Statistical  Abstract  of  the  United  States:  2010,  Table  717  <http://www.census.oov/compendia/siala6/> 


Where  to  Feast 


Number  of  places  in  the  United  States  named  after  the  holiday's  traditional  main  course.  Turkey,  Texas,  was  the  most  populous  in 
2008,  with  456  residents,  followed  by  Turkey  Creek,  La.  (361)  and  Turkey,  N.C.  (272).  There  are  also  nine  townships  around  the 
country  named  Turkey,  three  in  Kansas. 

Source:  Population  estimates  <htlD://www.census.aov/newsroom/releases/archives/population/cb09-99.html> 
<http://factfinder.cen5us.QOv/>  <http://www.census.oov/popest/cities/cities,hlm|> 


Number  of  places  and  townships  in  the  United  States  that  are  named  Cranberry  or  some  spelling  variation  of  the  red,  acidic  berry 
(e.g.,  Cranbury,  N.J.),  a  popular  side  dish  at  Thanksgiving.  Cranberry  township  (Butler  County),  Pa.,  was  the  most  populous  of  these 
places  in  2008,  with  27,194  residents.  Cranberry  township  (Venango  County),  Pa.,  was  next  (6,795). 

Source:  Population  estimates  <http://factfinder.census.gov/>.  <httD://www  census.qov/newsroom/releases/archives/population/cb0.9; 


Number  of  places  in  the  United  States  named  Plymouth,  as  in  Plymouth  Rock,  the  landing  site  of  the  first  Pilgrims.  Plymouth,  Minn.,  is 
the  most  populous,  with  71,486  residents  in  2008;  Plymouth,  Mass.,  had  55,705.  There  is  just  one  township  in  the  United  States 
named  "Pilgrim."  Located  in  Dade  County,  Mo.,  its  population  was  128  in  2008.  And  then  there  is  Mayflower,  Ark.,  whose  population 
was  2,231  in  2008. 

Source:  Population  estimates  <http://www.census.gov/newsroom/releases/archives/population/cb09-99.html> 
<http://factfinder.census.gov/>  <http://www.census.gov/PQPest/cities/cities.html> 


Number  of  households  across  the  nation  -  all  potential  gathering  places  for  people  to  celebrate  the  holiday. 

Source:  Families  and  Living  Arrangements:  2008  <http://www.census.gov/newsroom/releases/archiyes/families  households/cb09- 
29.hlml> 


Following  is  a  list  of  observances  typically  covered  by  the  Census  Bureau’s  Facts  for  Features  series: 


African-American  History  Month  (February) 

Super  Bowl 

Valentine's  Day  (Feb.  14) 

Women's  History  Month  (March) 

Irish-American  Heritage  Month  (March)/ 

St.  Patrick’s  Day  (March  17) 

Asian/Pacific  American  Heritage  Month  (May) 

Older  Americans  Month  (May) 

Cinco  de  Mayo  (May  5) 

Mother's  Day 

Hurricane  Season  Begins  (June  1) 

Father's  Day 

The  Fourth  of  July  (July  4) 

Anniversary  of  Americans  With  Disabilities  Act  (July  26) 
Back  to  School  (August) 


Labor  Day 
Grandparents  Day 

Hispanic  Heritage  Month  (Sept.  15-Oct.  15) 

Unmarried  and  Single  Americans  Week 
Halloween  (Oct.  31) 

American  Indian/Alaska  Native  Heritage  Month  (November) 
Veterans  Day  (Nov.  11) 

Thanksgiving  Day 

The  Holiday  Season  (December) 


Editor’s  note:  The  preceding  data  were  collected  from  a  variety  of  sources  and  may  be  subject  to  sampling  variability  and  other 
sources  of  error.  Facts  for  Features  are  customarily  released  about  two  months  before  an  observance  in  order  to  accommodate 
magazine  production  timelines.  Questions  or  comments  should  be  directed  to  the  Census  Bureau's  Public  Information  Office, 
telephone:  301-763-3030;  fax:  301-763-3762;  or  e-mail:  <PIO@census.gov>. 
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INSTRUCTIONS  FOR  PREPARING  AND  ARRANGING  RECORD  OF  TRIAL 


USE  OF  FORM  -  Use  this  form  and  MCM,  1984, 
Appendix  14,  will  be  used  by  the  trial  counsel  and 
the  reporter  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  verbatim  record  is  prepared.  Air 
Force  uses  this  form  and  departmental 
instructions  as  a  guide  to  the  preparation  of  the 
record  of  trial  in  general  and  special  court-martial 
cases  in  which  a  summarized  record  is  authorized. 
Army  and  Navy  use  DD  Form  491  for  records  of 
trial  in  general  and  special  court-martial  cases  in 
which  a  summarized  record  is  authorized. 
Inapplicable  words  of  the  printed  text  will  be 
deleted. 

COPIES  -  See  MCM,  1984,  RCM  1103(g).  The 
convening  authority  may  direct  the  preparation  of 
additional  copies. 

ARRANGEMENT  -  When  forwarded  to  the 
appropriate  Judge  Advocate  General  or  for  judge 
advocate  review  pursuant  to  Article  64(a),  the 
record  will  be  arranged  and  bound  with  allied 
papers  in  the  sequence  indicated  below.  Trial 
counsel  is  responsible  for  arranging  the  record  as 
indicated,  except  that  items  6,  7,  and  15e  will  be 
inserted  by  the  convening  or  reviewing  authority, 
as  appropriate,  and  items  10  and  14  will  be 
inserted  by  either  trial  counsel  or  the  convening  or 
reviewing  authority,  whichever  has  custody  of 
them. 

1.  Front  cover  and  inside  front  cover  (chronology 
sheet)  of  DD  Form  490. 

2.  Judge  advocate's  review  pursuant  to  Article 
64(a),  if  any. 

3.  Request  of  accused  for  appellate  defense 
counsel,  or  waiver/withdrawal  of  appellate  rights, 
if  applicable. 

4.  Briefs  of  counsel  submitted  after  trial,  if  any 
(Article  38(c)). 

5.  DD  Form  494,  "Court-Martial  Data  Sheet." 

6.  Court-martial  orders  promulgating  the  result  of 
trial  as  to  each  accused,  in  10  copies  when  the 
record  is  verbatim  and  in  4  copies  when  it  is 
summarized. 

7.  When  required,  signed  recommendation  of 
staff  judge  advocate  or  legal  officer,  in  duplicate, 
together  with  all  clemency  papers,  including 
clemency  recommendations  by  court  members. 


8.  Matters  submitted  by  the  accused  pursuant  to 
Article  60  (MCM,  1984,  RCM  1105). 

9.  DD  Form  458,  "Charge  Sheet"  (unless  included 
at  the  point  of  arraignment  in  the  record). 

10.  Congressional  inquiries  and  replies,  if  any. 

11.  DD  Form  457,  “Investigating  Officer's  Report," 
pursuant  to  Article  32,  if  such  investigation  was 
conducted,  followed  by  any  other  papers  which 
accompanied  the  charges  when  referred  for  trial, 
unless  included  in  the  record  of  trial  proper. 

12.  Advice  of  staff  judge  advocate  or  legal  officer, 
when  prepared  pursuant  to  Article  34  or  otherwise. 

13.  Requests  by  counsel  and  action  of  the 
convening  authority  taken  thereon  (e.g.,  requests 
concerning  delay,  witnesses  and  depositions). 

1 4.  Records  of  former  trials. 

15.  Record  of  trial  in  the  following  order: 

a.  Errata  sheet,  if  any. 

b.  Index  sheet  with  reverse  side  containing 
receipt  of  accused  or  defense  counsel  for  copy  of 
record  or  certificate  in  lieu  of  receipt. 

c.  Record  of  proceedings  in  court,  including 
Article  39(a)  sessions,  if  any. 

d.  Authentication  sheet,  followed  by  certificate 
of  correction,  if  any. 

e.  Action  of  convening  authority  and,  if  appro¬ 
priate,  action  of  officer  exercising  general  court- 
martial  jurisdiction. 

f.  Exhibits  admitted  in  evidence. 

g.  Exhibits  not  received  in  evidence.  The  page 
of  the  record  of  trial  where  each  exhibit  was 
offered  and  rejected  will  be  noted  on  the  front  of 
each  exhibit. 

h.  Appellate  exhibits,  such  as  proposed  in¬ 
structions,  written  offers  of  proof  or  preliminary 
evidence  (real  or  documentary),  and  briefs  of 
counsel  submitted  at  trial. 
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